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Censorship?
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Censorship? Where?
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Censorship?
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§ Transaction Inclusion?
§ Consensus Layer

§ Weak Censorship?
§ Strict Censorship?

§ Application Layer
§ Smart Contract Censorship

§ cf. e.g. USDT & USDC



Legal Disclaimer
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§ IANAL (I am not a lawyer)

§ This is no legal or financial advise

§ We do not know what is expected

§ We do not know if censorship as practiced is sufficient

§ We do not know what other countries require..



Quantifying Censorship
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§ Tornado Cash Data
§ 1st of January 2021 --> 15th of November 2022
§ 273,403 events (deposits or withdrawals) in 236,868 distinct blocks

§ Ecosystem Data
§ Block Proposers/Miners/Validators
§ Block Builder
§ Block Relayer (Flashbots, BloXroute, Blocknative, Manifold, Eden, 

Relayooor)



U.S. Office of Foreign Assets Control (OFAC)
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§ Specially Designated Nationals And Blocked Persons List (SDN)

§ 132 Ethereum addresses

§ 90 (68%) of the sanctioned (contract) addresses of TC

§ Externally Owned Accounts (EOAs)

§ Ethereum Goerli testnet😅



Mixer
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§ Mixer try to break the linkability 
between blockchain addresses.

§ Inspired from privacy-by-design 
blockchains (such as Zcash)
§ Example: Tornado.Cash

Relatively expensive to use, fixed 
denomination pools to deposit 
into (1, 10 or 100 ETH) and to 
withdraw from



Tornado Cash
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Tornado Cash
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Tornado Cash
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Tornado Cash & SancKons
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Blocks containing TC transacKons
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(recap) Proposer/Builder Separation
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Searchers

(value extraction)

Builders

(block optimization)

Relayer

(sealed bid auction)

Validator/Proposer

(mining)

Transaction flow



Block Builders / Relayers / Proposers
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ApplicaKon Layer Censorship
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Bitcoin Mixer Blender.io
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Security Implications of Censorship
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Any ideas?



Security Implications of Censorship
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§ Confirmation Latency
§ Does censorship slow down transaction confirmation?

§ Denial of Service (DoS)
§ Does censorship introduce a Denial of Service vector?



ConfirmaKon Latency - Setup

Spy Node

P2P Network
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Miner

Miner



ConfirmaKon Latency
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§ Average inclusion delay for TC transacaons
§ August 2022: 15.8s ± 22.8
§ November 2022: 29.3s ± 23.9



Denial of Service
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§ High Level Idea
§ Let a node do work without paying the node!
§ Leverage: Transaction creation must be cheaper than verification.

§ Cheaper in e.g. CPU terms to perform a CPU DoS

§ Different potentially censoring nodes
§ Forwarding full nodes
§ Validators/Miners
§ Relayers
§ Searchers
§ Builders



Denial of Service – Idea
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How to cra) computa-onally expensive transac-ons?
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§ Transacaon creaaon ame
§ CraZing data
§ Signature

§ Transaction verification time
§ EVM execution time
§ Opcode gas costs
§ CPU time to execute
§ Signature verification time



How to craft computationally expensive transactions?
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§ Transaction creation time
§ 4.8 · 10−5 seconds

§ Transaction validation time
§ 0.16 ± 0.011 seconds

--> 3400× DoS vector!



What can possibly go wrong?
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§ If every node censors?

§ If all validators censors?

§ If all relayers censors?

§ What is the cost to DoS the entire network?


