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Diffie-Hellman Key Exchange (1976)
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KDF=Key Derivation Function




Security Models

Bellare-Rogaway 93, 95

Simulation-

based

Bellare-Canetti-Krawczyk 98
Shoup 99
Canetti-Krawczyk "02

Bellare-Pointcheval-
Rogaway 00

Boyko-MacKenzie
-Patel "00

password-based
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» 1he“ Bellare-Rogaway (BR) Model

Bellare-Rogaway

(BRO3) Two-party scenario Crypto 93

Bellare-Rogaway

(BRO5) Three-party scenario STOC 95

Bellare-Pointcheval-
Rogaway Password-based scenario Eurocrypt 2000
(BPROO)

+many derivates
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Key Indistinguishability / Secrecy (l)

) transcrlpt
~ transcript EXEC IEEE
‘o ) o key K key K
@
> secret random bit b:
K TESTo | return Ky=K (if b=0) or K,=$ (if b=1)
—
l $=independent random key
a

Adversary wins if
a=b

KE is secure against passive adversaries if
for any efficient adversary: Pr[A wins] <%z +neg
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Problem: No Dependencies in Model

gSL'
L1l o
gCL'
assume parties >
always use the Q q¥
same secrets )
gCL'
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Key Indistinguishability / Key Secrecy

) transcrlpt,d
ick
) (transcript, |d) EXEC pid IEEE
Y — key Kid key Kiq
@
K, > TEST, s_ecret_ rar_ldom bit E) o
return K,=K 4 (if b=0) or K;=$ (if b=1)
l
a

Adversary wins if
a=b

KE is secure against passive adversaries if
for any efficient adversary: Pr[A wins] <%z +neg
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The Problem, revisited

leakage of this key
also reveals other keys
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Adding Reveals

\ ) transcrlpt,d
g ick
(_/ (transcript,,, id) | EXEC p|d IEEE

‘o) — key Kid key Kig

& o
secret random bit b:
TESTo [ veturn K=K 4 if b=0) or K,=$ (if b=1)
a

)
(_) K REVEAL

—

v

v

Done?

Adversary wins if
a=b

KE is secure against passive adversaries if
for any efficient adversary: Pr[A wins] <%z +neg
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BR-Security (passive adversaries)

) transcrlpt,d
ick
U (transcript,,, |d) EXEC pid IEEE

‘o) — key Kid key Kig

& o
> secret random bit b:
TESTo [ veturn K=K 4 if b=0) or K,=$ (if b=1)
a

)
(_) K REVEAL

—

Adversary wins if QSW\GSS“ condition }
a=b and has not asked

TEST and REVEAL KE is BR-secure against passive adversaries if
about same id for any efficient adversary: Pr[Awins] <%z +neg
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Example: Plain DH is passively BR-secure

L ==

pick x
pick y

g

v

A

K = g™ = (g¥)"

...under the Decisonal Diffie-Hellman (DDH) assumption:

(9%, 9%, 9°) ~ (9%, ¢°, g°)
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Reduction (ldea)

suppose we know that A picks id=2 to TEST

(A, B,C) = (g% ¢° ¢g*) or (9% ¢° ¢°)

l Reduction to DDH
/ 3 times . ( \ Forid=1 and 3 \
() ~ (transcripty, id) | EXEC pick x;,y; and use (g”¢, g¥)
0 ‘ ) Forid =2 use (4, B)
“ id=2 )
Kb TESTb use Kb — C
) —
l id=1land3 ()
a ) Kig REVEAL For id = 7 set K; = g*i¥:
\_ | — y
'
a




Teaser for the Break

We have defined:

KE is BR-secure against passive adversaries if
for any efficient adversary: Pr[A wins] <% +neg

Could we also define this equivalently as:

KE is BR-secure against passive adversaries if
for any efficient adversary: | Pr[A wins] - %2 | £ neg
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