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DeFi Attacks on Ethereum & BSC
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Accelerated Attacks

= 18/181 executed through Flashbots API (622M USD)

20210713 _DeFiPie 20220114 FloatProtocol
20210718 _ArrayFinance 20220118 Multichain
20210720 _Sanshulnu 20220210 BuildFinance
20210830 _CreamFinance 20220217 _RigoBlock
20211102_VesperFinance 20220320 _Lifinance
20211110 Curve 20220327 _RevestFinance
20211121 BadgerDAO 20220402 _InverseFinance
20211127 dydx 20220430 _FeiProtocol
20211211 SorbetFinance 20220430 _SaddleFinance

= 6/18 accelerated by, e.g., arbitrage trader



Accelerated & Front-Run Attacks

P2P network

1. Submits the adversarial transaction tx_a 2. Detects tx_a 3a. tx arb

Attacker

v 3b. tx_a’, tx_arb
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Arbitrageur/
Front-
Runner

‘ i‘©i©'i
3a. back-running bundle

{tx_a, tx_arb}

3b. front-running bundle
{tx_a’, tx_arb}
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time



2 Execution Flow Case Studies

https://defi-learning.org




Elastic Swap Attack (Dec-13-2022)

Q 0 TXO - “Attacker”
Function name: go()
‘ TX1 - “Attacker”
v Q Function name: go()
Propagated: P2P Network (detected at: 2022-12-13 02:32:43.238946+00)
TX2 - “Whitehat hacker” \
Q 0 Fur\ction name: NotYoink(-)
Built by: BeaverBuilder 250 ms|
Relayed by: BloXroute Max Profit (kudos to Toni Wahrstatter)
‘ TX3 - “Whitehat hacker” /
v Q Function name: vyoink()
v Propagated: P2P Network (detected at: 2022-12-13 02:32:43.481679+00) !

time



Elastic Swap Attack (Dec-13-2022)

Whitehat hacker capabilities

A Bilingual
8{@ - “yoink” contract for transactions on the P2P network
- “No Yoink” for transactions through relayers

Bribe genius
-  Vulnerable 523.55 ETH
- -78.53 ETH (15% Bribe)
- -44.50 ETH (10% bounty)

Generalized? Front-Running
’ - Mimic & front-run in 250 ms!
2



Saddle/BlockSec (Apr-30-2022)

§
§

§

Saddle @saddlefinance - Apr 30, 2022
The team is investigating a possible exploit and is pausing pool withdrawals

i QO 15 1 38 Q 101 A

Saddle @saddlefinance - Apr 30, 2022
Correction: Only metapools are paused. Single-asset withdrawals are
currently restricted, but balanced pool withdrawals are always possible

thi O 1 [ O 1 2

Saddle
@saddlefinance

White hat hackers @BlockSecTeam were able to
secure $3.8m. The team is in contact with them to
return the funds

12:42 PM - Apr 30, 2022



Saddle/BlockSec (Apr-30-2022)

time

¢

«

v

TXO - “Attacker”

Propagated: P2P Network

Mined at: Apr-30-2022 07:40:24 AM +UTC
Extracted: 9.2M USD

.. 24 Minutes!

TX1 - “Whitehat” (BlockSec)
Propagated: P2P Network

Mined at;: Apr-30-2022 08:04:55 AM +UTC
Extracted: 3.8M USD
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Systematizing Attacks

https://defi-learning.org




Systematizing Attackers and Defenders

e

DeFi Attacks Academic Papers Audit Reports
= Rekt News / SlowMiist / CryptoSec = 8 top conferences = 6 security audit companies
= 181 incidents (Apr 2018~Apr 2022) =78 papers (2018~2021) » 30 most recent audit reports

= Ethereum: 117, BSC: 69 incidents = Surveys/SoKs: 7
Security tools: 29
Attack papers: 42

12



Attacks

Academic Papers (We abbreviate Usenix Security as UNX) Audit Reports p Visualization
Incident Cause Incident Type SoKs, Surveys Boesin -~ PeckShicld SlowMist Consensys Certik Trail of Bits|
22|l .2
i
]
56 )
=g e
Network layer T ion content 5(12%)
Propagation transparency L] I 3(7%)
¢ Improper peer discovery / churning logic Eclipse (1] L] L] (LX) I 7(16%)
Network £ Sybilattack
Z Network congestion Intentional DoS L] L ] I 101%)  4(9%)
La er z Unintentional DoS 11%)
y Exposed internet service Sensitive DNS servers 2(1%) 3(7%)
Unreliable BGP messages I 3(7%)
Other network vulnerabilities - [ ] 1(2%)
Blockchain protocol vulncrabilitics e R e e S
Unstable incentive mechanism Majority / 51% attack o0 L d L] 5(12%)
Block reorganization [ ] [ ] 2(5%)
2 Selfish mining e L] L] L] (] (] 7(]63)
2 Double spendin; ° ° 3 ° ° 6(14%)
Consensus |; Feather forking. . 26%)
K] Bribery attacks L[] 2(5%)
Layer ° Mining difficulty adjustment °
Other incentive-based incidents (] L] (] L] L] 6(14%)
Unfair sequencing lion order i [ ] [ ) 2(5%)
Transaction censoring ° 1(2%)
Other consensus vulnerabilitics b [ ] L] 3(7%)
State transition design mistakes Under-priced opcodes ] L] 2(5%)
Outdated compiler version ] o 11(37%),
Untrusted or unsafe calls Direct call to untrusted contract [ EEEEE [e o] 42%)  3(7%) 16(53%)|
| Reen! ° o EEEEE O B 1207%) qw(ss%)
Delegatecall / call injection ° 00 o 201%) 13(30%) 8(27%)
+« Coding mistake Unhandled or mishandled exception L] L] o o) 1%) 2(7%)
Smart I £ Locked or frozen asset [ ] [e) o 101%) 11(26%) 2(7%)
H Integer overflow or underflow L] L] LN ] EEEEN EEEEE EEEN (o]e) -21(49(;0)1M53;5)
] Absence of coding logic or sanity check | @ L] 000 O 000 OO0 [s]e]e) 9(21%) 12(40%)
ContraCt I T Short address L] EEEE 4(9%) 4(13%)
Laver £ Casting ° ° 0o 49%) 1(3%)
y w Unbounded or gas costly operation L] (o] 7(16%) 1(3%)
I Arithmetic mistakes EEEEE EEEEE EEEE O 000 0000 Of 21%) 4(9%)
Other coding mistakes L (o} D000 O000D0 | 6(3%) 8(19%) 11(37%),
Access control mistake Inconsistent access control [ e o L] EEEEO O o) o} 5(3%) 14(33%)18(60%)
I Visibility error and unrestricted action | @ L] (o} 6(3%) 9(21%) 15(50%)
Other smart contract vulnerabilities . . EEEEEOO O 000 00| 11%) 20(47%)22(T3%)
Transaction order “mistake  Frontrumning o o 30 Q0000020000099 5) O O 201%) 12(28%)17(67%)
Back-running [ J Juauaaauaauaag 7(16%) 14(47%)
Sandwiching LL] Qaaaaaaaoaaaaaa o 4(9%) 15(50%)
Other transaction order dependency [ ] 3(7%)
Replayable design Transaction / strategy replay o0 EEER 2(5%) 9(30%)
Block state dependency mistake Randomness. [} [ ) e o [} 6(14%) 5(17%)
Other block state dependency L] L] [ ] [ ] e 000 ¢ o L] L] (olo} 13(30%) 2(7%)
De Fi Permissionless interaction Camouflage a token contract [ ] 96%) 1(2%)
— C ¥ L
2 Unsafe dependency On-chain oracle manipulation [J [J (] 4(9%)
Protocol £ e - - T
A Token standard incompatibility [ ] [ ] 95%) 2(5%)
Layer Liquidity borrow, purchase, min, deposit . . 9G%) 26%)
Unsafe call to phantom function 101%)
Other unsafe DeFi protocol dependency o 7(4%) 13%)
Unfair or unsafe interaction Unfair slippage protection [ ] [ ] [ ] 302%) 3(T%)
Unfair liquidity providing o 42%) 1(3%)
Unsafe or infinite token approval
Other unfair or unsafe interaction L] o o 11%) 12%) 2(7%)
Other protocol vulnerabilities - L] 3(2%) 1(2%)
Eauloe aveb - Y
{[™ Faulty operation Compromised private key / wallet ° ° 22(12%) 3(7%) ]
W v ——
2 Deployment mistake 6(3%) 5(17%)
% Off-chain oracle manipulation Malicious oracle updater L] 4(9?) 5(17%)
il Malicious data source L 49%)
Aux' I Iary & External market manipulation L] 1(2%)
O £ Greedy operator Backdoor / Honeypot [ ] [} [} 10(5%) 3(7%)
SerVIceS 3 Insider trade or other activities 32%) 1(2%)
2 Phishing attack 2(1%)
Authority control or breach of promise L] EE EEEEE 00000 13(7%) 1(2%) 12(40%)
Faulty blockchain service provider Faulty wallet provider
Faulty API / RPC L) L] 2(5%)
Other auxilary vulnerabilities e 2(1%)
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Attack Lifecycle

Attack contract First attack Last attack
deployment transaction transaction

I I I
i | | .
time

< » A »
< » <« »

Attack not yet active Attack ongoing

103 (56%) attacks are not executed atomically )
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Attacks vs. Protocol Type

ﬁ V2]
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Is the monetary loss related to the type of the DeFi protocol?

Loss (in M USD) 868 860 485 450 286 200 12 a2 14 713
Pct. of Total Loss | 22% 22%| 13% 12% 7% 5% 2% 1% 0% 18%

Is the number of the security incidents related to the type of the DeFi protocol?

Num. of Incidents 50 10 22 28 7 7 7 6 3 49
Pct. of Incidents 27% 5% 12% 15% 4% 4% 4% 3% 2%  27%
TVL (in B USD) 9.2 11.4| 182 27.7 - - 0.5 2.2 0.6 -

Is the vulnerability type related to the type of the DeFi protocol?

SC layer related 48% 60% 50% 39% 43% 0% 0% 50% 33% 43%
AUX layer related 20% 30% 18% 29% 0% 43% 71% 50% 33% 4%
PRO layer related 52% 10% [59% 39% 86% | 29% 43% 1% 33% 24%
NET layer related 0% 0% 5% 1% 0% 14% 0% 0% 0% 2%




Let’s take the time to pause..

Duration after the incident starts < 1h < 6h < 12h < 24h < 48h
Number of protocols 1 24 11 [ 8

= 87/181 protocols have an emergency pause mechanisms.

= 25/87 protocols initiated emergency pause within the first 6 hrs of the attack.

Q Can we develop intrusion detection tools to automatically trigger emergency pauses?

16



Bytecode Similarity Analysis

= 100% similarity among 38 victim contracts
o 80% similarity among 85 victim contracts

= 100% similarity among 29 adversarial contracts
o 80% similarity among 73 adversarial contracts

vy
P

@ Adversarial and vulnerable contracts are detectable.

=P [
/
iz

)

H ByteCOde —> \ NGram — % Embeddmg_) A

Similarity
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Attacks using Flash Loans

https://defi-learning.org




b/x — Oracle Manipulation — February 2020

:- ------ U l-n-s-v;&;[; Pool Size | 1) Flash Loan Provider (bZx) > 4) Exchange (Synthetix) > :rl_(-)ég)-8-4-l- 59 sU-S- ]_)_:
1 879.76 ETH 243,441.12 sUSD E borrow 7,500.00 ETH deposit 3,517.86 ETH for 943,837.59 sUSD '__’-}’____'___i____u
N LY
L i 2) Exchange (sUSD Uniswap) 5) Lending (bZx)
convert 540.00 ETH to 92.419.70 sUSD collateralize 1,099,841.39 sUSD and borrow 6,799.27 ETH

L -I-(-y-b-e-r-l-{;;(;l:\:e- i’;);)i -S-lée- o : 3) Exchange (Kyber) e hon At LorEr | 3 6) Flash Loan Provider (bZx)

0.91 ETH 107,901.90 sUSD E _)convert 360.00 ETH to 63,584.09 sUSD oGkl LR repay 7,500.00 ETH
E 2 - E ;31()82_14 ETH B '* """""

360.91 ETH 44,317.80 sUSD__, 2,381.41 ETH | = ETH Flow =5 sUSD Flow

Input: 119 USD gas
Output: 634,000 USD
Optimal: 1,100,000 USD

28



bZx — Oracle manipulation — February 2020

7,500 ETH || Adversary

Flash Loan § 7,500 ETH

29



bZx — Oracle manipulation — February 2020

Uniswap

879.76 ETH
243,441.12 sUSD
v
1,419.76 ETH
151,021.42 sUSD

Adversary
92,419.70 sUSD

6,960 ETH
92,419.70 sUSD

540 ETH

Exchange rate: (step 2) 171.15 sUSD/ETH 30



bZx — Oracle manipulation — February 2020

Uniswap

1,419.76 ETH
151,021.42 sUSD

Price:
106.05 sUSD/ETH

Adversary
92,419.70 sUSD

6,960 ETH
92,419.70 sUSD

540 ETH

Exchange rate: (step 2) 171.15 sUSD/ETH 31



bZx — Oracle manipulation — February 2020

Uniswap

1,419.76 ETH
151,021.42 sUSD

Price:
106.05 sUSD/ETH

Kyber Reserve

360 ETH 0.91 ETH

107,901.90 sUSD
v

360.91 ETH

44,317.80 sUSD

Adversary

6,600 ETH
156,003.79 sUSD

63,584.09 sUSD

32

Exchange rate: (step 2) 171.15 sUSD/ETH; (step 3) 176.62 sUSD/ETH



bZx — Oracle manipulation — February 2020

Uniswap

1,419.76 ETH
151,021.42 sUSD

Price:
106.05 sUSD/ETH

Kyber Reserve

360 ETH 360.91 ETH

44,317.80 sUSD

Adversary

6,600 ETH
156,003.79 sUSD

63,584.09 sUSD

Price:
108.44 sUSD/ETH
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Exchange rate: (step 2) 171.15 sUSD/ETH; (step 3) 176.62 sUSD/ETH



bZx — Oracle manipulation — February 2020

Adversary

3,082.14 ETH
1,099,841.39 sUSD

Exchange rate: (step 2) 171.15 sUSD/ETH,;

3,517.86 ETH
—

943,837.59 sUSD

(step 3) 176.62 sUSD/ETH;

Synthetix

Uniswap

1,419.76 ETH
151,021.42 sUSD

Price:
106.05 sUSD/ETH

Kyber Reserve

360.91 ETH
44,317.80 sUSD

Price:
108.44 sUSD/ETH

(step 4) 268.30 SUSD/ETH >



bZx — Oracle manipulation — February 2020

Adversary

9,881.41 ETH

6,799.27
ETH

Synthetix

Uniswap

1,419.76 ETH
151,021.42 sUSD

Price:
106.05 sUSD/ETH

Kyber Reserve

360.91 ETH
44,317.80 sUSD

Price:
108.44 sUSD/ETH




Constrained Optimization Framework

= Formulate DeFi actions in models

: — Ny XY
* Constant product AMM: Ay =y o oF o ——
Models Vector Chain State
" Construct a constrained optimization Parametrized Optimizer |
problem based on the attack vector
= Objective function: outcome profit Optimal Parameters
&

Revenue

= Fetch the on-chain state that the
attack is expected to be executed on.

36



Optimizing the bZx attack 2

= Convert p1 ETH to f1(p1) sUSD (Uniswap)
= Convert p2 ETH to f2(p2) sUSD (Kyber)

» Deposit p3 ETH for f3(p3) sUSD (Synthetix)
" Collateralize z sUSD to borrow g(z) ETH

= z=f1(pl)+f2(p2)+f3(p3)

0=9g(fL(pl)+f2(p2)+f3(p3))-X
" s.t. pl+p2+p3<X

37



Optimizing the bZx attack 2
= Sequential Least Squares Programming (SLSQP)

= SciPy
= Ubuntu 18.04.2, 16 CPU cores, 32 GB RAM
= Validation by concrete execution

= Execution on the real blockchain state
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