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DeFi Attacks on Ethereum & BSC

2018-04 2022-04

>181 DeFi “attacks”
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3.24B USD losses

To appear in IEEE S&P 2023



Accelerated Attacks
▪ 18/181 executed through Flashbots API  (622M USD)

20210713_DeFiPie 20220114_FloatProtocol
20210718_ArrayFinance 20220118_Multichain
20210720_SanshuInu 20220210_BuildFinance
20210830_CreamFinance 20220217_RigoBlock
20211102_VesperFinance 20220320_Lifinance
20211110_Curve 20220327_RevestFinance
20211121_BadgerDAO 20220402_InverseFinance
20211127_dydx 20220430_FeiProtocol
20211211_SorbetFinance 20220430_SaddleFinance
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▪ 6/18 accelerated by, e.g., arbitrage trader



Accelerated & Front-Run Attacks
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P2P network

Attacker

1. Submits the adversarial transaction tx_a

Arbitrageur/
Front-

Runner

2. Detects tx_a

time

3a. back-running bundle
{tx_a, tx_arb}

🤖

3a. tx_arb

3b. front-running bundle
{tx_a’, tx_arb}

3b. tx_a’, tx_arb



2 Execution Flow Case Studies

https://defi-learning.org



Elastic Swap Attack (Dec-13-2022)
TX0 - “Attacker”
Function name: go()

TX1 - “Attacker”
Function name: go()
Propagated: P2P Network (detected at: 2022-12-13 02:32:43.238946+00)

TX2 - “Whitehat hacker”
Function name: NotYoink()
Built by: BeaverBuilder
Relayed by: BloXroute Max Profit (kudos to Toni Wahrstätter)

TX3 - “Whitehat hacker”
Function name: yoink()
Propagated: P2P Network (detected at: 2022-12-13 02:32:43.481679+00) 7

250 ms!

time



Elastic Swap Attack (Dec-13-2022)
Whitehat hacker capabilities

Bilingual
- “yoink” contract for transactions on the P2P network
- “No Yoink” for transactions through relayers

Generalized? Front-Running
- Mimic & front-run in 250 ms!

Bribe genius
- Vulnerable 523.55 ETH

- - 78.53 ETH (15% Bribe)
- - 44.50 ETH (10% bounty)
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Saddle/BlockSec (Apr-30-2022)
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Saddle/BlockSec (Apr-30-2022)
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TX0 - “Attacker”
Propagated: P2P Network
Mined at: Apr-30-2022 07:40:24 AM +UTC
Extracted: 9.2M USD

.. 24 Minutes!

TX1 - “Whitehat” (BlockSec)
Propagated: P2P Network
Mined at: Apr-30-2022 08:04:55 AM +UTC
Extracted: 3.8M USD

time



Systematizing Attacks

https://defi-learning.org



Systematizing Attackers and Defenders

DeFi Attacks Academic Papers Audit Reports

▪ Rekt News / SlowMist / CryptoSec

▪ 181 incidents (Apr 2018~Apr 2022)

▪ Ethereum: 117, BSC: 69 incidents

▪ 8 top conferences

▪ 78 papers (2018~2021)

▪ Surveys/SoKs: 7
Security tools: 29
Attack papers: 42 

▪ 6 security audit companies

▪ 30 most recent audit reports
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Academic Papers Audit Reports
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Attack Lifecycle

14

time

Attack contract 
deployment

Attack not yet active

First attack
transaction

Last attack
transaction

Attack ongoing

103 (56%) attacks are not executed atomically 🙊



Loss (in million USD) and frequency of DeFi incidents grouped by application type 15

Attacks vs. Protocol Type



Let’s take the time to pause..

▪ 87/181 protocols have an emergency pause mechanisms.

▪ 25/87 protocols initiated emergency pause within the first 6 hrs of the attack.

Can we develop intrusion detection tools to automatically trigger emergency pauses?
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Bytecode Similarity Analysis

▪ 100% similarity among 38 victim contracts
○ 80% similarity among 85 victim contracts

▪ 100% similarity among 29 adversarial contracts
○ 80% similarity among 73 adversarial contracts

Adversarial and vulnerable contracts are detectable.
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💾 Bytecode → 🪓 NGram → 🏹 Embedding→ 🪩 Similarity



Attacks using Flash Loans

https://defi-learning.org



Input: 119 USD gas
Output: 634,000 USD
Optimal: 1,100,000 USD

bZx – Oracle Manipulation – February 2020
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bZx
7,500 ETH

Flash Loan

Adversary

7,500 ETH

bZx – Oracle manipulation – February 2020
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bZx

Adversary

6,960 ETH
92,419.70 sUSD

Uniswap

879.76 ETH
243,441.12 sUSD

1,419.76 ETH
151,021.42 sUSD

540 ETH

92,419.70 sUSD

Exchange rate: (step 2) 171.15 sUSD/ETH

bZx – Oracle manipulation – February 2020
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bZx

Adversary

6,960 ETH
92,419.70 sUSD

Uniswap

1,419.76 ETH
151,021.42 sUSD

Price:
106.05 sUSD/ETH

540 ETH

92,419.70 sUSD

Exchange rate: (step 2) 171.15 sUSD/ETH

bZx – Oracle manipulation – February 2020
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bZx

Adversary

6,600 ETH
156,003.79 sUSD

Uniswap

1,419.76 ETH
151,021.42 sUSD

Price:
106.05 sUSD/ETH

Kyber Reserve

0.91 ETH
107,901.90 sUSD

360.91 ETH
44,317.80 sUSD

360 ETH

63,584.09 sUSD

Exchange rate: (step 2) 171.15 sUSD/ETH;   (step 3)  176.62 sUSD/ETH

bZx – Oracle manipulation – February 2020
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bZx

Adversary

6,600 ETH
156,003.79 sUSD

Uniswap

1,419.76 ETH
151,021.42 sUSD

Price:
106.05 sUSD/ETH

Kyber Reserve

360.91 ETH
44,317.80 sUSD

Price:
108.44 sUSD/ETH

360 ETH

63,584.09 sUSD

Exchange rate: (step 2) 171.15 sUSD/ETH;   (step 3)  176.62 sUSD/ETH

bZx – Oracle manipulation – February 2020
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bZx

Adversary

3,082.14 ETH
1,099,841.39 sUSD

Uniswap

1,419.76 ETH
151,021.42 sUSD

Price:
106.05 sUSD/ETH

Kyber Reserve

360.91 ETH
44,317.80 sUSD

Price:
108.44 sUSD/ETH

Synthetix
3,517.86 ETH

943,837.59 sUSD

Exchange rate: (step 2) 171.15 sUSD/ETH;   (step 3) 176.62 sUSD/ETH;   (step 4) 268.30 sUSD/ETH

bZx – Oracle manipulation – February 2020
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bZx
Adversary

9,881.41 ETH

Uniswap

1,419.76 ETH
151,021.42 sUSD

Price:
106.05 sUSD/ETH

Kyber Reserve

360.91 ETH
44,317.80 sUSD

Price:
108.44 sUSD/ETH

Synthetix

1,099,841.39
sUSD

6,799.27
ETH

bZx – Oracle manipulation – February 2020



Constrained Optimization Framework
§ Formulate DeFi actions in models

§ Constant product AMM: ∆𝑦 = 𝑦 − !"
!#∆!

§ Construct a constrained optimization 
problem based on the attack vector
§ Objective function: outcome profit

§ Fetch the on-chain state that the 
attack is expected to be executed on.
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Optimizing the bZx attack 2
§ Borrow 𝑋 ETH (bZx flash loan)

§ Convert 𝑝1 ETH to 𝑓1(𝑝1) sUSD (Uniswap)
§ Convert 𝑝2 ETH to 𝑓2(𝑝2) sUSD (Kyber)
§ Deposit 𝑝3 ETH for 𝑓3(𝑝3) sUSD (Synthetix)
§ Collateralize 𝑧 sUSD to borrow 𝑔(𝑧) ETH 
§ z=𝑓1(𝑝1)+𝑓2(𝑝2)+𝑓3(𝑝3)

§ Repay 𝑋 ETH (bZx flash loan)

§ Objective: 𝑜=𝑔(𝑓1(𝑝1)+𝑓2(𝑝2)+𝑓3(𝑝3))−𝑋
§ s.t. 𝑝1+𝑝2+𝑝3<𝑋 37



Optimizing the bZx attack 2
§ Sequential Least Squares Programming (SLSQP)

§ SciPy

§ Ubuntu 18.04.2, 16 CPU cores, 32 GB RAM
§ Validation by concrete execution

§ Execution on the real blockchain state
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