Decentralized Exchanges

Instructor: Arthur Gervais
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EtherDelta
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LOB DEX: Lessons Learned

= Advantages:
= No KYC/AML
" No fees paid to the exchange
" No impermanent loss (explained later in AMM)

= Disadvantages:
» Fees for deposit, withdraw, trade creation/cancel
= Slow execution
" Not fully decentralized (mediating server)



Settlement Layer

Exchange

Trade Matching




Why do we need DEX?

t)

Alice is rich
(aka a “whale”)

Alice wants to provide her
money to traders to earn fees

..but has to trust someone
to manage her money

™
P

Bob is nifty
trader

Bob wants to buy
the latest coins

..but struggles to find
a trusted source to buy



DEX System Architecture

< Alice
< Bob

1. Price discovery ‘ l

2. Trade matching am

®
Smart Contract \fﬁ

l 3. Trade clearing

Blockchain



DEX trading volume

DEX Volume
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Automated Market Maker

https://defi-learning.orq




Liquidity Pool

ldea: Let a smart contract do the market making.

t)

-+

Add liquidity |

XandyY

Asset Y

smart contract pool

-

Provide X

+fee for Alice f ‘
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Liquidity Provider (LP) Token

— LP Tokens:
= Accounting
" Fungible or NFT

n vvt}
Add liquidity

XandY = Sellable on 29y markets
— = Reuse in other contracts

Asset Y

= Staking

Representing

the share of the
pool owned by
Alice

smart contract pool
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AMM — Automated Market Maker

ldea: Let a smart contract do the market making.
rXy==k

Asset X Asset Y

. . n n
quantity quantity constant

Properties:
" |nstant liquidity, irrespective of the trade size

" Purchase of asset X increases price of X
and decreases the price of Y

= Ratio of asset X and Y sets the price
= Known as Constant Product (CP) AMM
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Amount y of asset Y
in the pool

W
o

>

AMM Example

State Before

.x0=10
Yo =30
k=x0-y0=300

xy = 300

>
10 Amount x of asset X

in the pool
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Amount y of asset Y
in the pool

AMM Example

>

State Before

x0=10
y0=30

k=x0-y0=300

L emennesnaiian, ~ State After

-..xl - 15
y1=20
k=x1‘y1 =3OO

xy =300

10 15

>
Amount x of asset X

in the pool
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Expected Slippage

The expected increase or decrease in price based
on the trading volume and available liquidity.

A

Amount y of asset Y
in the pool

Amount x of asset X
in the pool

16



Unexpected Slippage =2 Worse Execution Price

Amount y of asset Y
in the pool

Amount x of asset X
in the pool
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Unexpected Slippage = Better Execution Price

>

N
)

Amount y of asset Y
in the pool

Amount x of asset X
in the pool
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Pros and Cons of an AMM

(+) No Order Book maintenance
= But arbitrage required
(+) Simple implementation for CP AMM
= Low gas costs
(-) Danger of impermanent loss/coin de-peg
= Total loss of funds possible
(-) High slippage for low liquidity markets
= Please do observe your slippage tolerance

(-) Users vulnerable to sandwich attacks
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Exchange
Transaction Propagation

https://defi-learning.orq




Trader

Exchange Transaction Propagation

P2P Network
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Trader

Exchange Transaction Propagation

P2P Network
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Exchange Transaction Propagation

Trader P2P Network
Elected Leader/Miner
.' Txfee:5
Mempool
y / T
X fee:
ee:d Tx fee : 10
Tx fee: 1
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Exchange Transaction Propagation

Trader

L Txfee:5

P2P Network

Elected Leader/Miner

Mempool Final Block
Tx fee : 10 'r >—

.’ Txfee:5 . .
Tx fee: 1
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Exchange Transaction Propagation

= Asynchronous Blockchain P2P Network Elected Leader/Miner
" Best effort propagation
m Transparency Mempool Final Block
. . y _/
* High-Frequency Tradin Txfee:10 e
° : y 5 ) Txtee:s ’

Tx fee : 1

" |nclusion based on a fee auction

" Price Gas Auction (PGA)
" On the public P2P network

» Sealed Bid Gas Auction (SGA)

" On centralized network relay services 25



Sandwich Attacks
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Slippage Protection

Configures a slippage protection threshold to prevent
unacceptable slippage

C Transaction Settings
O ETH v

SIippage Slippage tolerance ?
protection ' Auto (_ 100% )

Amount y of asset Y
in the pool

Amount x of asset X
in the pool
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Slippage Protection

Amount y of asset Y

in the pool

Transaction fails when crossing the slippage limit.

Transaction Settings
O ETH v

SIippage Slippage tolerance ?
protection ' Auto (_ 100% )

Amount x of asset X
in the pool
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Sandwich Attack Against Taker

ldea: Maximise the victim’s slippage

Slippage
protection

Amount y of asset Y
in the pool

Amount x of asset X
in the pool
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Amount y of asset Y

in the pool

Network layer + DeFi protocol layer

Slippage
protection

Amount x of asset X
in the pool

7). Broadcast
TA1 and TA2

o P

~—3a). T, added to mempool—"" K e '-.

," Ethereum ’
Network

\ .

.
~o s
S

8). Taq and Tpo 3b). T, added
added to mempool to mempool

9). Tat, Ty Tao

6). Adversary sends included in the
Taqand Tpo same block
A 5). Profitable? v

z Adversary ] Miner %)

«€—2). Broadcast T,—

Lightweight
Node/ Full

Node

1). Victim sends
transaction T,

Victim
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Block

Sandwich Attack

. Ty : !
i TransactXForY l—pendmg !
: Tas . >< :
! TransactXForY pending !
: Th . i
: TransactYForX pending )5

time appearance on blockchain network

transaction order
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Sandwich attack profitability

225 _.-., ...................................................................... _02

- 0.0

ETH transacted by the adversary
Revenue by the adversary (in ETH)

Y.

5.0 - — - 0.2

...............

-------- adversary breaks even at 0.01 ETH transaction fee

—-—- adversary breaks even at 0.001 ETH transaction fee
-------- 1% total(expected + unexpected) slippage for the victim
-------- 1% unexpected slippage for the victim

—-—- 0.5% unexpected slippage for the victim

---- 0.1% unexpected slippage for the victim



Gas price (in GWei)

10000 -

8000 -

6000 -

4000 -

2000 A

Multiple Adversaries

Break-even of the attacker becomes harder to attain

—— 2 Adversaries
5 Adversaries
—— 10 Adversaries

I I 1 I I I

0 5! 10 15 20 25 30
Victim transaction pending duration (in seconds)
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Amount y of asset Y

in the pool

Advanced Sandwich Attack

Taker attacks Taker

Slippage
protection

Amount x of asset X
in the pool

Provider attacks Taker

Slippage
protection

Amount y of asset Y
in the pool

Amount x of asset X
in the pool
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AMM Arbitrage
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BTC/USD

Arbitrage

o s

BTC/USD

ZIITIIN

BTC/USD

36



Arbitrage

: . T
= Multiple Markets with B
" the same assets Xand Y -
= different prices for X and Y i

" Prices are synchronized by “arbitrageurs”

» Profit from the price difference

= Also referred to as “spread”

= Requires to perform at least one transaction
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Arbitrage on two markets

1. Exchange 2.048M USDC 2. Exchange
~ for BE for 2.064M USDC ~
T . > e'n-’a < , &
¥ atprice 1.010 USDC/DAI Al at price 1.018 USDC/DAI ¥
Curve Y arbitrageur Curve sUSD
Pool Pool

Profit;: 16.182k USDC
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Arbitrage (with Flash Loan)

dYdX
(flash loan provider)

5Y /85X

1. Flash Loan 2.048M USDC lT 4. Repay 2.048M USDC

2. Exchange 2.048M USDC 3. Exchange

* for w:Ja for 2.064M USDC
S - s @E» - -
C:rve at price 1.010 USDC/DAI il  at price 1.018 USDC/DAI
arbitrageur
Y
Pool

=0

Profit: 16.182k USDC

T

¢
Curve

sUSD
Pool
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How to detect arbitrage/profitable opportunities?

" Bellman Ford Algorithm
= Negative cycle detection
= Works among multiple markets
» Used in traditional finance and DeFi

" Theorem Solver (SMT) [DeFiPoser, S&P’21]

= Needs to encode the DeFi model
= Apply heuristics for path pruning
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AMM Impermanent Loss
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)

A

Realisation of IL:
1 ETH + 100 USD ==500 USD
-> Alice , lost” 100 USD

Impermanent Loss Example

2. Price increase of ETH
1 ETH == 400 DAI 1

1 ETH == 100 DAI

-

1. Add liquidity
1 ETH, 100 DAI

== 200 USD

== 10% of pool

ETH ~

+
for DA :
Arbitrage

=

=
3. Withdraw liquidity ETH/DAI Pool
10%== 0.5 ETH, 200 DAI

== 400 USD
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Impermanent Loss

= |mpermanent == not permanent

= Realized upon withdraw only!

" |L can result in total loss
" Trading fees may compensate
= Liquidity mining may compensate

= Possible Solutions? % 100%  200%  300%  400%  500%

= Challenging

= Change of the bonding curve
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