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Magic (aka Math)
- Sampling constraints takes exponentially small time!
- Good proofs satisfy ALL constraints!
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2013

Integrity* via Math

* Integrity means doing the right thing, even when no one is watching [C.S. Lewis]

Verify, Don’t Trust

In Math We Trust

Blockchain is the “single reliable PC”

“...a single reliable PC can monitor the operation 
of a herd of supercomputers with powerful but 
unreliable software and untested hardware …”

2015 - Zcash 1st general ZK for privacy

2018 - StarkWare 1st Proofs for scalability
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Why so few systems in blockhcain?
- theory-to-practice takes time
- existing systems good enough for scale
- tech standards (network protocols, programming languages, …) 
- bottleneck is not proof/verification efficiency
- bottlenecks:  productization, dev tools, integration, …  



Proofs of Computational Integrity (CI)

Privacy (Zero Knowledge, ZK)
Prover’s private inputs are shielded

*With respect to size of computation

Scalability
Exponentially small verifier running time*
Nearly linear prover running time*

Universality
Applicability to general computation

Transparency 
No toxic waste (i.e. no trusted setup) 
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2) Low degreeness
Assuming Theorem, we get a scalable proof system for Bob’s original claim:

1. Apply reduction, ask Bob to provide access to A,B,C,D of degree-d
2. Sample random x and accept Bob’s claim iff equality holds for this x

Post-arithmetization 
claim

Theorem

I know 4 polynomials 
of degree d - A(x), B(x), 
C(x), D(X) - such that: 

Q(X, A(X), B(X+1), 
C(2*X))=D(X) * R(X)

If A, B, C, D do not 
satisfy THIS, 

then nearly all x 
expose Bob’s lie

New Computational 
Integrity problem: Force 
Bob to answer all queries 
according to some 
quadruple of degree-d 
polynomials 
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● Prover answers a ∊F, claiming “deg(P)<d and P(z)=a”
● Both parties interact; at end, verifier decides whether to accept/reject claim
● Want

○ Completeness: If P(z)=a then Verifier accepts
○ Soundness: If P(z) ≠ a then whp Verifier rejects
○ Knowledge soundness: efficient extractor can recover P(X) from good prover
○ Efficiency: low proving time, comm complexity, verification time, over all fields, … 
○ Succinctness: polylogarithmic verification time (and communication)
○ Security: minimal crypto assumptions
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2. Enforcing low-degreeness

FRI Inner Product Arguments KZG

Pros

- Succinct verification
- Succinct setup
- Transparent
- Post quantum secure
- Works over all fields

- Transparent
- Short proofs (KBs)
- Additivity

- Very short pf (<1KB)
- Additivity

Cons - Long proofs (dozens KB) - Linear time verifier
- Quantum breakable

- Trusted setup
- Linear size/time setup
- Quantum breakable

Assumptions - Collision resistant hash - Discrete log hardness - Knowledge exponent
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non-perishable things like a technology or 

an idea is proportional to their current age”

~ The Lindy Effect / Nassim Taleb
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For short proofs, use Groth16 SNARKs. 
For everything else, there’s STARKs!
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The End
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Proofs of Computational Integrity (CI)

Privacy (Zero Knowledge, ZK)
Prover’s private inputs are shielded

*With respect to size of computation

Scalability
Exponentially small verifier running time*
Nearly linear prover running time*

Universality
Applicability to general computation

Transparency 
No toxic waste (i.e. no trusted setup) 

Lean & Battle-Hardened Cryptography
e.g. post-quantum secure



STARK vs. SNARK - emphasizing different aspects
STARKs must be

Transparent no trusted setup

Scalable: logarithmic verifying time and 
nearly-linear proving time

Succinct setup, at most logarithmic time

SNARKs must be

Noninteractive: pf is single message (after 
preprocessing)

Succinct: logarithmic verifying time

Setup can take linear time (and more)

Non-interactive STARKs are SNARKs (transparent ones)

Transparent SNARKs w/ succinct setup are STARKs 
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Cryptographic 
Assumptions
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STARK efficiency

● Arithmetization over any field
○ Initially over any “FFT-friendly” field, including small binary fields, small primes
○ Recently: over any field, using Elliptic curves [BCKL 2021-2]

● New Computational Model - IOP [RRR 2016; BCS 2016]
● Fast Reed-Solomon IOP of Proximity (FRI) [BBHR 2018]

○ Proving time is O(n), small constants (6 or less)
○ Verification time is O(log n), small constants (20 or less)
○ Nearly no soundness loss till Johnson bound [BCIKS 2020]

■ Formally: if f is delta-far from RS code, then single query-phase (log n queries to f and 
IOP) rejects f w.p. at least min (delta, 1-sqrt{rate}) 

■ Proof: relies on the Guruswami-Sudan list decoding algorithm


