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Motivation 

Who should have  
access to my data? 
What should they see? 



A Broad Vision 
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A First Step 

How might we hide the access policy itself? 

Data D 

Access Denied! 

Why? 



Inner Product Encryption 

Setup(¸, n):   
            generate public parameters PP  and master key MSK 

KeyGen(    , MSK):  
            generate a user key for a given vector of length n 

Encrypt(PP, M,    ): 
             encrypt message M under a vector of length n 

Decrypt(CT, SK): 
              decrypt ciphertext using a key: successful iff  

 ¸= security parameter n = vector length 



Security Definition for IPE (selective) [KSW08] 

IND-CPA game: 

Attacker Challenger 

PP, MSK 
PP 

vector v 

SKv 
Repeat 

M0, M1 

b 

Encrypt(PP, Mb, xb) 

vector v  

SKv 
Repeat 

b? 

 vectors x1, x2 Required that  
v ¢ x1 = v ¢ x2 

If v ¢ x1 = 0 for some v, 
required that M0 = M1 



Construction Intuition 

: : :



Subgroup Roles 



IPE Construction (Predicate Only) [KSW08] 



Decryption 



Proof Intuition 



Proof Intuition 



Back  to  General  Functionalities… 



Formal Specification 

Setup(¸):   
            generate public parameters PP  and master key MSK 

KeyGen(k, MSK):  
            generate a user key for a given k 2 K 

Encrypt(PP, x 2 X): 
             encrypt message x 

Decrypt(CT, SK): 
              decrypt ciphertext using a key to obtain F(k,x)  

 ¸= security parameter 



IND Game-Based Security Definition 
IND-CPA game: 

Attacker Challenger 

PP, MSK 
PP 

ki 2 K 

SK for ki 
Repeat 

m0, m1 

b 

Encrypt(PP, mb) 

ki 2 K 

SK for ki 
Repeat 

b? 

Required that  
F(ki, m0) = F(ki, m1) 
8 ki requested 



When IND Security May Be Insufficient 



A Further Example 



A Simulation-Based Security Definition 



Impossibility Results for Sim-Based Security 

[BSW11] 



Impossibility Results for Sim-Based Security 

[AGVW12] 



Positive Result for Bounded Collusion [GVW12] 

• Impose bound of q on key queries 
 

• Can build a scheme for general circuit functionalities 
 

• Techniques include:  
                secret sharing, garbled circuits 

 
 



Breaking News Update 

Result for general functionalities with succinct CT, 
Bounded collusion [GKPVZ13]: 
 
- draws upon ABE and FHE constructions 

 
- can be instantiated from LWE 

 
- applications to garbled circuits, obfuscation, delegation 

 


