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Motivation 

Who should access this data? 



ABE [SW05, GPSW06] 

Describe  authorized  users  with  “attributes”: 

AND 

OR certified 

doctor EMT 



Key-Policy ABE Specification 

Setup(¸, U):   
            generate public parameters PP  and master key MSK 

KeyGen(Policy, MSK):  
            generate a user key for a given policy 

Encrypt(PP, M, S µ U): 
             encrypt message M under attribute set S 

Decrypt(CT, SK): 
              decrypt ciphertext using a key 

 ¸= security parameter U = attribute universe 



Security Threat: Collusion 

Masters Degree > 2 years experience 

AND 

Example: encrypt a job posting: 

Security Threat: 



Key-Policy ABE Security Definition 
IND-CPA game: 

Attacker Challenger 

PP, MSK 
PP 

Policy f  

SKf 
Repeat 

M0, M1, S 

b 

Encrypt(PP, Mb, S) 

Policy f  

SKf 
Repeat 

b? 



Construction Tools 

Linear Secret Sharing: 

AND 

OR OR 

AND 

A B 

C D B 

secret ® 

z ® -z 

z z ®-z ®-z 

v z-v 
Only authorized set of shares 
allows reconstruction of ® 



Construction Tools 

Independent 
randomness 



Basic KP-ABE Construction [GPSW06] 



Stepping through Decryption 

divide



High Level View of Scheme 

AND 

OR C 

A B 

Chain  
Reaction 

A in CT 

C in CT 

 blinding factor 



Main Features of the Construction 
Conceptual Checklist: 

1. How are we encoding the access formula? 

with a linear secret sharing scheme 

2. How are we tying shares to attributes? 

multiplying by the Hi elements raised to random exponents 

3. How are we enforcing presence of attributes in the ciphertext? 

the need to cancel the Hi contributions 

4. How are we preventing collusion? 

injecting personalized randomness during sharing 



Proof Challenges 

Simulator Attacker 

Hard  
Problem 



Simulator must balance two competing goals: 

answer 
attacker 
queries 

leverage 
attacker  
success 



Partitioning Proofs [BF01,CHK03,BB04,…] 

Space of formulas for keys: 
= key simulator can make 

=  key  simulator  can’t  make 



Problem: Why Should the Attacker  
Respect the Partition? 

Two Approaches: 

1. Make Attacker Commit 
      (weaker) selective security 

2. Guess and quit when wrong 

HA! 

Too costly for ABE 



Proof of Selective Security [GPSW06] 

Simulator Attacker 



How the Simulator Should Work 

? 



Simulating Keys  



Strategic Sharing 

AND 

OR OR 

AND 

A B 

C D B 

Challenge set 

Shares for challenge 
attributes known  
to simulator 

z z 

z z z z 

z 



Cancelations 



Straightline Simulation Recap 



Why did we need selective security? 



Looking Ahead 

What  we’ve  shown: 

• Selectively secure Key-Policy ABE for formulas 

What else might we want? 

• Full security 
• Ciphertext-Policy ABE for formulas 
• ABE for circuits 
• Hiding policies 
• Decentralized authorities 





Ciphertext-Policy ABE Specification 

Setup(¸, U):   
            generate public parameters PP  and master key MSK 

KeyGen(S µ U, MSK):  
            generate a user key for an attribute set S 

Encrypt(PP, M, Policy): 
             encrypt message M under the given policy 

Decrypt(CT, SK): 
              decrypt ciphertext using a key 

 ¸= security parameter U = attribute universe 



Constructing CP-ABE for formulas 

Intuition: switch SK and CT from KP-ABE construction 

Before: 



Adding a Layer of Indirection 



Proving Selective Security? 
Selective 
security  
for KP-ABE: 

Selective  
security  
for CP-ABE: 

Simulator 

Set S 

formula f 

PP 

PP 

Size(PP) > size(S) 
PP encodes S 

How can PP 
encode f? 



One Approach [e.g. G06, W11] 

To fit a big formula into small PP: 

Use a big assumption! 



Moving Beyond Selective Security 

Dual System Encryption [W09,LW10] 

Main goal:  
Simulator prepared to make any  key, use any  ciphertext 

How can this be possible? 

Consider joint distribution of key and ciphertext 

Maybe simulator can sample from alternate distribution 
and fool attacker on subset of allowable pairs 



Dual System Encryption 

2 distributions of keys, 2 distributions of ciphertexts: 

Normal 

Semi-Functional 

Normal Semi-Functional Used in real system 

  
 (with high  

probability) 



Overview of a Dual System Encryption Proof 

Mb 

Not Compatible! 

Real Security Game: Hybrid Argument: 

Incompatiblity of key/CT    High probability decryption failure 

Decryption failure Message independent CT 

Regardless of 
Compability! 

Hardest step! 



The Critical Step 

? 
Hard Problem Simulator Attacker 

Instance 

? T 

Simulator cannot know nature of key! 



Nominal Semi-Functionality [LW10] 

Simulator 

? 

Correlation! 

Decryption always succeeds 



How is Correlation Hidden? 

Simulator 

Public Parameters 
              PP 

Internal View 
V 

Attacker 

V|PP - random variable 

- has some entropy 



Conceptualizing Semi-functional Space 

Semi-functional 
Space 

Normal Space 

Public Parameters 

Decompose: 

Normal 
Component 

Se
m

i-f
un

ct
io

na
l 

co
m

po
ne

nt
 

Separated from PP 

S.F. components 
mirror the structure of 
normal components, but 
have their own S.F.  
params 
 



Convenient Setting: Composite Order Bilinear Groups 



Computational Assumptions 

Subgroup Decision Problems 
Example: 



KP-ABE Construction: Dual System Version 

Shares of random  

(*Slightly simplified) 



Decrypting S.F. Ciphertext with S.F. Key 



Executing the Dual System Proof 



Executing the Dual System Proof 



The Bait and Switch 

But Wait!!!  
We were supposed to be sharing something random in S.F. space, not 0! 



Finishing the Dual System Proof 



Many Keys and Reusing Parameters 

How do we make sure the shared value  
in the S.F. space is hidden? 

• We rely on attributes not appearing in the CT 
 
 

• We use the third subgroup for a hybrid over keys 
     (skipping details) 

 
 

• We impose limit on reuses of attributes per key 
 
 



Summary of Dual System Proof 

• Semi-functional  space  “shadows”  normal  space 
 
 

• Entropy from unpublished S.F. parameters can hide correlation 
 
 

• Subgroup decision assumptions can move objects in and out 
     of S.F. space 



Dual System in Prime Order Groups [e.g. OT10, L12, LW12] 



Other Improvements and Extensions 

• Multiple authorities [C07, LW11a, OT12a] 

Enables decentralizing functionality and trust 

• Large universe constructions [GPSW06, LW11b,OT12b]  

Attribute universe size is exponential  

• Full security without restricting  reuse of parameters [LW12] 
New understanding of relationship between  
selective security techniques and dual system 



Alternate View of Dual System Encryption [LW12]  

Attacker Challenger 

Public Params 

Policy f 

Repeat 

M0, M1, attributes 

Enc(Mb, PP, attributes) 

Repeat 

Policy f 

PP in S.F. Space 

Viewing the security game in S.F. space: Simulator gets some info  
before setting params:  
opportunity to adapt 
prior selective techniques! 



Breaking News Updates 

Brought to you by lattice-based cryptographers: 



ABE for Circuits from Multi-Linear Maps [SW12] 


