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SECUrty property

Garbling of function: Gb(f), En(X)
—ncoding of input: X
Output: y=f(x)

should be indistinguishable from

Sim(f,y)



-ree XOR garblng

[Kolesnikov-Schneider]

Co = Ag + By Let R be a random string
Ci =Ao+ Bo+ R s.t. Rmod 2 =1
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-ree XOR garbling

[Kolesnikov-Schneider]

Co = Ag + By Let R be a random string
Ci =Ao+ Bo+ R s.t. Rmod 2 =1

XOR
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Garvling gate by gate has
disadvantages.
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—ach AND
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depth of
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Q: Does gate-by-gate
garnling minimize the size
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Gamled Row Reduction
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WOrks with Free-xor
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N-Input oaie = 21 rows




Stil better to use AND»2 gates

3-ca(fon) < 32" —n —2) <21
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Problem: CO and C1 are “fixed” by polynomials.
Cannot guarantee Co=C1+R.
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Stil better 1o use AND2 gates

Because XOR gates are not FREE!
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—alf-gate Garoling

[Zahur-Evans-Rosulek]
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H(Ag) & Cy
H(Al) N C()

(Generator knows z




£ Generator knows z

CoiC1
Co = H(Ap)
H = H(Ap) & Cy

A,
Z d

Step 1: Apply Garbled Row Reduction



£ Generator knows z

Step 1: Apply Garbled Row Reduction



£ Generator knows z

H(A1) ® H(Ap) H(A,) & Cq
(Al A1 Co= H(A)
/ d
Cir=Cy+ R

Step 2: Free XOR
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Step 2: Free XOR
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H(Al) + H(A()) + z R

Step 2: Free XOR
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Garbled gate
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Step 1: Crypto argument about H.

Step 2: Rank argument about matrix.
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Generalized 1/2-gate garbling

Thm: Any quadratic polynomial
N N-variables can be garbled

using n ciphertexts.
(Nk bits)
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Generalized 1/2-gate garbling

Thm: Any quadratic polynomial
N N-variables can be garbled
using n ciphertexts and non-
adaptive H queries.
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Generalized 1/2-gate garbling

Thm: Any degree-k polynomial
N N-variables can be garbled
using ki(”) ciphertexts

and non-adaptive H queries.

...versus 2" previously
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—very linear garbling scheme for AN
fequires 2"k DItS. [zahur-Evans-Rosulek]




Non-linear garoling




Non-linear garoling

- Xy)=H(AcBo)




Q: Can non-linear garbling
Deat Inear schemes'”
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2-party Secure computation

Dlain 3C /_\ Malicious
e — TN o N
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2-party Secure computation

Dl3in =le /_\ Malicious
i Comm a Comm

o Comp fglo”| Comp *

JESn  Assumptiory JES Assumption®

Parallelizability is KE
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(Generator’s work
H(Xo||Yo) H(X1]|Yo) H(Xo||Y1) H(X1||Y1)
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No additional
per-gate depth
for HBC v Malicious




