State of the art technigues

Lindell13: S clrcuits + aux comp

HKE13: 2S Clrcuits + aux comp



Rethinking circuit consistency

min max

t C (l;)

Sottleneck is requirement for
majority good circuits.




Avoiding majority
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Ifferent values for the same
output wire Imply cheating.

Sy previous attack, Evaluator
cannot acknowledge cheating!
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check(x,01,0k)

X Iff 01,0k are “valid” output labels for O, 1
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If outputs
equal, Eval
uses O In
check() and
publishes 0+

X Iff 01,0k are “valid” output labels for O, 1
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If outputs
differ, Eval
uses 01,0k I
check(),
learns x, and
outputs f(x,y)

check(x,01,0k)
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X Iff 01,0k are “valid” output labels for O, 1



New Analysis

K circuits in total

Garbler picks a subset C* of circuits to corrupt.

—valuator picks a subset " of circuits to test.

Choice of 17 Is uniformly random
over all subsets.

et G* be the set of good circuits. G*=C*.




Suppose G = 17

K circuits in total
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Garbler picks a subset C* of circuits to corrupt.

Choice of T7 is uniformly random
over all subsets.

Failure, but Pr[G>k — T*] — Z_k



Suppose 17 ¢G”

P rot

Case 2: T* includes a bad circult.

Success always!



Suppose ["cG”

Case 3: T* contains all good circuits.
Thus, evaluated circuits includes good+bad.

f outputs all the same, success (since =1 good)

f outputs differ, witness for check circulit.
success with pr (1-29)



How to Implement’?

/

¥y ¥o ¥y

SR Y ¥ vl el FURD ¥y R A ST S I O A

check(x,01,0k




ks kL Fopy Ky

ko ki Ko,k kg, ki ko, kY

0
a;,a

0
kl,]

1
ki,]’

Preparation

1
1

— H(g"")
L.,
«— H(g"™)

— G

Select random
labels for output wire |

Select keys, make
commitments to Alice’s
Input wires.



If Bolb can supply two
check(x,01,0k) witnesses for an output
B 5! {0,1}F wire, Bob gets x.
The output wires b are Cut & choose used to
e i hardcoded into the test both main circuit
A R R R circuit by the Gen. and check circuits.
a),al < G |
0 The mputls for x are. Must ensure that
IV . . H( gﬂi 'T]') shared with the main witness (01,0k) does not
L] circuit. Use same a;, come from cut-circuit.
kl R H(ga} -rj) different r;.
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Run a cut-and-choose
OT with keys for Bob’s
iInputs. Special string X|
sent with OT that are not
Ccut.
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Evaluate all eval-circuits.
Record output wires.
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Use a maliciously secure
protocol for check circuit.
Gen reuses a; for inputs.

6 Cheat check
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7 Consistency of check circuits
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9 Share output



VWhy IS It secure’/
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When simulating for
Bob*, run Simulatoror
and get inputs +
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Can now program Circuits.




Secure Garbling

2. Privacy: There exists a p.p.t. simulator algorithm S such that for all func-
tions f and all inputs x, the following two distributions are computationally
indistinguishable:

[(Fe,d) « aB(1*, f), X « BN(e,2) : (F, X, d)}, yy ~e {S(F, f, F(@)

/ N\



“rotocol USEeSs SPecific
assumptions.

Open: Remove these
(and have a faster
porotocol)
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—valuator’s input using error correcting code
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One Implementation
M e {0,1}"°™

=Xplicit program to find M s.1.
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iNput consistency

Did Alice use the same input
to each copy of the circuit”?
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iNput consistency

LP10, S511]
Sigma protocols



INspiration

“WI proof that input x) = ... = x®) »

Are there petter algoritnms to
mplement this proot”?

Recursion?



Qur approach:
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INnspiration

“WI proof that input  x® = ... = xk) »

Proof: g(x),...,g(x")

For what choices of g will this proof be sound

g should be hiding
g should be “binding”

WI*?



Should
oe:
hiding
“pbinding”

Obvious candidate: Commitment scheme
Problem: could be a large circult



Should

pbe:

hiding |
“pbinding”

Next candidate: 2-Universal hash function



2-universal hash runction

X|I

iding:

By left-over hash lemma, (x|)M will be

iding for large enough .



2-universal hash runction

M

3inding: For any x # x pr over random choice of M :
Pr[M(x) = M(x")] < B~}

|l
<<

l[dea: Pick the function M after GEN has
committed to Inputs.




New Input consistency
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Cost of each evaluation M.x

»> AND gates



VWhy restrict ourselves to
Garbled circuits for M.x 7

Note that hm Is homomorphic

hM(TI) -+ hM(X) — hM(x — 7()



challenge s'",...,s"

<

decommit com(7)
decommit com(x!) + 7l))

else




How to Implement”/



1. Setup

2. Commit to Input Labels
3. Pick H,M

4. BEval Input OT

5. Circuit OT

6. Garbling-Evaluation

/. Input Consistency



garbled circuit:
each wire has a key pair
each gate has a table

ko, kY ko, ki



Use PRF and

seed 10

generate all N
WIres

for circuit |




" copy
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key locator for wire |
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ALICE

X < x||e

pick p( /)

@(‘7) — {com(W(J) (3)76)(])) Com(W<J) (3)79(3))}
gen inputs 5,08, ) SR

Q) = {com (W,,S:Z 1) +Z-7O), com (W,,Sf 1) +i1) Yie[EvaLl

| 0 (/)
eval inputs used to commit

rv) = {Com(W(J) 7’7§J))}i€[GEN]-

1,T;

iIndependent randomness here!

2 Commit keys
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6 Garbling
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OR evals circuits
using wire labels.

Eval either checks
circuits using { pY }sj=1

{Gc(]'),@(]')’g(i)}
0

7T

Eval can abort on fall.



For all check (), let WY = (kV, sU)) 0 = {com(W),:01)

Compute Q) = {com(W),, ), com(WW
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7 Input consistency



8 Majority

Send majority of output if all checks pass.

W) — {com(Wi(’;)i ; ’Vz'(j))}iE[GEN]‘

H,M

{ Wi(/]?)i }ieEval



Sorormance



Evaluations

KSS12]
circuit gates  (non-XOR) | time (sec) | comm.
EDT-4095 5.9B  (2.4B) 0,042 | 18 TB
RSA-256 0.93B (0.33B) 1,437 31TB
1024-AES128 | 32M  (9.3M) 49 | 74 GB

1.7m g/sec garble rate

60% of time spent on network

roughly 650k gates/second total thruput

Texas Advanced Computing Center. 32 nodes; each node: 2 Xeon E5-2680 2.7Ghz (each has 8 cores), 32GB



AES 299 ..,

Gen Eval Comm

(sec) (sec) (KB)
o S
Gen.  inm PO 35.6:00.5% )
glﬁok zgiil : 1.75i_0.2% 266
b MO T
o O B

1 core

KSS12]



“arallel Imp

de # 256
hode Gen Evl Gen Evl Gen Evl Gen Evl
oT 12.56+0.1% 8.41+0.1% | 4.06+0.1% 2.13+£0.2% | 1.96+0.1% 0.58+0.2% | 0.64+0.1% 0.19+0.2%

Gen. 8.18+0.4% — 1.9240.7% — 0.494+-0.4% — 0.14+ 1% —

Inp. Chk — 0.42+ 4% — 0.10+ 10% — — — -

Evl. 33+ 4% 708t 1% | 080+ 10% 158+ 4% | 023+ 17% 037+ 7% | 0.12+£0.5% 0.05+0.6%
Inter-com 44 5% 13.24+03% | 093+ 10% 4.084+0.8% | 0.31£20% 198+ 1% | 0.11+40% 0.724+0.2%
Intra-com 0.1730% 0.23+20% | 0.18+= 8% 0.25+ 6% | 0.454+20% 0.48+ 15% | 0.344+30% 0.34+ 30%
Total time 28.34+0.3% 29.44+0.3% | 7.90+0.5% 8.17+0.4% | 3.45+ 2% 3.44+ 2% [1.4i 10% 1.3+ 9%}

HEKM11: 1.6s

honest-but-curious
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Parameterized AES function, f(x, (y1,...,Yn) =

=Sx(Yn)



void AES_128_Key_Expansion (const unsigned char *xuserkey, I\l ‘
unsigned char xkey) I

{

__m128i templ, temp2;

__m128i *xKey_Schedule = (__m128ix)key;
templ = _mm_loadu_sil28((__m128ix)userkey);
Key_Schedule[0] = templ;

// __builtin_ia32_aeskeygenassist128((templ), (0x1)); // in: pointer to 16 bytes

temp2 = _mm_aeskeygenassist_sil28 (templ ,0x1); ;; EE§E gﬁiqtig_ﬁguig Egigihedule
templ = AES_128_ASSIST(templ, temp2); void AES_prf(const unsigned char xin, unsigned char xout,

Key_Schedule[1l] = templ; .
temp2 = _mm_aeskeygenassist_sil28 (templ,0x2); Eonst unsigned char xkey)

templ = AES_128_ASSIST(templ, temp2);
Key_Schedule[2] = templ;
temp2 = _mm_aeskeygenassist_sil28 (templ,0x4);

__m1281i tmp;
tmp = _mm_loadu_sil28 (&((__m128ix)in)[0]);

templ = AES_128_ASSIST(templ, temp2); tmp _mm_xor_si128 (tmp, ((__m128ix)key)[0]);
Key_Schedule[3] = templ; _ : . _
temp2 = _mm_aeskeygenassist_sil28 (templ,0x8); tmp B _mm_aesenc_s;128 (tmp,((__m128;*)key)[1]):
B ; tmp = _mm_aesenc_sil28 (tmp, ((_m128ix)key) [2]);
templ = AES_128_ASSIST(templ, temp2); — : : ’
B ) tmp = _mm_aesenc_sil28 (tmp, ((_m128ix)key) [3]);
Key_Schedule[4] = templ; ~ : : :
temp2 = _mm_aeskeygenassist_sil28 (templ,0x10); tmp = _mm_aesenc_s;128 (tmp,((__m128}*)key)[4]),
templ = AES_128 ASSIST(templ, temp2); tmp = _mm_aesenc_sil28 (tmp, ((__m128ix)key) [5]);
Key_Schedule[5] = templ; _ : : _
temp2 = _mm_aeskeygenassist_sil128 (templ,0x20); tmp B _mm_aesenc_s;128 (tmp,((__m128;*)key)[6]):
B ; tmp = _mm_aesenc_sil128 (tmp, ((__m128ix)key) [7]);
templ = AES_128_ASSIST(templ, temp2); ~ : , ’
Key Schedulel6] = templ: tmp = _mm_aesenc_sil28 (tmp, ((__m128ix)key) [8]);
y_ PLi tmp = _mm_aesenc_sil128 (tmp, ((__m128ix)key) [9]);

temp2 = _mm_aeskeygenassist_sil28 (templ,0x40);

templ = AES_128_ASSIST(templ, temp2);

Key_Schedule([7] = templ;

temp2 = _mm_aeskeygenassist_sil28 (templ,0x80);

templ = AES_128_ASSIST(templ, temp2); y
Key_Schedule[8] = templ;

temp2 = _mm_aeskeygenassist_sil28 (templ,@xlb);

templ = AES_128_ASSIST(templ, temp2);

tmp = _mm_aesenclast_sil28 (tmp, ((__m128ix)key) [10]);
_mm_storeu_sil28 (&((__m128ix)out) [0],tmp);

Key_Schedule[9] = templ; abhis-MacBook-Pro:aes abhi$ ./aesni
temp2 = _mm_aeskeygenassist_sil28 (templ,0x36); Cpu support: 2000000

templ = AES_128_ASSIST(templ, temp2); test clicks: 36

Key_Schedule[10] = templ; clicks: 2213795401 221.379540



mel\|

void KDF128(const uint8_t *in, uint8_t *out, const uint8_t xkey)

{

}

ALIGN16 uint8_t KEY[16%11];
ALIGN16 uint8_t PLAINTEXTI[64];
ALIGN16 uint8_t CIPHERTEXTI[64];

AES_128_Key_Expansion(key, KEY);
_mm_storeu_si128(&((__m128ix)PLAINTEXT) [0],*(_m128ix)in);
AES_ECB_encrypt (PLAINTEXT, CIPHERTEXT, 64, KEY, 10);
_mm_storeu_sil128((__m128ix)out, ((__m128ix) CIPHERTEXT) [0]);

void KDF256(const uint8_t *in, uint8_t *out, const uint8_t xkey)

{

ALIGN16 uint8_t KEY[16%15];
ALIGN16 uint8_t PLAINTEXTI[64];
ALIGN16 uint8_t CIPHERTEXTI[64];

AES_256_Key_Expansion(key, KEY);
_mm_storeu_sil28(&((_m128ix)PLAINTEXT) [@],*(_m128ix)in);
AES_ECB_encrypt (PLAINTEXT, CIPHERTEXT, 64, KEY, 14);
_mm_storeu_si128((__m128ix)out, ((__m128ix)CIPHERTEXT) [0]);
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size AES-NI SHA-256 Ratio

(gate) (sec) (sec) (%)

AES 49912 0.12+ 1% 0.15= 1% 78.04

Dot?* 460,018 1.11+0.4% 1.41+£0.5% 78.58

RSA-32 1,750,787 4.53x=0.5% 5.94£0.8% 76.78
EDT-255 | 15,540,196 42.0£0.5% 57.6x 1% 72.92
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Generation Times Over Gate Count Normalized Gate Generation
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Figure 2: Gate Generation Times comparing to Kreuter et al.[14].
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Figure 3: GPU Evaluation Times with comparison to Kreuter et al.
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