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1-out-of-2 OT is an essential building block for secure computation.
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How to Measure Efficiency of a Protocol?

v Runtime (depends on implementation & scenario)

‘/ Communication

- # bits sent (important for networks with low bandwidth)
+ # rounds (important for networks with high latency)

? Computation

+ Usually: count # crypto operations, e.g.,
« # modular exponentiations
« # point multiplications
- # hash function evaluations (SHA)
- # block cipher evaluations (AES)
- # One-Time Pad evaluations v

- But also non-cryptographic operations do matter!

faster
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Part 1: Efficient Garbled Circuits

Part 2: Efficient OTs
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f _X : De g
] : 1
L) y
: X ev — >
Correctness :
(V£ x k), if :
(F, e, d) < Gb(1* f,
X —En(e, x), Privacy (informal):
Y« Ev (F, X), Given (F, X, d) learn nothing but y=f(x).
y<«De(d, Y) then
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(Slide from Viet-Tung Hoang) 14
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1990 Point-and-Permute [BeaverMicaliRogaway]

1999 3-row reduction ‘NaorPinkasSumner]
2008 Free-XOR KolesnikovSchneider]
2009 2-row reduction [PinkasSchneiderSmartWilliams]

2012 Garbling via AES [KreuterShelatShen]
2013 Fixed-key AES [BellareHoangKeelveedhiRogaway]
2014 FleXor [KolesnikovMohasselRosulek]

2015 HalfGates [ZahurRosulekEvans]
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Garbling:
For each gate use double-encryption
and randomly permute entries: b, B
Ea(En(x))
Ea(Es(x))
Ea(En(x))
Ea(Es(X))

a, A
x, X

Outputs:
For each output wire i: provide mapping [(0, ki), (1, Ki)]
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Evaluator needs to know which entry was decrypted successfully

= Use encryption function with efficiently verifiable range:

Ex(m) =[r, f(r) ® (m || 0)], where f is a pseudo-random function
(by pseudorandomness of f, prob. of obtaining 0" with incorrect k is negl.)

= Need to decrypt multiple entries until decryption succeeds

= Expected number of decryptions requires is 2.5
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2) Point and Permute [BeaverMicaliRogaway90]

For every wire i, choose a random signal bit p; together with the key.
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2) Point and Permute [BeaverMicaliRogaway90]

Advantages of point-and-permute:
- Exactly one entry needs to be decrypted
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2) Point and Permute [BeaverMicaliRogaway90]

Advantages of point-and-permute:
- Exactly one entry needs to be decrypted
- Simplifies output decryption

&& If output permutation p; = 0 then output is permutation bit

&& If output permutation p;i = 1 then output is negated permutation bit

= Sender simply reveals for each output wire the bit p; to receiver.

In the following we always assume usage of point and permute.
p(k) is the permutation bit of key k.
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3) 3-Row Reduction [NaorPinkasSumner99]

Encryption function: E'(ki, kr; ko) = ko ® F(ki, p(k) || T) ® F(ks, p(k:) || T),
where F is a pseudo-random function, e.g., instantiated with AES.
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where F is a pseudo-random function, e.g., instantiated with AES.

Idea: Eliminate first table entry by fixing it to be 0.
E'(kikr; ¢) = c @ F(k, p(ki) || T) @ F(kr, p(k:) || )) =0
= ¢ = F(k, p(ki) || T) ® F(k, p(k) || T).

= One of the two output keys is derived from the input keys.

E'(a,B; c)
E7(A,b; c) remaining 3 table entries as before
E'(A,B; C)

= Communication is reduced from 4 to 3 table entries.

20



4) Free XOR [KolesnikovSchneider08]

Encryption function: E'(ki, kr; ko) = ko @ H(ki || k- || T),
where H is a random oracle, e.g., instantiated with SHA-2

21



4) Free XOR [KolesnikovSchneider08]

Encryption function: E'(ki, kr; ko) = ko @ H(ki || k- || T),
where H is a random oracle, e.g., instantiated with SHA-2

Idea: Choose keys s.t. each pair has distance R (unknown to evaluator).
R=ae®eA=beB=coC=...

21



|
4) Free XOR [KolesnikovSchneider08]

Encryption function: E'(ki, kr; ko) = ko @ H(ki || k- || T),
where H is a random oracle, e.g., instantiated with SHA-2

Idea: Choose keys s.t. each pair has distance R (unknown to evaluator).
R=ae®eA=beB=coC=...

Garble XOR: set outputkeyc=a ® b

21



|
4) Free XOR [KolesnikovSchneider08]

Encryption function: E'(ki, kr; ko) = ko @ H(ki || k- || T),
where H is a random oracle, e.g., instantiated with SHA-2

Idea: Choose keys s.t. each pair has distance R (unknown to evaluator).
R=ae®eA=beB=coC=...

Garble XOR: set outputkeyc=a ® b
Evaluate XOR: set output key kc = ka ® kb

21



|
4) Free XOR [KolesnikovSchneider08]

Encryption function: E'(ki, kr; ko) = ko @ H(ki || k- || T),
where H is a random oracle, e.g., instantiated with SHA-2

Idea: Choose keys s.t. each pair has distance R (unknown to evaluator).
R=ae®eA=beB=coC=...

Garble XOR: set outputkeyc=a ® b
Evaluate XOR: set output key kc = ka ® kb

Correctness:c=aeob=(Rea)e(Reb)=AeB
C=coR=aeobeoR=aeB=Aeb

21



e
4) Free XOR [KolesnikovSchneider08]

Encryption function: E'(ki, kr; ko) = ko @ H(ki || k- || T),
where H is a random oracle, e.g., instantiated with SHA-2

Idea: Choose keys s.t. each pair has distance R (unknown to evaluator).
R=ae®eA=beB=coC=...

Garble XOR: set outputkeyc=a ® b
Evaluate XOR: set output key kc = ka ® kb

Correctness:c=aeob=(Rea)e(Reb)=AeB
C=coR=aeobeoR=aeB=Aeb

Security (intuitively): Evaluator knows one key per wire, so never learns R

= Requires random oracle or non-standard circularity assumption

21



e
4) Free XOR [KolesnikovSchneider08]

Encryption function: E'(ki, kr; ko) = ko @ H(ki || k- || T),
where H is a random oracle, e.g., instantiated with SHA-2

Idea: Choose keys s.t. each pair has distance R (unknown to evaluator).
R=ae®eA=beB=coC=...

Garble XOR: set outputkeyc=a ® b
Evaluate XOR: set output key kc = ka ® kb

Correctness:c=aeob=(Rea)e(Reb)=AeB
C=coR=aeobeoR=aeB=Aeb

Security (intuitively): Evaluator knows one key per wire, so never learns R

= Requires random oracle or non-standard circularity assumption

Can be combined with 3-row reduction.
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5) Garbling via AES

Since 2008 many Intel and AMD CPUs have hardware support for AES:
Advanced Encryption Standard New Instructions (AES-NI)
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=> Needs to run expensive AES key schedule per gate
=> Also assumes a related-key assumptions (not great for AES)

[BellareHoangKeelveedhiRogaway13]:
Choose fixed key X and run AES key schedule once
E7(ki, kr, Ko) = ko ® AES-128(X; K) ® Kwith K=2ki® 4kr® T

Requires assuming an “ideal cipher” assumption on AES
Can be combined with free XOR and 3-row reduction
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6) HalfGates - Today’s Most Efficient Scheme [ZRE14]

procedure Gb (1%, f):
R« {0,1}F 711
for i € Inputs(f) do
WP « {0,1}*
Wl—W2aeR
€e; < Wio
for i ¢ Inputs(f) {in topo. order} do
{a,b} < Gatelnputs(f,1i)
if i € XorGates(f) then
WP «— W2 w?
else
(WP, Tgi, Tri) +— GbAnd(W2, W)
Fi < (Tci, Tr:)
end if
Wl—WwW2eR
for i € Outputs(f) do
d; < Isb(W?)
return (f?‘,é,cf)

private procedure GbAnd(W?, WP):
Pa < IsbW2; py < Isb W
j + Nextlndex(); j° + NextIndex()
{First half gate}
Te + HW?,j)® HW,,5) ® ppR
Wg «— H(W(?aj) 69paTG
{Second half gate}
Ty HWyY,j') ® HW,,j'") @ Wg
W« HW,,j") @ po(Te © Wy)
{Combine halves}
WO~ WS e w
return (W°. T, Tk)

procedure En(é, z):
for e; € édo
X, +—e DR
return X

procedure De(d, Y):
for d; € d do
Yi < d; ®lsbY;
return gy

procedure Ev(F, X):
for i € Inputs(F') do
W; +— X;
for i ¢ Inputs(E") {in topo. order} do
{a,b} < Gatelnputs(F', 1)
if i € XorGates(F') then
Wi W, W,
else
Sq <+ IsbW,; sp < Isb W,
j1 < NextIndex(); j2 < NextIndex()
(TGi, Tr:) < F;
Weai < HWa,j1) ® saTci
Wgi < HWy, j2) ® sp(Tei ® W,)
Wi < Wai @ W,
end if
for i € Outputs(F) do
Yi < W;
return Y
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Part 2: Efficient OTs

wmmm

http:/encrypto.de/code/OTExtension

G. Asharov, Y. Lindell, T. Schneider, M. Zohner:
More efficient oblivious transfer and extensions for faster secure computation.
In ACM CCS’13.
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OT - Bad News

- [ImpagliazzoRudich89]: there’s no black-box reduction from OT to OWFs
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OT - Good News

- [Beaver95]: OTs can be precomputed (only OTP in online phase)
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OT - Good News

- [Beaver95]: OTs can be precomputed (only OTP in online phase)

- OT Extensions (similar to hybrid encryption):

use symmetric crypto to stretch few “real” OTs into longer/many OTs
- [Beaver96]: OT on long strings from short seeds
- [IshaiKilianNissimPetrank03]: many OTs from few OTs

m OTs

k OTs

k-bit

‘real” OTs
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OT Extension of [IKNPO03] (1)

- Alice inputs m pairs of ¢-bit strings (x;¢, X; 1)

- Bob inputs m-bit string r and obtains x;,; in i-th OT

‘ forl1 <i:<m:

, (Ti,0,Ti1) i
ThScked

N {—

o
(
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OT Extension of [IKNPO03] (2)

- Alice and Bob perform k “real” OTs on random seeds with reverse roles
(k: security parameter)

- -

AR A
c€p {0,1}F for1<j<k:
for 1 <j<k: (55.0,85,1) €r {0, 132
Cj (85,05 85,1)
> <
Sj,cj OT
-

28



OT Extension of [IKNPO03] (3)

- Bob generates a random m x k bit matrix T and masks his choices r

- The matrix is masked with the stretched seeds of the “real” OTs

- =
ﬂ T
T er {0, 1}mx*k
for1<j<k:
ujo = PRG(sj,0) ® T]]
for 1< j<k: Luj,Oauj,l)a 1<i<k Uji=PRG(sj1)®T[]&r
Vil = uj,c; ® PRG(sj,)

PRG: pseudo-random generator (instantiated with AES)




OT Extension of [IKNPO03] (4)

- Transpose matrices Vand T

- Alice masks her inputs and obliviously sends them to Bob

e ®
el b
A& L
V=V’ T =T"
forl1<i:<m:

Yi,0 = Tio ® H(i, V’]i])
Yi1 =1 D H(, V’']i] @ c)
(i,0,¥i1),1 <i<m

> for1<i<m:
LTir, = Yir; D H(Za T,[l])

H: correlation robust function (instantiated with hash function)
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Computation Complexity of OT Extension

-

T

-

m pairs (z;0,;) € {0,1}* r=(ry,..,ry) €{0,1}"
for1<j<k:
Cj €R {0, 1} — OT < (Sj,Oasj,l) €Rr {07 1}%
Sj,Cj D
T €R {0’ 1}mxk
for1<j<k:
uj0 = PRG(s;0) @ T|j]
(uj0,uj1), 1<i<k  wjy=PRG(s;1)®T[j|@r
for 1<j<k: )
Vlj] = u;, ® PRG(s; )
V=V’ T =T"
for 1 <i<m:

Yio =i ® H(i, V'[i])
yi1 =21 ® H(i, V’[i]| ® c)

(Yi.0,%i1),1 <i<m

> for 1 <i<m:
Tip, = Yir, D H(Z, T’[l])
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Computation Complexity of OT Extension

-

m pairs (z;9,2;1) € {0,1}*

-

=N

r=(ry,..,ry) €{0,1}"

for1<j<k:
¢y €n 0,1} ——+ g (si00532) € (0.1}
sj7cj DEE—
T €R {0’ 1}mxk
for1<j<k:
ujo = PRG(s5,0) & T[]
(uj0,uj1), 1<i<k  wuj;=PRG(s;1)®Tfj|®r
for1<j<k: )
Vlj] = u;, ® PRG(s; )
v =vT eI
for 1 <i<m:

Yio =i ® H(i, V'[i])
yi1 =21 ® H(i, V’[i]| ® c)

(Yi.0,%i1),1 <i<m

> for 1 <i<m:
Tip, = Yir, D H(Z, T’[l])

-

1

2

Per OT:

# PRG evaluations

# H evaluations

—

ik,
2

1
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Computation Complexity of OT Extension

&
h
i

m pairs (z;0,;) € {0,1}* r=(ry,..,ry) €{0,1}"

for1<j<k:
CjER{O,l}—>

oT (Sj,U’ sj,l) ER {07 1}2k

Sj.c;

T €R {0, 1}mxk‘
for1<j<k:
ujo = PRG(sj0) ® T[]

(Uj’(),’ll,]'71), 1 S 0) S k uj.l = PRG(Qj,l) @D T[J] Dr

-

for 1 <j<k:
V[J] = Ujic; ® PRG(SJ',CJ-)

V=V’ =

for1 <i<m:
Yio = Ti0® H(i, V'[i])
Yir =21 ® H(i, V’[i| @ ¢)

(i0,Yi1), L <i<m

> for1<i<m:
Lir, = Yir; ® H<Za T,[l])

-,

-

'y

1 # PRG evaluations 2

’a‘ &
Per OT:

2 # H evaluations 1

Time distribution for 10 Million OTs (in 21s):
2.1 microseconds per OT

1%
10% "real" OTs
33% H (SHA-1)
- PRG (AES)
Transpose
14% Misc (Snd/Rcv/XOR)
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Computation Complexity of OT Extension

-

m pairs (2;9,;1) € {0,1}*

-

=

r=(ry,..,ry) €{0,1}"

for1<j<k:

Cj €R {0,1} —>

sjycj

oT

< (Sj,Oa sj,l) €R {07 1}%

(uj0,uj1), 1<i<k

-

T ep {0, 1}m**
for1<j<k:
ujo = PRG(sj0) ® T[]
uj1 = PRG(s;1) ® T[] ®r

for 1 <j<k:
Vlj] = u;, ® PRG(s; )

V’ = VT T, — TT
for1<i<m:
Yio =i ® H(i, V'[i])
yi1 =21 ® H(i, V’[i]| ® c)
(%i,0,9i1),1 <i < m
“for1<i<m:

Tir = Yire ® H (i, T°[i)

-

1 # PRG evaluations 2

Per OT: 8

2 # H evaluations 1

Time distribution for 10 Million OTs (in 21s):
2.1 microseconds per OT

1%
10% 'real" OTs
33% H (SHA-1)
. PRG (AES)
A Transpose
. 14% Misc (Snd/Rcv/XOR)

Non-crypto part was bottleneck!!!
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e
Algorithmic Optimization: Efficient Matrix Transposition

- Naive matrix transposition performs mk load/process/store operations
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e
Algorithmic Optimization: Efficient Matrix Transposition

- Naive matrix transposition performs mk load/process/store operations

- Eklundh's algorithm reduces number of operations to O(m log, k) swaps

- Swap whole registers instead of bits
- Transposing 10 times faster

1[2]3[a]  [1]s5[3]7 1]5]913

[5]6[7] s 26 a8 2|6 (1014
— > — —>

9 [10]11[12 9 [13[11[15 3|7 (1115

[1¥141%16] [r0]14f12]16 41812(16




Algorithmic Optimization: Parallelization

- OT extension can easily be
parallelized by splitting the T matrix
into sub-matrices

- Since columns are independent,
OT is highly parallelizable

-

-

A

Ira 20 — m
m pairs (z;0,;1) € {0,1} r=(ry,..ry) €{0,1}
for 1<j<k:
2k
Cj GR {0,1} —> OT 4—(81,0,8]'71) ER {0].}
Ter{0,1} Teg {0, 1}
for1<j<k for1<j<k:
uj0 = PRG(s5,0) ® T[] ujo = PRG(s;0) & T[]
(uj0,u51), 1<i<k  ujy = PRG(s;1) & T[] & (wjvu1), 1<i<k  wjq=PRG(s;1) & T[] &r
for 1<j<k: for 1<j<k:
Vi = u;., & PRG(s;.,) V(i) = uj., & PRG(s;.,)
v=v' =1 v=v' =1
for1<i<m: for1<i<m:
Yio = 2:0© H(i, V'[i]) Yio =2i0© H(i, V'[i)
i1 =21 © H(i, V'] & ¢) Yi1 =21 © H(i, V'] & ¢)

(Hi0,9i1) 1 <i<m
for1<i<m:
Tiyre = Yir, ® H, T'fl)

(Bi0,9ia) 1 <i<m
for1<i<m:
i = i, ® H(i, T'f1])
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Communication Complexity of OT Extension

-

m pairs (z;9,2;1) € {0,1}*

-

=N

r=(ry,..,ry) €{0,1}"

for1<j<k:
¢y n (0,1) —— o (s5005) €n (0. 1)
sj7cj D
T ep {0, 1}m**
for1<j<k:
ujo = PRG(sj0) ® T[]
(uj0,uj1), 1<i<k  wuj;=PRG(s;1)®Tfj|®r
for1<j<k: )
V[j] = Ujc, D PRG(sj,Cj)
v =vT T = 77
for 1 <i<m:

Yio =i ® H(i, V'[i])
yi1 =21 ® H(i, V’[i]| ® c)

(Yi.0,%i1),1 <i<m

> for 1 <i<m:
Tip, = Yir, D H(Z, T’[l])

Per OT: L

2¢ Bits sent 2k
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Communication Complexity of OT Extension

-

AR N

m pairs (z;0,;) € {0,1}* r=(ry,..,ry) €{0,1}"

-

for1<j<k:
¢y €n (0,1} ——f oo (50530) €n (0. 1)%
sj?‘:j DEE—
T ep {0, 1}m**
for1<j<k:
uj0 = PRG(s;,0) & T[]
(uj0,uj1), 1<i<k  wuj; =PRG(s;) @ T[j]@r
for 1<j<k: )
Vlj] = u;, ® PRG(s; )
V=V’ T =T"
for 1 <i<m:

Yio =i ® H(i, V'[i])
Yir =21 ® H(i, V’[i| @ ¢)

(Yi.0,%i1),1 <i<m

> for1<i<m:
Tip, = Yir, D H<2’ T’[l])

R ®
' 'y Ser OT -
2¢ Bits sent 2k

Yao: £ =k=280 GMW: ¢=1, k=80
Alice
Alice Bob
Bob
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I
Protocol Optimization: General OT Extension

- Instead of generating a random T matrix, we derive it from s;

- Reduces data sent by Bob by factor 2

- - -

. — =
SR ik, A=A
mxk
T eg {0,1}™ for 1<j<k:
for 1 <j<k: | | T[j] = PRG(s;,) |
ujo0 = PRG(s50) © T[] 1 . uj =PRG(s;1)® T[j]©r
. P . ] K <1<
< (w0 us0), 1< i<k uj1 = PRG(s;) @ T(l@r| (15 «
V[ﬂ = Ujc; D PRG(SJ',C]') V[J] @ PRG(Sj,Cj)
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I
Specific OT Functionalities

- Secure computation protocols often require a specific OT functionality
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I
Specific OT Functionalities

- Secure computation protocols often require a specific OT functionality
- Yao with free XORs requires strings x,, x; to be XOR-correlated

- Correlated OT: random xp and x; = xp @ X

- ] COT PR Y
e (g, 20 P ) - | ToDre /li\\

Correlated OT

e.g., for Yao
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I
Specific OT Functionalities

- Secure computation protocols often require a specific OT functionality
- Yao with free XORs requires strings x,, x; to be XOR-correlated
- GMW with multiplication triples can use random strings

- Correlated OT: random xp and x; = xo ® x| - Random OT: random x, and x;

~‘.~ : C-OT | - & 0 0 : =
(20,70 © ) - | Toorz (0, 21) R-OT | AR

— D . Hi\\ a&sA Y

Correlated OT Random OT

e.g., for Yao e.g., for GMW

36



Specific OT Functionalities: Correlated OT (C-OT)

- Choose Xx; as random output of H (modeled as RO here)

- Compute Xx; s as x;p ® x; to obliviously transfer XOR-correlated values

- Reduces data sent by Alice by factor 2

-, ®»

~ =
' \7 % 7 1
A =T
for1<i<m:

vio = 2o ® H(i, V[i)
i1 =21 ® H(i, V[ @ c)
(yi0,9i1), L i <m
for 1 <i<m:
T, = Vi, ® H(i, Tf)

- -

= -~
7 'Y -
v =vT T =17
for1<i<m:
zi,0 = H (i, V’[i])

Ti1 = 171',0@131‘
yi =21 ® H(i, V'[i] ©c)

-

forl1<i<m:

Tir, =|TiYi

& H(i, T°[i])
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Specific OT Functionalities: Random OT (R-OT)

- Choose x; and x; ; as random outputs of H (modeled as RO here)

- No data sent by Alice

|\l~‘i -~
'\ Y R
V=V’ T =T"
for 1<i<m:
yi,() = 1'1"() @ H(Z,V’[l])
i1 =21 ®H(i, V[i|®c)
1,05 Y1, a]- S [ S m
Bi0411) > for 1<i<m:

xi,n‘ = yi,ri @ H(/L? T,[i])

=
V=V’
for1<i:<m:

Jii,() = H(Z,V’[I])
Ti1 = H(Z,V’[l] ) C)

=
——
A=t
T =TT

for1<i<m:
Ty, = H(i,T[i])
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Performance Evaluation: Original Implementation

B Gigabit LAN WiFi 802.11¢g

40

30.7
30

20.6

20

Runtime in s

10

Orig

- C++ implementation of [SZ13] implementing OT extension of [IKNPO03]

- Performance for 10 Million OTs on 80-bit strings
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Performance Evaluation: Efficient Matrix Transposition

B Gigabit LAN WiFi 802.11g
40
30.7 30.5

2 30
s 0.6
£ 20 14.4
5
2 10 I

0

Orig EMT

- Efficient matrix transposition — improves computation

- Only decreases runtime in LAN where computation is the bottleneck
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Performance Evaluation: General OT

B Gigabit LAN WiFi 802.11g
40
30.7 30.5

® 39 29.4
© ) 20.6
£ =0 14.4 13.9

0

Orig EMT G-OT

- Generate T matrix from seeds — improves communication Bob — Alice

- Runtimes only slightly faster (bottleneck: communication Alice — Bob)
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Performance Evaluation: Correlated/Random OT

M Gigabit LAN WiFi 802.11g
40
30.7 30.5

® 39 29.4
o 20.6
£ 14.4 13.9 14.4
= 10.6 100
L IRl m l

0

Orig EMT G-OT C-OT R-OT

- Correlated/Random OT — improved communication Alice — Bob

- WiFi runtime faster by factor 2 (bottleneck: communication Bob — Alice)
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Performance Evaluation: Parallelization

B Gigabit LAN WiFi 802.11¢g

40

30.7 30.5
30 29.4

Runtime in s

Orig EMT G-OT C-OT R-OT oT

- Parallel OT extension with 2 and 4 threads — improved computation
- LAN runtime decreases linear in # of threads

- WiFi runtime remains the same (bottleneck: communication)

14.2

20.6
20 14.4 13.9 14.4 14.2
10.6 10. o
10 55
il il 2 -
0 ] =1 B

4T
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]
Performance Evaluation: Summary

B Gigabit LAN W WiFi 802.11g

40
30.7 30.5 29 4

30

20

10

Runtime in s

Orig EMT G-OT C-OT R-OT 2T 4T

Performance for 10 Mio. OTs on 80-bit strings

- OT is very efficient

- Communication is the bottleneck for OT (even without using AES-NI)
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Part 3: Efficient Circuits and Yao vs. GMW

T. Schneider, M. Zohner:
GMW vs. Yao? Efficient secure two-party computation with low depth circuits.
In FC’13.
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Yao - the Apple

How to eat an apple?
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Yao - the Apple

How to eat an apple?
bite-by-bite
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Yao - the Apple

How to eat an apple?
bite-by-bite

+ Yao has constant #rounds
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Yao - the Apple

How to eat an apple?
bite-by-bite

+ Yao has constant #rounds

- Evaluating a garbled gate requires
symmetric crypto in the online phase
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GMW - the Orange

How to eat an orange?
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GMW - the Orange

= How to eat an orange?
1) peel (almost all the effort)
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GMW - the Orange

= How to eat an orange?
1) peel (almost all the effort)

2) eat (easy)
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GMW - the Orange

= How to eat an orange?
1) peel (almost all the effort)
Setup phase:

- precompute multiplication triples for each AND
gate using 2 R-OTs and constant #rounds

+ no need to know function, only max. #ANDs

2) eat (easy)
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GMW - the Orange

= How to eat an orange?
1) peel (almost all the effort)
Setup phase:

- precompute multiplication triples for each AND
gate using 2 R-OTs and constant #rounds

+ no need to know function, only max. #ANDs

2) eat (easy)
Online phase:
+ evaluating circuit needs OTP operations only
- communication per layer of AND gates
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Yao vs. GMW

Yao GMW

t. symmetric security parameter 48



Yao vs. GMW

Yao

/‘\V//

Free XOR

t. symmetric security parameter

GMWwW

48



Yao vs. GMW

Yao GMW

/\v Free XOR /\\4

S: 4, R: 2 (online) symmetric crypto per AND setup: S: 6, R: 6

t. symmetric security parameter 48



Yao vs. GMW

Yao GMW

/\V Free XOR /\\4

S: 4, R: 2 (online) symmetric crypto per AND setup: S: 6, R: 6

setup: S—R:t || R—>S:t

S—R: 2t communication [bit] per AND online: S—R:2 || R—S:2

t. symmetric security parameter 48



Yao vs. GMW

Yao

4
/\v Free XOR

S: 4, R: 2 (online) symmetric crypto per AND
S—R: 2t communication [bit] per AND

O(1) rounds

t. symmetric security parameter

GMWwW

4
setup: S: 6, R: 6

setup: S—R:t || R—>S:t
online: S—»R:2 || R—>S:2

setup: O(1)
online: O(ANDdepth(f))
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Yao vs. GMW

Yao

4
/\v Free XOR

S: 4, R: 2 (online) symmetric crypto per AND

S—R: 2t communication [bit] per AND
O(1) rounds
t memory per wire [bit]

t. symmetric security parameter

GMWwW

4
setup: S: 6, R: 6

setup: S—R:t || R—>S:t
online: S—»R:2 || R—>S:2

setup: O(1)
online: O(ANDdepth(f))

1
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Efficient Circuit Constructions for Secure Computation

Classical circuit design:
- few gates (= small chip area)

- low depth (= high clock frequency)

49



Efficient Circuit Constructions for Secure Computation

Classical circuit design:

L -

SISl "isum’gm
ulw
slujuja uia 5
ajuluis oy |

wlwujule o
LA AR

- few gates (= small chip area) Sl

II-i'I' L

- low depth (= high clock frequency)

Circuits for secure computation:
- low ANDsize (#non-XORs = communication and symmetric crypto)

- low ANDdepth (#rounds in GMW'’s online phase)
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Example Circuit: Addition

. e Y Tr2 Y2 T1 Y1
Ripple-Carry-Adder ILEEE SR’
C C
e B R
U y y
S¢+1 Sy 52 S1

Si=Xi®VYi® Cj
ci+1 = ((Xi ® yi) A (Xi ® ci)) ® xi [BoyarPeraltaPochuev00]
ANDsize = ¢, ANDdepth = ¢



Example Circuit: Addition

Yy
Ripple-Carry-Adder ADD? yf xf yf qil f
C C
At e
T V V
S¢+1 Sy 52 S1

Si=Xi®VYi® Cj
ci+1 = ((Xi ® yi) A (Xi ® ci)) ® xi [BoyarPeraltaPochuev00]
ANDsize = ¢, ANDdepth = ¢

Ladner-Fischer-Adder [LF80]

Pi.o=Xi®Yi, Cio=Xi\Yi

Pij=Pij-1APk,j-1
Cij=(Pij-1ACkj-1)VCij-1

ANDsize = £+1.25 ¢ logz(¢), ANDdepth = 1+2 logz(¥)
50



[
Example Circuits Summarized in [SchneiderZohner13]

Circuit Size S Depth D

Addition

Ripple-carry ADD/SUB%C / 14

Ladner-Fischer ADDY 1.25¢[log, £ + ¢ 2Mlog, 0] + 1

LF subtraction SUBY 1.25¢[log, €] + 2¢ 27log, 0] + 2

Carry-save ADDY?) ¢ + S(ADDY) D(ADDY)+1

RC network ADD' n—L+n—[log,n| —1 [logom — 1] + £
(£,n) n — 20 +n — [logyn] [logy n — 1]

CSA network ADDCSA —|—S(ADD€;,“Og2 p,ﬂ) —|—D(ADD€;—DOg2 Tﬂ)

Multiplication

RCN school method MUL% 4 2% — ¢ 20 — 1

CSN school method MULS gy | 267 + 1.25¢[log, £] — £ + 2 3[log, {1 + 4

RC squaring SQR%. 02— 20 -3

LF squaring SQRY ,. (? +1.25¢[log, (] — 1.50 — 2 3[log, ¢] + 3

Comparison

Equality EQ" 0—1 [log, /]

Sequential greater than GT%S 14 14

D&C greater than GTh o 3¢ — [log, ] — 2 [log, 0] + 1

Selection

Multiplexer MUX?* 14 1

Can trade-off larger size for better depth.
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Example Circuits Summarized in [SchneiderZohner13]

Circuit Size S Depth D

Addition

Ripple-carry ADD/SUB%C / 14

Ladner-Fischer ADDY 1.25¢[log, £ + ¢ 2Mlog, 0] + 1

LF subtraction SUBY 1.25¢[log, €] + 2¢ 27log, 0] + 2

Carry-save ADDY?) ¢ + S(ADDY) D(ADDY)+1

RC network ADD' I n—L+n—[log,n| —1 [logon — 1] 44
(£,n) n—20+n — [logyn| [logy n — 1]

CSA network ADDCSA —|—S(ADD€;,“Og2 nw) —|—D(ADD€;—DOg2 Tﬂ)

Multiplication

RCN school method MUL% 4 2% — ¢ 20 — 1

CSN school method MULS gy | 267 + 1.25¢[log, £] — £ + 2 3[log, {1 + 4

RC squaring SQR%. 02— 20 -3

LF squaring SQRY ,. (? +1.25¢[log, (] — 1.50 — 2 3[log, ¢] + 3

Comparison

Equality EQ" 0—1 [log, /]

Sequential greater than GT%S 14 14

D&C greater than GTh o 3¢ — [log, ] — 2 [log, 0] + 1

Selection

Multiplexer MUX?* 14 1

Can trade-off larger size for better depth.

51



[
Example Circuits Summarized in [SchneiderZohner13]

Circuit Size S Depth D

Addition

Ripple-carry ADD/SUB%C / 14

Ladner-Fischer ADDY 1.25¢[log, £ + ¢ 2Mlog, 0] + 1

LF subtraction SUBY 1.25¢[log, €] + 2¢ 27log, 0] + 2

Carry-save ADDY?) ¢ + S(ADDY) D(ADDY)+1

RC network ADD' I n—L+n—[log,n| —1 [logon — 1] 44
(£,n) n—20+n — [logyn| [logy n — 1]

CSA network ADDCSA —|—S(ADD€;,“Og2 nw) —|—D(ADD€;—DOg2 Tﬂ)

Multiplication _

RCN school method MUL% 4 2% — ¢ 20 — 1
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Selection

Multiplexer MUX?* 14 1
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.
Example Circuits Summarized in [SchneiderZohner13]

Circuit Size S Depth D

Addition

Ripple-carry ADD/SUB%C / 14

Ladner-Fischer ADDY 1.25¢[log, £ + ¢ 2Mlog, 0] + 1

LF subtraction SUBY 1.25¢[log, €] + 2¢ 27log, 0] + 2

Carry-save ADDY?) ¢ + S(ADDY) D(ADDY)+1

RC network ADD' I n—L+n—[log,n| —1 [logon — 1] 44
(£,n) n—20+n — [logyn| [logy n — 1]

CSA network ADDCSA —|—S(ADD€;,“Og2 nw) —|—D(ADD€;,HOg2 Tﬂ)

Multiplication _

RCN school method MUL% 4 2% — ¢ 20 — 1

CSN school method MULS gy | 26° + 1.25¢[log, £] — £ + 2 3[log, /] + 4

RC squaring SQR%. 02— 20 -3

LF squaring SQRY ,. (? +1.25¢[log, (] — 1.50 — 2 3[log, ¢] + 3

Comparison

Equality EQ" 0—1 [log., /]

Sequential greater than GT%S 14 14

D&C greater than GTh o 3¢ — m — 2 m +1

Selection ]

Multiplexer MUX?* 14 1

Can trade-off larger size for better depth.
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- Yao has constant #rounds = good for networks with high latency (Internet)

- GMW can precompute all crypto, good for low-latency networks (LAN)
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Summary

Part 1: In Garbled Circuits, each non-XOR gate:
- small # of fixed-key AES evaluations
- send 2 ciphertexts

Part 2: OT extension
- send 1 ciphertext + |payload|

- communication is essentially the bottleneck

Part 3: Circuits and Yao vs. GMW
- can trade-off size for depth

- Yao has constant #rounds = good for networks with high latency (Internet)

- GMW can precompute all crypto, good for low-latency networks (LAN)

Symmetric crypto is so efficient that communication is the bottleneck.
52



&5 TECHNISCHE
2@/~ UNIVERSITAT
&P~ DARMSTADT

Thanks for your attention!

Questions?

Contact: http://encrypto.de



