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ZkSNARK for NP: setting
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Preprocessing zkSNARK for NP: setting

Variants:

e Dependence on f

 Cheap / expensive

e Secret / public
randomness

 Publicly-verifiable /

designated-verifier

proof m

Prover P




Preprocessing SNARKSs for NP
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[Groth10]
[Lipmaal?2]

QAP-based
[GGPR13]

Reinterpreted as linear
PCPs: [BCIOP13]
[SBVBBW13]

Improvements: [PGHR13]
BCTV14usenix] [BBFR15]
[CFHKKNPX15] ...

DFGK14]

Proof size CRS size Prover
(field elements) runtime
42 0(s%) 0(s?)
39 0(s) 0(s?)
—3 0(s) 0(s)

Preprocessing Is

private-coin and costs 0(s)

4

0(s)

0(s)



ZzkSNARK construction via QAP and Linear PCPs

Computation

Algebraic Circuit

R1CS

QAP

Linear PCP

Linear Interactive Proof
ZkSNARK
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Computation =
Arithmetic Circuit

Efficient computation f ().
e Deterministic f(x) » y
« Nondeterministic: Iw: f(x,w) = y

AN

completeness soundness,
PoK

N\

Arithmetic circuit C(-,-) over F.
3z: C(x,y) accepts with internal values z € F"
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Arithmetic Circuit =

R1CS (Rank-1 Quadratic System)

[GGPR13

Arithmetic circuit C(-,-) over F.
Jz: C(x,y) accepts with internal values z € F"

Mcompleteness

soundness,

[

PoK

3z € F":
Vi €{1,..,m}:

1

T

X
Y
Z

a;

R1CS (Clj, b], Cj);_n=1 vectors In [Fk.

iC

N [RR e

N LK IR P
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Expressing gates as constraints:

Multiplication gate in C
converted into a
constraint:

Addition gate in C
converted into a
constraint:

Generally, any
bilinear gate.

14

T

1
X
Y

N

1
X
Y

N

<L| R |-

<|x |F

N

SN

N

<|x [P

N

<L | R |-

N




R1CS (Rank-1 Quadratic Constraint System) =

QAP (Quadratic Arithmetic Program) [GGPR13]
R1CS (a;, b;, CJ')J-=1 vectors in F~.
Jdz € F™: L 1 1
' X X X
Vi €{1,..,m}: y| % - |y = |y |9
Z VA Z
Matrices (4, B, C) in F**™, 3z € F™: ”
1 1 1
X X X
y A y 2 y C =[0™
Z Z Z
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R1CS = QAP (cont.)

the ideal of all polynomials

(Intuition: V(a) generates
that vanish on S.

N

Matrices [1]] 1" 1]
(4,B,C) X X o
in Fkxm Y 4 Y B —|y
HZ = [Fm: 7 interpolate to 4;(a) 7 interpolate to B;(a) 7 interpolate to\
N\

FixS={a,..ap,}cF. Fori=1,..,kandj=1,..m: N T
Let A;(a) be the degree-(m — 1) polynomial such that 4;(a;) = 4; ;.
Likewise B;(a), C;(a). Let V(a) = [1jL,(@ — ;) , vanishing on S.

\Z

QAP: (4;(a), Bi(a), Ci(“))?ﬂ and V polynomials in F[a].
Let Px,y,z(a) = Ax,y,z(a) ' Bx,y,z(a) — Cx,y,z(a)

3z € F": Nﬁlloga% 1TBOE“% 1Tgo((“))
. . 1 a B]_ a 1 a

V(a) d|V|ciI§? Py, () ; s ;C/ ;
EIH(“): Px,y,z ((X) — H(“)V(a) Z A (@) Z B, () A C.(a)
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QAP = Linear PCP [GGPR13] [BCIOP13] [BCGTV13]

QAP: (4;(a), Bi(a), Ci(a))f=1 and V polynomials in F[a].
Let Px,y,z(“) = Ax,y,z(a) ' Bx,y,z(a) — Cx,y,z(“)

Jz € F": 1TA0€“3 1/'[Bo(a) 1]'[Co ()
IH(a): x| (O] o [ B@) 6@

Px,y,z(“) = H(a)V (a) A0k Y 4
“Nag@| |7 | Be(a) “I (@)

Probabilistic check:
Draw t <5 [F and check r,, (0 2 HD) V(D).

e Soundness: polynomial identity testing with degree <2m « |[F|
Let m = (1, x,y,z h) where h is the coefficient vector of H.

* Then this check can be done by 4 linear queries to m,
retrieving the monomials.
(Plus a 5th for checking x, y via random linear combination.)

» Any 7 still commits to some low-degree H(z) P..., (7).



QAP = Linear PCP: the algorithms

Let Px,y,z(“) = Ax,y,z(a) ' Bx,y,z(a) — Cx,y,z(“)
1[Ag(@)]  [1]"Bo(a) 11" Co (@)
x| 141(@) x| |B1(@) x| |C1(a@)

3H (a): y y| | — |y
Px,y,z(a) = H(a)V(a) ; ; ;
A(a) By (a) Cr (@)

* Prover: compute H and its coefficient vector h;
Output T = (1, x, y, z, h) where h is the coefficient vector of H.

* Query: Verify: draw t <5 [F, make linear queries to = according to .
» Decision: check a In the answers.

—/

{ Later: important for public verifiability (will use of pairings). }
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QAP = Linear PCP: adding ZK

Let Px,y,z(a) = Ax,y,z(“) ' Bx,y,z(“) — Cx,y,z(a)
1'[4,(@)]  [1]'[Bo(a) 1/'[Co(a)
o [A1(@)| [, [Bi(@) o |C(@)
y y y
“INAg@| |7 |Bk(a) 1 Cre (@)
01,0,03 <g F +8,V(a) +8,V(a) +85V (a)

Honest-Verifier Zero Knowledge:
Prover adds random multiple of V(a) to A, B, C(a).

« ZK: The queries to Ay y 7, By y 7, Cyy - return random
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Independent F elements. The query to H follows from them.
The x, y-consistency guery is predictable.




Linear PCP = Linear Interactive Proof [BCIOP13]
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Linear PCP

Prove(x,y,w)
- EeF™

q4,..,q; € F™

pd
~

aAqi, .., Ay e

(a; =m'qy)

Verity(x, y)

An LPCP is not automatically a LIP, because of consistency
(different g; may “see” different 1)

Linear Interactive Proof

Prove(x,y,w)

qi,...,q9m € F

pd
~

A, ..., A e

(a =Tlq)

Verify(x, y)




Linear PCP = Linear Interactive Proof:

adding a consistency check [BCIOP13]
Linear PCP
) q., ..., qj; € F™
Prove(x,y,w) | .
vewyw) | aeF | Veriy(xy)

m
consistency check
vk

qk+1 — 4Li=1 alql where A1) o) A <R ]F

Linear Interactive Proof
Iqll' " q’(k+1)m € F

Prove(x,y,w) — |
[ € Fk+Dx(k+1)m A, ...,0541 €EF \ Verlfy(x, Y)

21



Linear Interactive Proof =

designated-verifier SNARK [BCIOP13]
Input-Oblivious
Linear Interactive Proof Verify(x, )
fh""'q’”em ) QL
Prove(x,y,w) "
— H = ]Fkxm al, ...,ak e ]F .
S >(Dy

&

Desighated-verifier
SNARK (G, P, V)
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Linear Interactive Proof =

designated-verifier SNARK: construction
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C1

[

Cm
D

L

i

$

G: (pkE, skE) « Genf (1%)

Q |——

[u

proving key verification key
pk = (pk%, ¢y, ..y ) vk = (sk&, )
P(pk, x,y, w): V(vk, x,y,m):
A a
Prove(x,y,w) L Decgye 1 Do (20)
— [1 € Fxm | 4 | Dyy(u
C a Y
HomEval,.z(1l, ¢) k) | Decgr|—5%




Linear Interactive Proof =
designated-verifier SNARK: assumption

Linear-Only Homomorphism (~[BSW]) ..

non-falsifiable
encryption scheme that ONLY allows > assumption
[F -linear homomorphic operations _/

(e.g., knowledge variant of Paillier)

Can add ZK and PoK
with a bit more work.
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Bonus: ultrasuccinct designated-verifier SNARK
[BCIOP13]

PCP
{} randomized subset-sum

1-query Linear LCP

{} trivially

1-query Linear Interactive
Proof Efficiency caveat:

@ Pailllier + knowledge prover computes

Designated-verifier SNARK | & full-blown
where the proof is a single | “query-efficient”
Paillier ciphertext PCP.
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Linear Interactive Proof =

(publicly-verifiable) SNARK [BCIOP13]
Input-Oblivious
Linear Interactive Proof Verify(x, )
<q1""’quF ) QL
Prove(x,y,w) "
— H = ]Fk)(m al, ,ak € ]F v
\ -|Dy

&

(Publicly-verifiable)
SNARK (G, P, V)
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Linear Interactive Proof =
(publicly-verifiable) SNARK: approach  [BCIOP13]

Being able to test properties of the prover’s answers
implies that we must give up semantic security. Need:

Encpi(-) with

- guadratic predicate test Bilinear maps

Dominates V runtime

- linear-only homomorphism
- A-power one-wayness

Knowledge of Exponent
Unfalsfiable.

Also need the LIP, hence, underlying Linear PCP,
to have low-degree () and D algorithms. QAP works!

31



ZzkSNARK construction via QAP and Linear PCPs

@ the ONION
Com put atIOn America’s Finest News Source.
o Frank Gehry No Longer
Algebraic Circuit Allowed To Make
Sandwiches For
R1CS Grandkids
QAP
Linear PCP

Linear Interactive Proof
ZkSNARK
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~ull [PGHR13] protocol ([BCTV14usenix] variant)

Public parameters. A prime r, two cyclic groups &4 and G2 of order
r with generators 77; and P> respectively, and a pairing e: &1 =< G —
G (where G is also cyclic of order 7).

(a) Key generator &
® INPUTS: circuit ¢': F? = FF — FL
e OUTPUTS: proving key pk and verification key vk
1. Compute (A, B, C, Z) := QAPinst(C): extend A, B, C via
Amy1 = Boyos =Chaya = 2,
Amyz = Amiz = By = Bopa = Ciesr = Oy = 0.
2. Randomly sample 7. pa. pg. s, g, ac, 3,7 € F,..

3. Set pk := (', pka. pka. Pkg. Pkg. Pkc. Pke. Pk, pky ) where
forz =0.1,.... e+ 3:

Pk, , == A7) paP1 .
pkg . == B:i(7)psPz,
Pkc, = Cu(T)papseP1 .pke, = Ci(T)xcpapeP ,
Pki . := B(A:(T)pa + Bi(T)pe + Ci(7)paps) P ,

Pka . = A(T)aapaPr,
Pks . := B.(T)aspsP1 ,

and fori = 0,1, ..., d. pky , == 7" P1.
4. Setwvk := (vka, vks, vkc, vk, ,vkh., vk3. , vkz, vkic) where
vka = vaPs vk 1= agP ,vke 1= P2

YP2, vkh, 1= y8P1, vki, == ¥5P=2.
vkz ;= Z(T)papeP:, (Vklc:g}:;(] = (A(T)paPr)

=0 "

vk, =

5. Output (pk, vk).

(b) Prover P
e INPUTS: proving key pk, input & € F}, and witness @ € F*
® OUTPUTS: proof m

1. Compute (A, B, C, Z) := QAPinst(C).

2. Compute 5 := QAPwit(C, T, a) = F".

3. Randomly sample &4, d2, d3 < TF,..

4. Compute h = (ho, Ry, ..., Rg) € IE’f"‘l. which are the coefficients

of Hiz) := ﬂ%ﬂ where A, B, C € F, [z] are as follows:

A(z) = Aolz) + 271, s:Au(2) +612(2)
B(z):= Bolz) + >0, 5. B.(2) +d22(2) ,
Ciz) = Colz)+ 370, 5.C(z) + 837 (=) .

5. Set th = “same as pk,. but with pk, , = 0forz =0,1....,n".

Set pkly := “same as pka. but with pky , = 0 fori = 0,1,...,7n".
6. Letting &:= (1 c §od; ods 0dz) € FH™, compute
a 1= (T, pka). WA = (€, pkh). e = {(F, pkg), s := (<, pkE).

e 1= (&, Pkc}- e = {Z, pk::}, K = (G, pkp{}: Ty = {E.pkH}.
7. Output m 1= (WA, Ta, Te, Mg, TC, Te, TK, TH -

Key sizes. When invoked on a circuit C': F x FP — F! with a wires
and b (bilinear) gates, the key generator outputs:

o pk with (6a+b+mn 41+ 26) 1-elements and (a+4) Ga-elements;
e vk with (n + 3) Gi-elements and 5 Ga-clements.

Proof size. The proof always has 7 Z1-elements and 1 Go-element.

(c) Verifier V¥
e INPUTS: verification key vk, input ¥  F}.. and proof o
® OUTPUTS: decision bit

iy
a=1

2. Check validity of knowledge commitments for A, B, C:

1. Compute vkz 1= vkic,o + 3> x.wkic,. € Gi.

e(ma.vka) = e(ma.P2) . e(vks, m8) = e(mg. P=2) .

e(me,vke) = e(mwe, Pa) -

3. Check same coefficients were used:

e(mx, vk ) = e(vkz + wa + e, vka, ) - e(vks, , T8)

4. Check QAP divisibility:

e(vkz + wa, me) = e(mh,vkz) - e(mc, P=2)

5. Accept if and only if all the above checks succeeded.

20




[PGHR13] assumptions

e g-power Diffie-Hellman 7S

e g-strong Diffie-Hellman

e g-power Knowledge of Exponent

Assumption 2 (¢g-PKE [21]) The g-power knowledge of ex-
ponent assumption holds for G if for all A there exists a non-
uniform probabilistic polynomial time extractor ¥ g such that

Pri (p.G.Gr.e)<+ G(1%): g+ G\{1}: 0.5« Zj:

- p
O]J’ ( Cl?"Cz{ Iy s/
2@)

=c*Ac#TIL,g“" ]—negl(l()

for any auxiliary information z € {0.1}P°Y(¥) thar is gener-

ated independently of . Note that (y.z) < (A || xa)(x) sig-

nifies that on input x, A4 outputs vy, and that (g, given r/w same
w0 Input x and A’s random tape, produces z.



ZkSNARK backend implementations

* Pinocchio/Geppetto
Nttps://vc.codeplex.com

PGHR13] [CFHKKNPZ15]

 libsnark
github.com/scipr-1ab/li1bsnark

[BCGTV13a] [BCTV14crypto] [BCTV14useni] ...

e snarklib
github.com/jancarlsson/snarklib
(clone of libsnark with different C++ style by “Jan Carlsson”)

Numerous frontends (some included in the above), to
be discussed tomorrow.
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Example: libsnark backends
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[PGHR13] backend with [BCTV14usenix] Improvements

— speedof verifier by merging parts of the pairing computation
— reduced verification key size to ~1/3 (when #inputs<«#gates)

Square Span Programs [DFGK14] backend
ADSNARK backend, [BBFR15] backend

Tailored libraries for finite fields, ECC, pairings

1M arithmetic gates,
1000-bit input, desktop PC

80-bit security

128-bit security

Generator 97 s 117 s
Prover 115 s 147 s
Verifier 4.9 ms 5.1 ms

(4.7 + 0.0004|x| ms) ( 4.8+ 0.0005|x| ms)
Proof size 230 B 288 B

Full code, MIT license

github.com/scipr-lab/li1bsnark




Extensions/variants

 ADSNARK [BBFR15]

— a preprocessing SNARKS for proving statements
on authenticated data

» [DFGK14]

— A preprocessing SNARK for the language
Sqguare Span Programs, more efficient for
Boolean circuits

43



	SNARKs with Preprocessing
	Slide Number 2
	zkSNARK for NP: setting
	zkSNARK for NP: setting
	Preprocessing zkSNARK for NP: setting
	Preprocessing SNARKs for NP
	zkSNARK construction via QAP and Linear PCPs
	Computation ⇒�Arithmetic Circuit
	Arithmetic Circuit ⇒�R1CS (Rank-1 Quadratic System)		[GGPR13]
	Expressing gates as constraints:
	R1CS (Rank-1 Quadratic Constraint System) ⇒�QAP (Quadratic Arithmetic Program)       [GGPR13]
	R1CS ⇒ QAP (cont.)
	QAP ⇒ Linear PCP       [GGPR13] [BCIOP13] [BCGTV13]
	QAP ⇒ Linear PCP: the algorithms
	QAP ⇒ Linear PCP: adding ZK
	Linear PCP ⇒ Linear Interactive Proof   [BCIOP13]
	Linear PCP ⇒ Linear Interactive Proof:�adding a consistency check			[BCIOP13]
	Linear Interactive Proof ⇒ �designated-verifier SNARK                      [BCIOP13]
	Linear Interactive Proof ⇒ �designated-verifier SNARK: construction
	Linear Interactive Proof ⇒ �designated-verifier SNARK: assumption
	Bonus: ultrasuccinct designated-verifier SNARK                     [BCIOP13]
	Linear Interactive Proof ⇒ �(publicly-verifiable) SNARK			 [BCIOP13]
	Linear Interactive Proof ⇒ �(publicly-verifiable) SNARK: approach	 [BCIOP13]
	zkSNARK construction via QAP and Linear PCPs
	Full [PGHR13] protocol ([BCTV14USENIX] variant)
	[PGHR13] assumptions
	zkSNARK backend implementations
	Example: libsnark backends
	Extensions/variants
	Discussion

