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Overview

1. Compiler for MPC circuits

2. Implement ORAM as MPC circuit
⇒ Oblivious array / memory

3. Execute a set of instructions (small circuits) at every step
⇒ Oblivious execution

Oblivious machine

I 40 Hz with 1000-entry memory

I 2 Hz with 106-entry memory

Problem:

“The idea of implementing ORAM within the MPC is
not new, and figuring out the details while cumbersome, doesn’t
seem to require any new ideas or techniques. I was not able to pin
down any such ideas or any surprises when implementing ORAM in
MPC.”
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Another Look at Correlated OT

Standard
OT

x0

x1

x2

s0,x0

s1,x1

s2,x2

s0,0, s0,1

= s0,0 ⊕ y

s1,0, s1,1

= s1,0 ⊕ y

s2,0, s2,1

= s2,0 ⊕ y

xi : selection bit

y,
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Q = T + x⊗ y

y

T

x, y: strings / vectors in (F2)κ

Q,T : matrices in (F2)κ×`

Dx: matrix with diagonal x
x⊗ y: tensor product, matrix of all possible products

Errors in Correlation

Honest receiver:

Q + T = DxZ = x⊗ y =



x1y1 x1y2 x1y3 x1y4 x1y5 x1y6 x1y7
x2y1 x2y2 x2y3 x2y4 x2y5 x2y6 x2y7
x3y1 x3y2 x3y3 x3y4 x3y5 x3y6 x3y7
x4y1 x4y2 x4y3 x4y4 x4y5 x4y6 x4y7
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x6y1 x6y2 x6y3 x6y4 x6y5 x6y6 x6y7
x7y1 x7y2 x7y3 x7y4 x7y5 x7y6 x7y7




At least one error in i-th row ⇒ selective failure attack on xi
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x · y = (x + a− a) · (y + b − b)= (x + a) · (y + b) − (y + b) · a − (x + a) · b + a · b

Masked and opened Random secret triple

OT Extension

1. κ base OTs

2. Extend length with pseudorandom functions

3. Introduce correlation

4. Transpose

5. Hash to break correlation

Another Look at Correlated OT

Mult
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Q = T + x⊗ y

y

T

x, y: strings / vectors in (F2)κ
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x⊗ y: tensor product, matrix of all possible products
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x5y1 x5 x5y3 x5y4 x5y5 x5y6 x5y7

x6 x6y2 x6 x6 x6y5 x6y6 x6y7
x7y1 x7y2 x7y3 x7y4 x7y5 x7y6 x7y7




At least one error in i-th row ⇒ selective failure attack on xi

Correlation Check

Honest receiver: Q + T = x⊗ y
⇔ qj + tj = yj · x for all columns of Q,T

Tricks

I Check random linear combination for j = 1, . . . , `

I Confuse (F2)κ and F2κ

Protocol

1. Sample χ1, . . . , χ` securely

2. Receiver computes and sends v =
∑

j χj · tj and w =
∑

j χj · yj
3. Sender checks whether

∑
j χj · qj + v = w · x
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while . . . dodonecircuitcircuitcircuit

if . . . thenelseficircuitcircuitToolchain Overview

Python-like high-level code

Compiler

Bytecode

Virtual machine

I CompilerI PythonI Easier developmentI Circuit optimizationI Virtual machineI Online phaseI C++I FastI ∼ 150 instructions

Another Look at Correlated OT

Mult

x

Q = T + x⊗ y

y

T

x, y: strings / vectors in (F2)κ

Q,T : matrices in (F2)κ×`

Dx: matrix with diagonal x
x⊗ y: tensor product, matrix of all possible products

Errors in Correlation

Dishonest receiver:

Q + T = DxZ = x⊗ y + DxE =



x1y1 x1y2 x1y3 x1y4 x1y5 x1y6 x1y7
x2y1 x2y2 x2y3 x2y4 x2y5 x2y6 x2y7

x3y1 x3y2 x3y3 x3y4 x3 x3y6 x3y7
x4y1 x4y2 x4y3 x4y4 x4y5 x4y6 x4y7

x5y1 x5 x5y3 x5y4 x5y5 x5y6 x5y7

x6 x6y2 x6 x6 x6y5 x6y6 x6y7
x7y1 x7y2 x7y3 x7y4 x7y5 x7y6 x7y7




At least one error in i-th row ⇒ selective failure attack on xi

Correlation Check

Honest receiver: Q + T = x⊗ y
⇔ qj + tj = yj · x for all columns of Q,T

Tricks

I Check random linear combination for j = 1, . . . , `

I Confuse (F2)κ and F2κ

Protocol

1. Sample χ1, . . . , χ` securely

2. Receiver computes and sends v =
∑

j χj · tj and w =
∑

j χj · yj
3. Sender checks whether

∑
j χj · qj + v = w · x

Correlation Check II

Dishonest receiver: Q + T = DxZ

I z1, . . . , z` columns of Z , not all (0, . . . , 0) or (1, . . . , 1)

I x ∗ z1, . . . , x ∗ z` columns of DxZ

Receiver needs to compute v,w such that

v + w · x =
∑

j

χj · qj

=
∑

j

χj · (tj + zj ∗ x)

Intuition: Impossible without some guessing about x
if z1, . . . , z` not all (0, . . . , 0) or (1, . . . , 1)

Proof: Not straightforward
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I GenerallyI Secret pointersI Secret type of access if neededI Oblivious array / dictionaryI Secret index / keyI Secret whether reading or writingI Oblivious priority queueI Secret priority and valueI Secret whether decreasing priority or inserting
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Tricks
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Correlation Check II

Dishonest receiver: Q + T = DxZ

I z1, . . . , z` columns of Z , not all (0, . . . , 0) or (1, . . . , 1)

I x ∗ z1, . . . , x ∗ z` columns of DxZ
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Intuition: Impossible without some guessing about x
if z1, . . . , z` not all (0, . . . , 0) or (1, . . . , 1)

Proof: Not straightforward

Correlation Check III

Receiver needs to compute w such that

v + w · x =
∑

j

χj · (tj + zj ∗ x)

Example

zj = (1, 0, 1, 0, . . . , 1, 0) for all j . If x1 = x2, x3 = x4, . . . ,

⇒ x ∗ zj = x/(1 + X ) for all j

⇒ v =
∑

j χj · tj , w = (1 + X )−1 ·∑j χj

Theorem (Almost sufficient)

The receiver can learn whether x is in some affine
(κ−m)-dimensional space with success probability 2−m.
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I GenerallyI Secret pointersI Secret type of access if neededI Oblivious array / dictionaryI Secret index / keyI Secret whether reading or writingI Oblivious priority queueI Secret priority and valueI Secret whether decreasing priority or inserting

Correlation Check

Honest receiver: Q + T = x⊗ y
⇔ qj + tj = yj · x for all columns of Q,T

Tricks

I Check random linear combination for j = 1, . . . , `

I Confuse (F2)κ and F2κ

Protocol

1. Sample χ1, . . . , χ` securely

2. Receiver computes and sends v =
∑

j χj · tj and w =
∑

j χj · yj
3. Sender checks whether

∑
j χj · qj + v = w · x

Correlation Check II

Dishonest receiver: Q + T = DxZ

I z1, . . . , z` columns of Z , not all (0, . . . , 0) or (1, . . . , 1)

I x ∗ z1, . . . , x ∗ z` columns of DxZ

Receiver needs to compute v,w such that

v + w · x =
∑

j

χj · qj

=
∑

j

χj · (tj + zj ∗ x)

Intuition: Impossible without some guessing about x
if z1, . . . , z` not all (0, . . . , 0) or (1, . . . , 1)

Proof: Not straightforward

Correlation Check III

Receiver needs to compute w such that

v + w · x =
∑

j

χj · (tj + zj ∗ x)

Example

zj = (1, 0, 1, 0, . . . , 1, 0) for all j . If x1 = x2, x3 = x4, . . . ,

⇒ x ∗ zj = x/(1 + X ) for all j

⇒ v =
∑

j χj · tj , w = (1 + X )−1 ·∑j χj

Theorem (Almost sufficient)

The receiver can learn whether x is in some affine
(κ−m)-dimensional space with success probability 2−m.

Correlation Check – The Other Side

Leakage∑
j χj · yj gives information about y

Solution
Discard enough bits of y
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Dishonest receiver: Q + T = DxZ

I z1, . . . , z` columns of Z , not all (0, . . . , 0) or (1, . . . , 1)

I x ∗ z1, . . . , x ∗ z` columns of DxZ

Receiver needs to compute v,w such that

v + w · x =
∑

j

χj · qj

=
∑

j

χj · (tj + zj ∗ x)

Intuition: Impossible without some guessing about x
if z1, . . . , z` not all (0, . . . , 0) or (1, . . . , 1)

Proof: Not straightforward

Correlation Check III

Receiver needs to compute w such that

v + w · x =
∑

j

χj · (tj + zj ∗ x)

Example

zj = (1, 0, 1, 0, . . . , 1, 0) for all j . If x1 = x2, x3 = x4, . . . ,

⇒ x ∗ zj = x/(1 + X ) for all j

⇒ v =
∑

j χj · tj , w = (1 + X )−1 ·∑j χj

Theorem (Almost sufficient)

The receiver can learn whether x is in some affine
(κ−m)-dimensional space with success probability 2−m.

Correlation Check – The Other Side

Leakage∑
j χj · yj gives information about y

Solution
Discard enough bits of y

Experiments

I 10 million OTs

I 8 threads

LAN WAN
Passive security 3.3258 s 13.1510 s
Active security 3.3516 s 13.4157 s
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ClientMPC circuit ServerSecret Sharing
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Correlation Check III

Receiver needs to compute w such that

v + w · x =
∑

j

χj · (tj + zj ∗ x)

Example

zj = (1, 0, 1, 0, . . . , 1, 0) for all j . If x1 = x2, x3 = x4, . . . ,

⇒ x ∗ zj = x/(1 + X ) for all j

⇒ v =
∑

j χj · tj , w = (1 + X )−1 ·∑j χj

Theorem (Almost sufficient)

The receiver can learn whether x is in some affine
(κ−m)-dimensional space with success probability 2−m.

Correlation Check – The Other Side

Leakage∑
j χj · yj gives information about y

Solution
Discard enough bits of y

Experiments

I 10 million OTs

I 8 threads

LAN WAN
Passive security 3.3258 s 13.1510 s
Active security 3.3516 s 13.4157 s

Part II

Beyond – The Road to SPDZ
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Correlation Check III

Receiver needs to compute w such that

v + w · x =
∑

j

χj · (tj + zj ∗ x)

Example

zj = (1, 0, 1, 0, . . . , 1, 0) for all j . If x1 = x2, x3 = x4, . . . ,

⇒ x ∗ zj = x/(1 + X ) for all j

⇒ v =
∑

j χj · tj , w = (1 + X )−1 ·∑j χj

Theorem (Almost sufficient)

The receiver can learn whether x is in some affine
(κ−m)-dimensional space with success probability 2−m.

Correlation Check – The Other Side

Leakage∑
j χj · yj gives information about y

Solution
Discard enough bits of y

Experiments

I 10 million OTs

I 8 threads

LAN WAN
Passive security 3.3258 s 13.1510 s
Active security 3.3516 s 13.4157 s

Amplified Correlated OT

TinyOT: Check correlated OT, then amplify

SPDZ: Check in sacrificing, amplify first?

Amplification with random matrix M ∈ F`×3`2 (honest receiver):

MQ + MT = MDxZ

= M · (x⊗ y)

+ DxE

= (Mx)⊗ y

+ MDxE
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Amplified Correlated OT

TinyOT: Check correlated OT, then amplify

SPDZ: Check in sacrificing, amplify first?

Amplification with random matrix M ∈ F`×3`2 (dishonest receiver):

MQ + MT = MDxZ

= M · (x⊗ y) + DxE

= (Mx)⊗ y + MDxE
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ClientMPC circuit ServerSecret Sharingx$x$x$x$x$RevealTree-based ORAM

I Variant of Path ORAM by Stefanov et al.(CCS 2013)I Eviction involves pushing entries along path1. Sort entries according to lowest possible path2. Insert dummy entries to complete nodes3. Oblivious shuffle:Waksman network of conditional swap gates4. Reveal positions

Correlation Check – The Other Side

Leakage∑
j χj · yj gives information about y

Solution
Discard enough bits of y

Experiments

I 10 million OTs

I 8 threads

LAN WAN
Passive security 3.3258 s 13.1510 s
Active security 3.3516 s 13.4157 s

Amplified Correlated OT

TinyOT: Check correlated OT, then amplify

SPDZ: Check in sacrificing, amplify first?

Amplification with random matrix M ∈ F`×3`2 (dishonest receiver):

MQ + MT = MDxZ

= M · (x⊗ y) + DxE

= (Mx)⊗ y + MDxE

Amplification of Errors

Amplification with random matrix M ∈ F`×3`2 :

MDxZ = (Mx)⊗ y + MDxE =

M ·




x1y1 x1y2 x1y3 x1y4 x1y5 x1y6 x1y7
x2y1 x2y2 x2y3 x2y4 x2y5 x2y6 x2y7

x3y1 x3y2 x3y3 x3y4 x3 x3y6 x3y7
x4y1 x4y2 x4y3 x4y4 x4y5 x4y6 x4y7
x5y1 x5y2 x5y3 x5y4 x5y5 x5y6 x5y7
x6y1 x6y2 x6y3 x6y4 x6y5 x6y6 x6y7
x7y1 x7y2 x7y3 x7y4 x7y5 x7y6 x7y7




Few errors: Mx independent of errors with high probability

Many errors: MDxE has high entropy
⇒ SPDZ sacrifice will fail with high probability



HowtoImplement(ORAMin)MPCMarcelKellerPeterSchollNigelSmartUniversityofBristol21February2014Overview1.HowtoImplementMPC2.ORAMinMPCPartIHowtoImplementMPCSPDZ:MPCwithPreprocessingOfflinePhaseCorrelatedRandomnessOnlinePhaseSecretInputsOutputsIOfflinePhaseIIndependentofsecretinputsIHomomorphicencryptionwithdistributeddecryptionIHighlyparallelizableIOnlinePhaseINoencryptionIInformation-theoreticsecurityinrandomoraclemodelHowtoShareaSecretwithAuthenticationSharesMACsharesMACkeya1+b1γ(a)1+γ(b)1α1a2+b2γ(a)2+γ(b)2α2a3+b3γ(a)3+γ(b)3α3a+bα·(a+b)α=∑iai+bi=∑i γ(a)i+γ(b)i=∑iαi=a+bMultiplicationwithRandom Triple(BeaverRandomization)x·y=(x +a−a)·(y+b−b)=(x+a)·(y+b) −(y+b) ·a−(x+a) ·b+a·bMaskedandopened RandomsecrettripleToolchain OverviewPython-like high-level codeCompilerBytecodeVirtualmachine I CompilerIPythonIEasierdevelopmentICircuitoptimizationISpeednotan issueIMemoryoverheadI VirtualmachineIOnlinephaseIC++IFastI∼ 150instructionsCore Technique: I/O Parallelizationz =x ·yu =z ·w1. Maskandopen x and y2. Compute z3. Maskandopen z and w4. Compute u z =x ·yu =v ·w1. Mask and openx , y , v, and w2. Compute z and uPart IIThe Oblivious MachineOblivious Data StructuresI GenerallyI Secret pointersI Secret type of access if neededI Oblivious array / dictionaryI Secret index / keyI Secret whether reading or writingI Oblivious priority queueI Secret priority and valueI Secret whether decreasing priority or insertingOblivious RAM in MPC

ClientMPC circuit ServerSecret Sharingx$x$x$x$x$RevealTree-based ORAM

I Variant of Path ORAM by Stefanov et al.(CCS 2013)I Eviction involves pushing entries along path1. Sort entries according to lowest possible path2. Insert dummy entries to complete nodes3. Oblivious shuffle:Waksman network of conditional swap gates4. Reveal positions
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j χj · yj gives information about y

Solution
Discard enough bits of y

Experiments
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LAN WAN
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Amplified Correlated OT

TinyOT: Check correlated OT, then amplify

SPDZ: Check in sacrificing, amplify first?

Amplification with random matrix M ∈ F`×3`2 (dishonest receiver):

MQ + MT = MDxZ

= M · (x⊗ y) + DxE

= (Mx)⊗ y + MDxE

Amplification of Errors

Amplification with random matrix M ∈ F`×3`2 :

MDxZ = (Mx)⊗ y + MDxE =

M ·




x1 x1y2 x1y3 x1y4 x1y5 x1y6 x1y7

x2y1 x2y2 x2 x2y4 x2y5 x2y6 x2y7

x3y1 x3y2 x3y3 x3y4 x3 x3y6 x3y7
x4y1 x4y2 x4y3 x4y4 x4y5 x4y6 x4y7

x5y1 x5 x5y3 x5y4 x5y5 x5y6 x5y7

x6 x6y2 x6 x6 x6y5 x6y6 x6y7
x7y1 x7y2 x7y3 x7y4 x7y5 x7y6 x7y7




Few errors: Mx independent of errors with high probability

Many errors: MDxE has high entropy
⇒ SPDZ sacrifice will fail with high probability
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I Variant of Path ORAM by Stefanov et al.(CCS 2013)I Eviction involves pushing entries along path1. Sort entries according to lowest possible path2. Insert dummy entries to complete nodes3. Oblivious shuffle:Waksman network of conditional swap gates4. Reveal positions

Experiments
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LAN WAN
Passive security 3.3258 s 13.1510 s
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Amplified Correlated OT

TinyOT: Check correlated OT, then amplify

SPDZ: Check in sacrificing, amplify first?

Amplification with random matrix M ∈ F`×3`2 (dishonest receiver):

MQ + MT = MDxZ

= M · (x⊗ y) + DxE

= (Mx)⊗ y + MDxE

Amplification of Errors

Amplification with random matrix M ∈ F`×3`2 :

MDxZ = (Mx)⊗ y + MDxE =

M ·




x1 x1y2 x1y3 x1y4 x1y5 x1y6 x1y7
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


Few errors: Mx independent of errors with high probability

Many errors: MDxE has high entropy
⇒ SPDZ sacrifice will fail with high probability

Generating F2n SPDZ Triples

Amplified correlated OT is a two-party tensor product box
⇒ Use for every pair of parties

Protocol

1. Pairwise amplified OT to get secret-shared triple
[a], [b], [c = a · b]

2. Pairwise leaky correlated OT to get secret-shared MACs
[a ·∆], [b ·∆], [c ·∆]

3. Improved SPDZ sacrifice (error detection)

Running Time

Estimate: 200 times faster than SPDZ for F2n
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ClientMPC circuit ServerSecret Sharingx$x$x$x$x$RevealTree-based ORAM

I Variant of Path ORAM by Stefanov et al.(CCS 2013)I Eviction involves pushing entries along path1. Sort entries according to lowest possible path2. Insert dummy entries to complete nodes3. Oblivious shuffle:Waksman network of conditional swap gates4. Reveal positions

Experiments

I 10 million OTs

I 8 threads

LAN WAN
Passive security 3.3258 s 13.1510 s
Active security 3.3516 s 13.4157 s

Amplified Correlated OT

TinyOT: Check correlated OT, then amplify

SPDZ: Check in sacrificing, amplify first?

Amplification with random matrix M ∈ F`×3`2 (dishonest receiver):

MQ + MT = MDxZ

= M · (x⊗ y) + DxE

= (Mx)⊗ y + MDxE

Amplification of Errors

Amplification with random matrix M ∈ F`×3`2 :

MDxZ = (Mx)⊗ y + MDxE =

M ·
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x1 x1y2 x1y3 x1y4 x1y5 x1y6 x1y7

x2y1 x2y2 x2 x2y4 x2y5 x2y6 x2y7

x3y1 x3y2 x3y3 x3y4 x3 x3y6 x3y7
x4y1 x4y2 x4y3 x4y4 x4y5 x4y6 x4y7

x5y1 x5 x5y3 x5y4 x5y5 x5y6 x5y7

x6 x6y2 x6 x6 x6y5 x6y6 x6y7
x7y1 x7y2 x7y3 x7y4 x7y5 x7y6 x7y7




Few errors: Mx independent of errors with high probability

Many errors: MDxE has high entropy
⇒ SPDZ sacrifice will fail with high probability

Generating F2n SPDZ Triples

Protocol

1. Pairwise amplified OT to get secret-shared triple

2. Pairwise leaky correlated OT to get secret-shared MACs

3. Improved SPDZ sacrifice (error detection)

Attacks

I Cheating in amplified OT:
Erased by amplification or fail error detection

I Cheating in leaky correlated OT:
Some bits of MAC key are leaked. Not an issue because
complete leakage succeeds only with negligible probability

I Use different inputs for different parties: fail error detectin
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if secret bit thensomethingelsesomething completely differentI Branch on secret values⇒ Current instruction must be secret⇒ Execute all possible instructions in every step,combine results with all-zero-but-one-one vector⇒ Oblivious code memory⇒ Current data address must be secret⇒ Oblivious data memoryI Cannot avoid leaking running time of programI Minimize number of data accesses per stepI Oblivious accesses: can be read, write, or bothI Three is enough, e.g., read two values, write result

Amplified Correlated OT

TinyOT: Check correlated OT, then amplify

SPDZ: Check in sacrificing, amplify first?

Amplification with random matrix M ∈ F`×3`2 (dishonest receiver):

MQ + MT = MDxZ

= M · (x⊗ y) + DxE

= (Mx)⊗ y + MDxE

Amplification of Errors

Amplification with random matrix M ∈ F`×3`2 :
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M ·
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Few errors: Mx independent of errors with high probability

Many errors: MDxE has high entropy
⇒ SPDZ sacrifice will fail with high probability

Generating F2n SPDZ Triples

Protocol

1. Pairwise amplified OT to get secret-shared triple

2. Pairwise leaky correlated OT to get secret-shared MACs

3. Improved SPDZ sacrifice (error detection)

Attacks

I Cheating in amplified OT:
Erased by amplification or fail error detection

I Cheating in leaky correlated OT:
Some bits of MAC key are leaked. Not an issue because
complete leakage succeeds only with negligible probability

I Use different inputs for different parties: fail error detectin

Toolchain

Base OTs

Leaky Correlated OT

Checked Correlated OT

Extended OT

Amplified Correlated OT

SPDZ Triples

Fixed MAC key
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CPU/ORAM in PythonCircuit compilerCircuit bytecodeCircuit machine

C codeclangLLVM bytecodeMachine compilerMachine bytecodeSpeed
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Hz)Amplification of Errors

Amplification with random matrix M ∈ F`×3`2 :

MDxZ = (Mx)⊗ y + MDxE =

M ·
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
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Few errors: Mx independent of errors with high probability

Many errors: MDxE has high entropy
⇒ SPDZ sacrifice will fail with high probability

Generating F2n SPDZ Triples

Protocol

1. Pairwise amplified OT to get secret-shared triple

2. Pairwise leaky correlated OT to get secret-shared MACs

3. Improved SPDZ sacrifice (error detection)

Attacks

I Cheating in amplified OT:
Erased by amplification or fail error detection

I Cheating in leaky correlated OT:
Some bits of MAC key are leaked. Not an issue because
complete leakage succeeds only with negligible probability

I Use different inputs for different parties: fail error detectin

Toolchain

Base OTs

Leaky Correlated OT

Checked Correlated OT

Extended OT

Amplified Correlated OT

SPDZ Triples

Fixed MAC key
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Hashing Step

Extended random OT: j-th input is H(qj) and H(qj + x)

H(qj) = H(tj + x ∗ zj)
H(qj + x) = H(tj + x ∗ zj)

Theorem (Sufficient)

If the check passes with probability 2−m, then κ−m bits of either
x ∗ zj or x ∗ zj remain unknown to the sender of the base OT /
receiver of the extended OT.
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