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Some	
  limita7ons	
  in	
  	
  
90s	
  and	
  00s	
  viewpoint	
  

•  Encryp7on	
  and	
  authen7city	
  as	
  separate	
  
primi7ves	
  leads	
  to	
  problems	
  
– Not	
  enough	
  guidance	
  to	
  implementers	
  
– Get	
  the	
  order	
  wrong	
  
– Even	
  with	
  “right”	
  generic	
  composi7on,	
  problems	
  
can	
  arise	
  

•  Nonces	
  can	
  be	
  confusing	
  to	
  developers	
  
•  Record	
  layers	
  are	
  much	
  more	
  than	
  “just”	
  
authen7cated	
  encryp7on	
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The	
  expanding	
  role	
  of	
  SE	
  

•  Recogni7on	
  that	
  the	
  crypto	
  should	
  do	
  more	
  to	
  
help	
  implementers	
  

•  Crypto	
  needs	
  to	
  work	
  around	
  system	
  
constraints	
  
– Bad	
  nonces	
  should	
  be	
  protected	
  against	
  to	
  best	
  
extent	
  possible	
  (defense-­‐in-­‐depth)	
  

– API	
  should	
  be	
  simple	
  
– Systems	
  oVen	
  can’t	
  be	
  redesigned	
  (e.g.,	
  format-­‐
preserva7on,	
  passwords)	
  

3	
  



Our	
  game-­‐plan	
  today	
  
We	
  will	
  build	
  two	
  widely	
  needed	
  primi7ves:	
  
•  Authen'cated	
  encryp'on	
  

–  Contemporary	
  viewpoint	
  on	
  AE	
  
–  Two	
  flavors	
  (speed	
  versus	
  security	
  trade-­‐off)	
  

•  Format-­‐preserving	
  encryp'on	
  
– Used	
  widely	
  in	
  industry	
  for	
  fixed-­‐field	
  encryp7on	
  
(credit	
  card	
  numbers,	
  etc.)	
  

–  Length-­‐preserving	
  encryp7on	
  as	
  special	
  case	
  	
  
•  Time	
  allowing:	
  other	
  SE	
  primi7ves	
  such	
  as	
  
message-­‐locked	
  encryp7on,	
  honey	
  encryp7on,	
  
password-­‐based	
  encryp7on	
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Lecture	
  plan	
  

1.  Tweakable	
  PRPs	
  and	
  shuffling	
  
2.  Nonce-­‐based	
  symmetric	
  encryp7on	
  
3.  Format-­‐preserving	
  encryp7on	
  
4.  Further	
  symmetric	
  primi7ves	
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Tweakable	
  PRPs	
  and	
  Shuffling	
  

Thomas	
  Ristenpart	
  
University	
  of	
  Wisconsin	
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High	
  level	
  views	
  of	
  building	
  	
  
symmetric	
  encryp7on	
  

One-­‐way	
  	
  
func7on	
  

PRPs/PRFs	
   Encryp7on,	
  
MACs	
  

Blockcipher	
  
(assumed	
  PRP)	
  

Encryp7on,	
  
MACs	
  

Blockcipher	
  
(assume	
  PRP)	
  

Authen7cated-­‐	
  
Encryp7on,	
  
Format-­‐preserving	
  
encryp7on	
  

Authen7cated-­‐	
  
Encryp7on	
  

Tweakable	
  
PRPs	
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First	
  up:	
  the	
  basic	
  building	
  blocks	
  
•  Recall	
  PRFs	
  and	
  PRPs	
  
•  Feistel	
  and	
  Shuffling	
  

–  Thorpe	
  
•  Tweakable	
  block	
  ciphers	
  

–  Built	
  from	
  Thorp	
  
•  Mix-­‐and-­‐Cut	
  

–  Pseudorandom	
  separators	
  
•  Tweakable	
  block	
  ciphers	
  from	
  PRPs:	
  

–  Simple	
  LRW	
  construc7on	
  
–  XE(X)	
  construc7ons	
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Pseudorandom	
  func7ons	
  (PRFs)	
  

•  Keyed	
  func7on	
  family	
  indis7nguishable	
  from	
  
random	
  func7on	
  

	
  	
  
	
  

•  *	
  is	
  a	
  bit	
  misleading:	
  usually	
  fixed	
  set,	
  but	
  we’ll	
  
cheat	
  for	
  simplicity	
  

•  Examples:	
  
–  CBC-­‐mode	
  using	
  suitable	
  block	
  cipher	
  
– HMAC	
  using	
  suitable	
  hash	
  func7on	
  
–  Theore7cal	
  construc7ons	
  from	
  any	
  OWF	
  

F : {0, 1}k ⇥ {0, 1}⇤ ! {0, 1}n
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Can	
  adversary	
  dis7nguish	
  between	
  secret-­‐keyed	
  func7on	
  	
  
and	
  a	
  random	
  func7on?	
  

Pseudorandom	
  func7ons	
  (PRFs)	
  

Game PRF1F
K $ {0, 1}k
b0 $ AFK

ret b0

We	
  will	
  measure	
  adversarial	
  resources	
  concretely	
  :	
  running	
  7me	
  and	
  queries	
  	
  
Proving	
  “low”	
  advantage	
  for	
  large	
  resources	
  translated	
  as	
  providing	
  security	
  

Game PRF0n
⇢ $ Func(n)
b0 $ A⇢

ret b0

Advprf
F (A) =

��Pr
⇥
PRF1AF ) 1

⇤
� Pr

⇥
PRF0An ) 1

⇤��

Pick	
  a	
  random	
  
func7on	
  with	
  
range	
  n	
  bits	
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Pseudorandom	
  permuta7ons	
  (PRPs)	
  

•  Keyed	
  permuta7on	
  family	
  indis7nguishable	
  from	
  random	
  
permuta7on	
  

	
  	
  
	
  

•  A	
  block	
  cipher	
  is	
  just	
  a	
  keyed	
  family	
  of	
  permuta7ons	
  for	
  
which	
  enciphering	
  and	
  deciphering	
  are	
  efficient	
  

•  Examples:	
  
–  AES	
  
–  3DES	
  
–  Luby-­‐Rackoff	
  using	
  random	
  func7ons	
  

E : {0, 1}k ⇥ {0, 1}n ! {0, 1}n

8K,M . E�1(K,E(K,M)) = M
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Pseudorandom	
  permuta7ons	
  (PRPs)	
  
Can	
  adversary	
  dis7nguish	
  between	
  secret-­‐keyed	
  permuta7on	
  	
  
and	
  random	
  permuta7on?	
  

Game PRP1F
K $ {0, 1}k
b0 $ AEK

ret b0

We	
  will	
  measure	
  concretely	
  adversarial	
  resources:	
  running	
  7me	
  and	
  queries	
  	
  
Proving	
  “low”	
  advantage	
  for	
  large	
  resources	
  translated	
  as	
  providing	
  security	
  

Game PRP0n
⇡ $ Perm(n)
b0 $ A⇡

ret b0

Advprp
E (A) =

��Pr
⇥
PRP1AE ) 1

⇤
� Pr

⇥
PRP0An ) 1

⇤��

Pick	
  a	
  random	
  
permuta7on	
  with	
  
range	
  n	
  bits	
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PRP/PRF	
  Switching	
  lemma	
  
•  A	
  PRP	
  for	
  largish	
  n	
  is	
  already	
  good	
  PRF!	
  (and	
  visa-­‐
versa)	
  

•  Proof	
  uses	
  rela7vely	
  straighoorward	
  birthday	
  
bounds	
  

•  Loosely	
  speaking,	
  means	
  we	
  can	
  think	
  of	
  good	
  
block	
  ciphers	
  as	
  either	
  random	
  func7ons	
  or	
  
random	
  permuta7ons	
  (when	
  secretly	
  keyed)	
  

	
  

Theorem. Fix n. Then for any adversary A making q oracle queries

��Pr
⇥
PRP0An ) 1

⇤
� Pr

⇥
PRF0An ) 1

⇤��  q2

2n
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Revisi7ng	
  a	
  classical	
  ques7on	
  

•  How	
  to	
  build	
  PRPs	
  from	
  PRFs?	
  	
  

•  Why?	
  
– Cool	
  theory	
  (shuffling	
  viewpoint	
  on	
  block	
  ciphers)	
  
– Tweakable	
  PRPs	
  trivial	
  given	
  good	
  PRP-­‐from-­‐PRF	
  
construc7on	
  

– Needed	
  for	
  format-­‐preserving	
  encryp7on	
  since	
  no	
  
good	
  block	
  ciphers	
  of	
  right	
  block	
  sizes	
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PRPs	
  from	
  PRFs	
  
•  Recall	
  Feistel	
  networks	
  

– Split	
  input	
  in	
  half	
  
– Apply	
  PRF	
  to	
  one	
  half	
  
– XOR	
  with	
  leV	
  half	
  	
  
– Drop	
  right	
  half	
  down	
  to	
  leV	
  

	
  

FK1	
  

01010101	
  	
  01010110	
  

+

10101010	
  	
  	
  	
  	
  11101101	
  

FK2	
  

+

10101011	
  	
  	
  	
  	
  10101111	
  …
	
  

…
	
  

Theorem. Fix n and let Fe be a 3-round balanced Feistel network using three

random functions ⇢1, ⇢2, ⇢3 : {0, 1}⇤ ! {0, 1}n/2. Then for any adversary A
making q oracle queries Adv

prp
Fe (A)  q2

2n/2 .

This	
  bound	
  is	
  not	
  great.	
  For	
  n	
  =	
  128	
  we	
  
have	
  security	
  only	
  up	
  to	
  232	
  queries.	
  	
  
Can	
  we	
  do	
  beter?	
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Time	
  to	
  shuffle!	
  
Consider	
  a	
  maximally	
  unbalanced	
  	
  
Feistel	
  network.	
  	
   b	
   x	
  

x	
   d	
  

FK1	
  

Flip	
  random	
  coin.	
  
Heads	
  put	
  ace	
  down	
  first,	
  tails	
  5.	
  Say	
  it	
  is	
  heads	
  

n-­‐1	
  bits	
  1	
  bit	
  

This	
  is	
  the	
  same	
  as	
  the	
  so-­‐called	
  
Thorpe	
  shuffle	
  [Morris,	
  Rogaway,	
  Stegers	
  09]	
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Time	
  to	
  shuffle!	
  
Consider	
  a	
  maximally	
  unbalanced	
  	
  
Feistel	
  network.	
  	
   b	
   x	
  

x	
   d	
  

FK1	
  

Now	
  look	
  at	
  next	
  two	
  in	
  each	
  pile.	
  
Flip	
  a	
  coin,	
  and	
  put	
  them	
  down	
  in	
  appropriate	
  order	
  

n-­‐1	
  bits	
  1	
  bit	
  

This	
  is	
  the	
  same	
  as	
  the	
  so-­‐called	
  
Thorpe	
  shuffle	
  [Morris,	
  Rogaway,	
  Stegers	
  09]	
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Time	
  to	
  shuffle!	
  
Consider	
  a	
  maximally	
  unbalanced	
  	
  
Feistel	
  network.	
  	
   b	
   x	
  

x	
   d	
  

FK1	
  

Now	
  look	
  at	
  next	
  two	
  in	
  each	
  pile.	
  
Flip	
  a	
  coin,	
  and	
  put	
  them	
  down	
  in	
  appropriate	
  order	
  

n-­‐1	
  bits	
  1	
  bit	
  

This	
  is	
  the	
  same	
  as	
  the	
  so-­‐called	
  
Thorpe	
  shuffle	
  [Morris,	
  Rogaway,	
  Stegers	
  09]	
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Time	
  to	
  shuffle!	
  
Consider	
  a	
  maximally	
  unbalanced	
  	
  
Feistel	
  network.	
  	
   b	
   x	
  

x	
   d	
  

n-­‐1	
  bits	
  1	
  bit	
  

FK1	
  

Now	
  look	
  at	
  next	
  two	
  in	
  each	
  pile.	
  
Flip	
  a	
  coin,	
  and	
  put	
  them	
  down	
  in	
  appropriate	
  order	
  

One	
  round	
  of	
  Thorp	
  shuffle	
  
0	
   1	
   2	
   3	
   4	
   5	
   6	
   7	
  

0	
   1	
   2	
   3	
   4	
   5	
   6	
   7	
  

Now	
  think	
  of	
  posi7on	
  in	
  deck	
  
as	
  a	
  numerical	
  value:	
  

	
  5	
  gets	
  mapped	
  to	
  2	
  
	
  1	
  gets	
  mapped	
  to	
  3	
  
	
  …	
  

This	
  defines	
  a	
  permuta7on	
  on	
  	
  
3	
  bits!	
  	
  

This	
  is	
  the	
  same	
  as	
  the	
  so-­‐called	
  
Thorpe	
  shuffle	
  [Morris,	
  Rogaway,	
  Stegers	
  09]	
  

19	
  



Time	
  to	
  shuffle!	
  
Consider	
  a	
  maximally	
  unbalanced	
  	
  
Feistel	
  network.	
  	
   b	
   x	
  

x	
   d	
  

n-­‐1	
  bits	
  1	
  bit	
  

FK1	
  

Now	
  look	
  at	
  next	
  two	
  in	
  each	
  pile.	
  
Flip	
  a	
  coin,	
  and	
  put	
  them	
  down	
  in	
  appropriate	
  order	
  

One	
  round	
  of	
  Thorp	
  shuffle	
  
000	
   001	
   010	
   011	
   100	
   101	
   110	
   111	
  

Now	
  think	
  of	
  posi7on	
  in	
  deck	
  
as	
  a	
  numerical	
  value:	
  

	
  5	
  gets	
  mapped	
  to	
  2	
  
	
  1	
  gets	
  mapped	
  to	
  3	
  
	
  …	
  

This	
  defines	
  a	
  permuta7on	
  on	
  	
  
3	
  bits!	
  	
  

000	
   001	
   010	
   011	
   100	
   101	
   110	
   111	
  

This	
  is	
  the	
  same	
  as	
  the	
  so-­‐called	
  
Thorpe	
  shuffle	
  [Morris,	
  Rogaway,	
  Stegers	
  09]	
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Time	
  to	
  shuffle!	
  
Consider	
  a	
  maximally	
  unbalanced	
  	
  
Feistel	
  network.	
  	
   1	
   00	
  

00	
   1	
  

n-­‐1	
  bits	
  1	
  bit	
  

FK1	
  This	
  is	
  the	
  same	
  as	
  the	
  so-­‐called	
  
Thorpe	
  shuffle	
  [Morris,	
  Rogaway,	
  Stegers	
  09]	
  

Now	
  look	
  at	
  next	
  two	
  in	
  each	
  pile.	
  
Flip	
  a	
  coin,	
  and	
  put	
  them	
  down	
  in	
  appropriate	
  order	
  

One	
  round	
  of	
  Thorp	
  shuffle	
  
000	
   001	
   010	
   011	
   100	
   101	
   110	
   111	
  

Now	
  think	
  of	
  posi7on	
  in	
  deck	
  
as	
  a	
  numerical	
  value:	
  

	
  5	
  gets	
  mapped	
  to	
  2	
  
	
  1	
  gets	
  mapped	
  to	
  3	
  
	
  …	
  

This	
  defines	
  a	
  permuta7on	
  on	
  	
  
3	
  bits!	
  	
  

000	
   001	
   010	
   011	
   100	
   101	
   110	
   111	
  

x	
   d	
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Do	
  all	
  card	
  shuffles	
  define	
  	
  
block	
  ciphers?	
  

Sadly	
  no,	
  the	
  shuffle	
  must	
  be	
  oblivious	
  

Can	
  trace	
  posi7on	
  of	
  a	
  card	
  without	
  
knowing	
  what	
  cards	
  are	
  in	
  other	
  posi7ons,	
  
just	
  knowing	
  random	
  coins	
  related	
  to	
  this	
  card	
  

Example:	
  
The	
  tradi7onal	
  “Riffle”	
  shuffle	
  
is	
  not	
  oblivious	
  

Idea	
  goes	
  back	
  to	
  Naor	
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Balanced	
  Feistel	
  as	
  Shuffle	
  

L 	
  	
   R	
  

n/2	
  bits	
  

FK1	
  

n/2	
  bits	
  

R	
   L’ 	
  	
  

n	
  =	
  4	
  bits	
  
Split	
  deck	
  into	
  2n/2	
  piles	
  of	
  size	
  2n/2	
  
Take	
  top	
  card	
  from	
  each	
  pile	
  
Place	
  them	
  down	
  in	
  random	
  order	
  
Take	
  next	
  card	
  from	
  each	
  pile	
  
Place	
  them	
  down	
  in	
  random	
  order	
  
…	
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Provable	
  results	
  about	
  shuffles	
  
Approach	
   Efficiency	
  

(#	
  PRF	
  calls)	
  	
  
Provable	
  PRP	
  
Security	
  

Balanced	
  Feistel	
  	
  [LR	
  88]	
   3	
   q	
  ≈	
  N1/4	
  

Granboulin-­‐Pornin	
  	
  [GP	
  07]	
   O(log3	
  N)	
   q	
  ≈	
  N	
  

Thorp	
  [MRS	
  09]	
   O(log	
  N)	
   q	
  ≈	
  N(1	
  –	
  ε)	
  

Thorp	
  [M	
  09]	
   O(log3	
  N)	
  	
   q	
  ≈	
  N	
  

Balanced	
  Feistel	
  [HR	
  10]	
   O(	
  6	
  /	
  ε	
  )	
  	
   q	
  ≈	
  N(1	
  –	
  ε)/2	
  

Swap-­‐or-­‐Not	
  [HMR	
  12]	
   O(log	
  N)	
  	
   q	
  ≈	
  (1	
  -­‐	
  ε)N	
  

Stefanov-­‐Shi	
  [SS	
  13]	
   O(N1/2)	
   q	
  ≈	
  N	
  

Mix-­‐and-­‐Cut	
  [RY	
  13]	
   O(log2	
  N)	
   q	
  ≈	
  N	
  

Some7mes-­‐Recurse	
  [MR	
  13]	
   Expected	
  	
  
O(log	
  N)	
  

q	
  ≈	
  N	
  

	
  

N	
  =	
  2n	
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Block	
  ciphers,	
  Tweaks,	
  and	
  Shuffling	
  

•  Recall	
  PRFs	
  and	
  PRPs	
  
•  Feistel	
  and	
  Shuffling	
  

–  Thorpe	
  
•  Tweakable	
  block	
  ciphers	
  

–  Built	
  from	
  Thorp	
  
•  Mix-­‐and-­‐Cut	
  

–  Pseudorandom	
  separators	
  
•  Tweakable	
  block	
  ciphers	
  from	
  PRPs:	
  

–  Simple	
  LRW	
  construc7on	
  
–  XE(X)	
  construc7ons	
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Tweakable	
  block	
  ciphers	
  

•  Add	
  public	
  “spice”	
  or	
  “tweak”	
  to	
  block	
  ciphers	
  
– block	
  cipher	
  should	
  appear	
  to	
  behave	
  independently	
  
for	
  each	
  tweak	
  

•  First	
  formalized	
  by	
  [Liskov,	
  Rivest,	
  Wagner	
  2003]	
  
•  First	
  such	
  block	
  cipher	
  is	
  Hasty	
  Pudding	
  Cipher	
  by	
  
[Schroeppel	
  1998]	
  

Ẽ : {0, 1}k ⇥ T ⇥ {0, 1}n ! {0, 1}n

Tweak	
  space	
  (some	
  finite	
  set)	
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Tweakable	
  PRPs:	
  defini7ons	
  

Ẽ : {0, 1}k ⇥ T ⇥ {0, 1}n ! {0, 1}n

A	
  tweakable	
  PRP	
  is	
  a	
  map	
  

Inverse	
  	
  
algorithm	
  

Ẽ(K,M) = ẼT
K(M)

8K,T,M . D̃T
K(ẼT

K(M)) = M

Must	
  be	
  efficiently	
  computable	
  in	
  both	
  direc7ons	
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Tweakable	
  PRPs:	
  why?	
  
Say	
  we	
  want	
  to	
  use	
  an	
  n-­‐bit	
  block	
  cipher	
  to	
  encrypt	
  n-­‐bit	
  disk	
  sectors	
  
Plaintext	
  =	
  n	
  bits	
  
Ciphertext	
  =	
  n	
  bits	
  

10101	
  

11100	
  

10101	
  

n	
  bits	
  

10110	
  

00001	
  

10110	
  

n	
  bits	
  

EK

EK

EK

Sector	
  1	
  

Sector	
  2	
  

Sector	
  3	
  

Woops,	
  
repeat	
  	
  
blocks	
  	
  
detectable	
  

(In	
  prac7ce	
  disk	
  sectors	
  are,	
  e.g.,	
  512	
  bytes.	
  	
  
	
  	
  We’ll	
  deal	
  with	
  it	
  later)	
  

Length-­‐preserva7on	
  means	
  we	
  can’t	
  use	
  randomized	
  encryp7on	
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Tweakable	
  PRPs:	
  why?	
  
Say	
  we	
  want	
  to	
  use	
  an	
  n-­‐bit	
  block	
  cipher	
  to	
  encrypt	
  n-­‐bit	
  disk	
  sectors	
  
Plaintext	
  =	
  n	
  bits	
  
Ciphertext	
  =	
  n	
  bits	
  

10101	
  

11100	
  

10101	
  

n	
  bits	
  

00110	
  

10111	
  

10100	
  

n	
  bits	
  

Sector	
  1	
  

Sector	
  2	
  

Sector	
  3	
  

Repeats	
  
not	
  	
  
detectable,	
  
but	
  now	
  
too	
  many	
  
keys!	
  

EK1

EK2

EK3

Using	
  independent	
  keys	
  with	
  block	
  cipher	
  gives	
  	
  
independent	
  random	
  permuta7ons	
  

(In	
  prac7ce	
  disk	
  sectors	
  are,	
  e.g.,	
  512	
  bytes.	
  	
  
	
  	
  We’ll	
  deal	
  with	
  it	
  later)	
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Tweakable	
  PRPs:	
  why?	
  
Say	
  we	
  want	
  to	
  use	
  an	
  n-­‐bit	
  block	
  cipher	
  to	
  encrypt	
  n-­‐bit	
  disk	
  sectors	
  
Plaintext	
  =	
  n	
  bits	
  
Ciphertext	
  =	
  n	
  bits	
  

10101	
  

11100	
  

10101	
  

n	
  bits	
  

00110	
  

10111	
  

10100	
  

n	
  bits	
  

Sector	
  1	
  

Sector	
  2	
  

Sector	
  3	
  

Repeats	
  
not	
  	
  
detectable,	
  
only	
  one	
  
key	
  s7ll!	
  

Using	
  dis7nct	
  tweaks	
  +	
  good	
  tweakable	
  block	
  cipher	
  
gives	
  same	
  effect	
  as	
  dis7nct	
  keys.	
  Tweaks	
  can	
  be	
  public.	
  

Ẽ1
K

Ẽ2
K

Ẽ3
K

(In	
  prac7ce	
  disk	
  sectors	
  are,	
  e.g.,	
  512	
  bytes.	
  	
  
	
  	
  We’ll	
  deal	
  with	
  it	
  later)	
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Tweakable	
  PRPs:	
  why?	
  
Tweakable	
  block	
  ciphers	
  are	
  the	
  “right”	
  primi7ve	
  for	
  building	
  
higher	
  level	
  primi7ves	
  such	
  as	
  AE	
  

OCB	
  AE	
  mode,	
  diagram	
  from	
  [Rogaway	
  et	
  al.	
  2003]	
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Tweakable	
  PRPs:	
  why?	
  
Tweakable	
  block	
  ciphers	
  are	
  the	
  “right”	
  primi7ve	
  for	
  building	
  
higher	
  level	
  primi7ves	
  such	
  as	
  AE	
  

OCB	
  AE	
  mode,	
  diagram	
  from	
  [Rogaway	
  	
  2004]	
  

OCB	
  was	
  implicitly	
  using	
  tweakable	
  block	
  ciphers,	
  making	
  primi7ve	
  explicit	
  vastly	
  
simplifies	
  treatment.	
  Proof,	
  in	
  par7cular,	
  becomes	
  very	
  simple	
  

Tweakable	
  
Block	
  	
  
cipher	
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Tweakable	
  PRPs	
  (TPRPs)	
  
Can	
  adversary	
  dis7nguish	
  between	
  tweakable	
  BC	
  for	
  secret	
  key	
  and	
  
family	
  of	
  random	
  permuta7ons	
  (one	
  for	
  each	
  tweak)?	
  	
  

Adversary	
  gets	
  to	
  choose	
  tweaks	
  and	
  messages	
  

⇡̃(T,M) ⇡̃(T 0,M)
Independent	
  behavior	
  for	
  each	
  tweak:	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

	
   	
   	
   	
   	
  	
  	
  and	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  are	
  independent	
  uniform	
  bit	
  strings	
  

Game TPRP0T ,n

⇡̃ $ Perm(T , n)
b0 $ A⇡̃(·,·)

ret b0

Advtprp

Ẽ
(A) =

��Pr
⇥
TPRP1AẼ ) 1

⇤
� Pr

⇥
TPRP0AT ,n ) 1

⇤��

Game TPRP1Ẽ
K $ {0, 1}k

b0 $ AẼK(·,·)

ret b0
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Adding	
  tweaks	
  to	
  PRF-­‐based	
  
construc7ons	
  is	
  straighoorward	
  

L 	
  	
   R	
  

n/2	
  bits	
  

FK1	
  

n/2	
  bits	
  

R	
   L’ 	
  	
  

T	
  

This	
  gives	
  a	
  tweaked	
  round	
  of	
  Feistel.	
  Add	
  tweak	
  to	
  all	
  rounds.	
  

Each	
  tweak	
  gives	
  rise	
  to	
  independent	
  behavior	
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Provable	
  results	
  about	
  shuffles	
  
Approach	
   Efficiency	
  

(#	
  PRF	
  calls)	
  	
  
Provable	
  PRP	
  
Security	
  

Balanced	
  Feistel	
  	
  [LR	
  88]	
   3	
   q	
  ≈	
  N1/4	
  

Granboulin-­‐Pornin	
  	
  [GP	
  07]	
   O(log3	
  N)	
   q	
  ≈	
  N	
  

Thorp	
  [MRS	
  09]	
   O(log	
  N)	
   q	
  ≈	
  N(1	
  –	
  ε)	
  

Thorp	
  [M	
  09]	
   O(log3	
  N)	
  	
   q	
  ≈	
  N	
  

Balanced	
  Feistel	
  [HR	
  10]	
   O(	
  6	
  /	
  ε	
  )	
  	
   q	
  ≈	
  N(1	
  –	
  ε)/2	
  

Swap-­‐or-­‐Not	
  [HMR	
  12]	
   O(log	
  N)	
  	
   q	
  ≈	
  (1	
  -­‐	
  ε)N	
  

Stefanov-­‐Shi	
  [SS	
  13]	
   O(N1/2)	
   q	
  ≈	
  N	
  

Mix-­‐and-­‐Cut	
  [RY	
  13]	
   O(log2	
  N)	
   q	
  ≈	
  N	
  

Some7mes-­‐Recurse	
  [MR	
  13]	
   Expected	
  	
  
O(log	
  N)	
  

q	
  ≈	
  N	
  

	
  

N	
  =	
  2n	
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mix	
  

cut	
  

Mix-­‐and-­‐Cut	
  card	
  shuffle	
  
on	
  8	
  cards	
  

Recursively	
  shuffle	
  each	
  	
  
of	
  the	
  two	
  halves	
  	
  
(independently)	
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mix	
  

cut	
  

mix	
   mix	
  

cut	
   cut	
  

mix	
   mix	
   mix	
   mix	
  

cut	
   cut	
   cut	
   cut	
  

Gather	
  

Mix-­‐and-­‐Cut	
  card	
  shuffle	
  
on	
  8	
  cards	
  

Recursively	
  shuffle	
  each	
  	
  
of	
  the	
  two	
  halves	
  	
  
(independently)	
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The	
  Icicle	
  Construc'on	
  

Example	
  on	
  4	
  bits	
  using	
  4	
  separators	
  Z1	
  –	
  Z4	
  

mix	
  

mix	
  

mix	
  

mix	
  

C1	
  

C2	
  

C3	
  

C4	
  

C1,	
  C2,	
  C3,	
  C4	
  “drip”	
  down	
  to	
  output	
  

Mixing	
  needs	
  to	
  be	
  independent	
  depending	
  on	
  
which	
  pile	
  we’re	
  in	
  (indicated	
  by	
  bits-­‐so-­‐far-­‐output)	
  

These	
  bits	
  are	
  randomized	
  by	
  “mix”	
  
Random	
  choice	
  of	
  C1	
  =	
  random	
  choice	
  of	
  pile	
  

This	
  construc7on	
  is	
  implicit	
  in	
  [GP	
  07]	
  cipher,	
  
which	
  uses	
  perfect	
  mix	
  step	
  (randomly	
  picks	
  C1)	
  
based	
  on	
  recursive	
  hypergeometric	
  sampling	
  

	
   	
  Super	
  slow	
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The	
  Icicle	
  Construc'on	
  

mix	
  

mix	
  

mix	
  

mix	
  

C1	
  

C2	
  

C3	
  

C4	
  

39	
  



Yes,	
  to	
  do	
  so	
  develop	
  a	
  framework	
  for	
  construc7ng	
  fully-­‐secure	
  PRPs	
  from	
  	
  

Pseudorandom	
  Separators	
  (PRSs)	
  

a	
  new	
  primi7ve	
  we	
  define.	
  

Can	
  we	
  instan'ate	
  mix	
  with	
  something	
  more	
  efficient?	
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Yes,	
  to	
  do	
  so	
  develop	
  a	
  framework	
  for	
  construc7ng	
  fully-­‐secure	
  PRPs	
  from	
  	
  

Pseudorandom	
  Separators	
  (PRSs)	
  

a	
  new	
  primi7ve	
  we	
  define.	
  

A	
  new	
  framework	
  

PRS	
   PRP	
  

The	
  icicle	
  construc7on	
  

Can	
  we	
  instan'ate	
  mix	
  with	
  something	
  more	
  efficient?	
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Yes,	
  to	
  do	
  so	
  develop	
  a	
  framework	
  for	
  construc7ng	
  fully-­‐secure	
  PRPs	
  from	
  	
  

Pseudorandom	
  Separators	
  (PRSs)	
  

a	
  new	
  primi7ve	
  we	
  define.	
  

A	
  new	
  framework	
  

PRS	
   PRP	
  

The	
  icicle	
  construc7on	
  

PRF	
  

Simple	
  lemma	
  

Can	
  we	
  instan'ate	
  mix	
  with	
  something	
  more	
  efficient?	
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Pseudorandom	
  Separators	
  

We	
  will	
  actually	
  need	
  separators	
  that	
  support	
  tweaks,	
  in	
  the	
  sense	
  of	
  tweakable	
  	
  
block	
  ciphers	
  [LRW].	
  	
  	
  So	
  separator	
  is	
  	
  	
  ZK	
  :	
  T	
  x	
  {0,1}n	
  -­‐>	
  {0,1}n	
  

𝑛	
  bits	
   𝑛	
  bits	
  

γ	
  bits	
   γ	
  bits	
  

No	
  requirement	
  on	
  the	
  other	
  𝒏−𝜸	
  bits	
  	
  bits	
  indis7nguishable	
  

T	
   T	
  � = log�

Separator	
  is	
  keyed	
  permuta7on	
  	
  	
  ZK	
  :	
  	
  {0,1}n	
  	
  	
  -­‐>	
  	
  {0,1}n	
  	
  	
  
Security	
  game:	
  

Random	
  
permuta7on	
  

ZK	
   π	
  

	
  	
  -­‐pseudorandom	
  separator	
  (	
  	
  -­‐PRS)	
  assigns	
  cards	
  pseudorandomly	
  	
  
into	
  	
  	
  	
  	
  piles,	
  but	
  says	
  nothing	
  about	
  ordering	
  of	
  cards	
  in	
  those	
  piles.	
  
� �

�
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From	
  2-­‐PRSs	
  to	
  PRPs:	
  	
  	
  The	
  Icicle	
  Construc'on	
  

Example	
  on	
  4	
  bits	
  using	
  4	
  separators	
  Z1	
  –	
  Z4	
  

Z1K	
  

Z2K	
  

Z3K	
  

Z4K	
  

1)	
  Apply	
  Z1	
  to	
  4-­‐bit	
  input	
  

2)	
  Apply	
  Z2	
  to	
  3	
  bits	
  tweaked	
  by	
  C1	
   C1	
  

C2	
  

C3	
  

C4	
  

3)	
  Apply	
  Z3	
  to	
  2	
  bits	
  tweaked	
  by	
  C1	
  ||	
  C2	
  

4)	
  Apply	
  Z4	
  to	
  1	
  bit	
  tweaked	
  by	
  C1	
  ||	
  C2	
  ||	
  C3	
  

C1,	
  C2,	
  C3,	
  C4	
  “drip”	
  down	
  to	
  output	
  

Tweaks	
  are	
  used	
  to	
  ensure	
  separators	
  act	
  
“independently”	
  based	
  on	
  output	
  so	
  far	
  

Theorem:	
  
If	
  Z’s	
  are	
  fully-­‐secure	
  PRSs,	
  then	
  the	
  Icicle	
  is	
  a	
  
fully-­‐secure	
  PRP.	
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Our	
  Framework	
  

PRS	
   PRP	
  

The	
  icicle	
  construc7on	
  

PRF	
  

Simple	
  lemma	
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Lemma:	
  
If	
  EK	
  :	
  N	
  -­‐>	
  N	
  is	
  PRP-­‐secure	
  for	
  N/2	
  queries,	
  then	
  EK-­‐1	
  is	
  a	
  fully	
  secure	
  2-­‐PRS	
  

How	
  to	
  build	
  PRSs:	
  A	
  simple	
  lemma	
  

Proof	
  sketch:	
  

Reduc7on	
  has	
  to	
  simulate	
  N	
  	
  2-­‐PRS	
  queries	
  using	
  only	
  N/2	
  PRP	
  queries	
  

PRS	
  
adversary	
  	
  

A	
  

Y1,	
  …	
  ,	
  YN	
  

X1[1],	
  …	
  ,	
  X1[N]	
   EK-­‐1	
  
X1[i]	
  	
  =	
  first	
  bit	
  of	
  Ek-­‐1(Yi)	
  

PRS	
  
adversary	
  	
  

A	
  

Y1,	
  …	
  ,	
  YN	
  
PRP	
  

adversary	
  	
  
B	
  

X1[1],…,X1[N]	
  

0	
  ||	
  X	
  for	
  all	
  X	
  

EK	
  N/2	
  	
  Y	
  	
  values	
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Lemma:	
  
If	
  EK	
  :	
  N	
  -­‐>	
  N	
  is	
  PRP-­‐secure	
  for	
  q	
  =	
  N/2	
  queries,	
  then	
  EK-­‐1	
  is	
  a	
  fully	
  secure	
  2-­‐PRS	
  

PuSng	
  it	
  all	
  together	
  

Corollary:	
  
EK	
  	
  =	
  Swap-­‐or-­‐Not	
  is	
  a	
  fully	
  secure	
  PRS	
  using	
  r	
  =	
  O(log	
  N)	
  rounds	
  

Recall	
  that	
  Swap-­‐or-­‐Not	
  [HMR	
  12]	
  is	
  secure	
  for	
  (1-­‐ε)N	
  queries.	
  	
  

Apply	
  Icicle	
  and	
  we	
  get	
  fully-­‐secure	
  strong	
  PRP	
  using	
  
O(log2	
  N)	
  opera7ons	
  

Not	
  usable	
  in	
  prac7ce:	
  ~10,000	
  rounds	
  calls	
  for	
  N	
  ≈	
  230	
  

Faster	
  PRSs?	
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Provable	
  results	
  about	
  shuffles	
  
Approach	
   Efficiency	
  

(#	
  PRF	
  calls)	
  	
  
Provable	
  PRP	
  
Security	
  

Balanced	
  Feistel	
  	
  [LR	
  88]	
   3	
   q	
  ≈	
  N1/4	
  

Granboulin-­‐Pornin	
  	
  [GP	
  07]	
   O(log3	
  N)	
   q	
  ≈	
  N	
  

Thorp	
  [MRS	
  09]	
   O(log	
  N)	
   q	
  ≈	
  N(1	
  –	
  ε)	
  

Thorp	
  [M	
  09]	
   O(log3	
  N)	
  	
   q	
  ≈	
  N	
  

Balanced	
  Feistel	
  [HR	
  10]	
   O(	
  6	
  /	
  ε	
  )	
  	
   q	
  ≈	
  N(1	
  –	
  ε)/2	
  

Swap-­‐or-­‐Not	
  [HMR	
  12]	
   O(log	
  N)	
  	
   q	
  ≈	
  (1	
  -­‐	
  ε)N	
  

Stefanov-­‐Shi	
  [SS	
  13]	
   O(N1/2)	
   q	
  ≈	
  N	
  

Mix-­‐and-­‐Cut	
  [RY	
  13]	
   O(log2	
  N)	
   q	
  ≈	
  N	
  

Some7mes-­‐Recurse	
  [MR	
  13]	
   Expected	
  	
  
O(log	
  N)	
  

q	
  ≈	
  N	
  

	
  

Big	
  open	
  ques7on:	
  O(log	
  N)	
  worse-­‐case	
  performance	
  but	
  full	
  security?	
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Block	
  ciphers,	
  Tweaks,	
  and	
  Shufflin’	
  
•  Recall	
  PRFs	
  and	
  PRPs	
  
•  Feistel	
  and	
  Shuffling	
  

–  Thorpe	
  
•  Tweakable	
  block	
  ciphers	
  

–  Built	
  from	
  Thorp	
  
•  Mix-­‐and-­‐Cut	
  

–  Pseudorandom	
  separators	
  
•  Tweakable	
  block	
  ciphers	
  from	
  PRPs:	
  

–  Simple	
  LRW	
  construc7on	
  
–  XE(X)	
  construc7ons	
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Fast	
  TPRPs:	
  Atempt	
  1	
  
Given	
  a	
  good	
  PRP	
  (e.g.,	
  AES)	
  how	
  do	
  we	
  build	
  a	
  tweakable	
  PRP?	
  
Assume	
  	
  

Game TPRP0Ẽ
⇡̃ $ Perm(T , n)
b0 $ A⇡̃(·,·)

ret b0

Game TPRP1Ẽ
K $ {0, 1}k

b0 $ AẼ(·,·)

ret b0

EK

T = {0, 1}n

T	
  	
  

Ẽ(K,T,M) = EK(T �M)

Can	
  we	
  break	
  TPRP	
  security?	
  

M	
  

EK

T	
  	
  	
  	
  1	
  	
  

M	
  	
  	
  1	
  

Yup	
  

adversary AO

C  O(T,M)
C 0  O(T � 1,M � 1)
If C = C 0 then Ret 1
Ret 0

Pr
⇥
TPRP1AẼ ) 1

⇤
=	
   1	
  

=	
   1	
  /	
  2n	
  

�

�

Advtprp

Ẽ
(A) = 1� 1/2n

Pr
⇥
TPRP0AT ,n ) 1

⇤

50	
  



Fast	
  TPRPs:	
  Atempt	
  2	
  
Given	
  a	
  good	
  PRP	
  (e.g.,	
  AES)	
  how	
  do	
  we	
  build	
  a	
  tweakable	
  PRP?	
  
Assume	
  	
  

Game TPRP0Ẽ
⇡̃ $ Perm(T , n)
b0 $ A⇡̃(·,·)

ret b0

Game TPRP1Ẽ
K $ {0, 1}k

b0 $ AẼ(·,·)

ret b0

EK

T = {0, 1}n

T	
  	
  

Can	
  we	
  break	
  TPRP	
  security?	
  

M	
  

EK

Nope	
  

Ẽ(K,T,M) = EK(T � EK(M))
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Fast	
  TPRPs:	
  Atempt	
  2	
  
Given	
  a	
  good	
  PRP	
  (e.g.,	
  AES)	
  how	
  do	
  we	
  build	
  a	
  tweakable	
  PRP?	
  
Assume	
  	
  

EK

T = {0, 1}n

T	
  	
  

Can	
  we	
  break	
  TPRP	
  security?	
  

M	
  

EK

Nope	
  

Ẽ(K,T,M) = EK(T � EK(M))

Why	
  does	
  this	
  work?	
  	
  
Intui7on:	
  For	
  all	
  M,T	
  and	
  M’,T’	
  	
  

Pr [M � EK(T ) = M 0 � EK(T 0) ]

is	
  7ny.	
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Fast	
  TPRPs:	
  Construc7on	
  1	
  
Let’s	
  sketch	
  the	
  proof.	
  	
  

EK

T	
  	
  

M	
  

EK

Intui7on:	
  	
  
Adversary	
  can’t	
  force	
  input	
  
to	
  second	
  E	
  call	
  to	
  ever	
  collide	
  

M	
  

EK EK

T	
  	
  

CBC-­‐MAC[E](K,M||T)	
  

Actually	
  this	
  construc7on	
  	
  
is	
  equivalent	
  to	
  CBC-­‐MAC!	
  

Special	
  case	
  of	
  [Bellare,	
  Killian,	
  Rogaway	
  99]	
  	
  gives	
  that	
  for	
  any	
  A	
  there	
  is	
  B  s.t.	



Here	
  	
  B 	
  must	
  make	
  2q	
  queries	
  when	
  A	
  	
  makes	
  q	
  queries	
  

Advprf
CBC-MAC[E](A)  Advprp

E (B) + 8q2

2n
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Fast	
  TPRPs:	
  Construc7on	
  1	
  
Let’s	
  sketch	
  the	
  proof.	
  	
  

Intui7on:	
  	
  
Adversary	
  can’t	
  force	
  input	
  
to	
  second	
  E	
  call	
  to	
  ever	
  collide	
  

Extension	
  of	
  PRP/PRF	
  
switching	
  to	
  tweaks	
  

CBC[E]	
  and	
  	
  	
  	
  	
  	
  	
  are	
  	
  
the	
  same	
  	
  	
  

Ẽ

Bellare	
  et	
  al.	
  result	
  on	
  
CBC-­‐MAC.	
  (2q	
  queries)	
  

Advtprp

Ẽ
(A) = Pr

⇥
TPRP1AẼ ) 1

⇤
� Pr

⇥
TPRP0AT ,n ) 1

⇤

 Pr
⇥
TPRP1AẼ ) 1

⇤
� Pr

⇥
PRF0An ) 1

⇤
+

q2

2n

= Advprf
CBC-MAC[E](B) +

q2

2n

 Advprp
E (B0) +

16q2

2n
+

q2

2n

= Advprp
E (B0) +

17q2

2n

Addi7on	
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Fast	
  TPRPs:	
  Construc7on	
  2	
  
Given	
  a	
  good	
  PRP	
  (e.g.,	
  AES)	
  how	
  do	
  we	
  build	
  a	
  tweakable	
  PRP?	
  
Assume	
  	
  T = {0, 1}n

Ẽ(K,T,M) = EK(T � EK(M))

EK

T	
  	
  

M	
  

EK

M	
  

EK EK

T	
  	
  

CBC-­‐MAC[E](K,M||T)	
  

Why	
  can’t	
  we	
  switch	
  ordering	
  
of	
  M	
  and	
  T	
  in	
  CBC-­‐MAC	
  	
  
interpreta7on?	
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Fast	
  TPRPs:	
  Construc7on	
  2	
  
Given	
  a	
  good	
  PRP	
  (e.g.,	
  AES)	
  how	
  do	
  we	
  build	
  a	
  tweakable	
  PRP?	
  
Assume	
  	
  T = {0, 1}n

EK

M	
  	
  

T	
  

EK

T	
  

EK EK

M	
  	
  

CBC-­‐MAC[E](K,T||M)	
  

Why	
  can’t	
  we	
  switch	
  ordering	
  
of	
  M	
  and	
  T	
  in	
  CBC-­‐MAC	
  	
  
interpreta7on?	
  	
  

We	
  can!	
  Same	
  proof.	
  	
  
This	
  will	
  be	
  faster	
  in	
  some	
  cases.	
  When?	
  

Ẽ(K,T,M) = EK(M � EK(T ))
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Fast	
  TPRPs	
  
Given	
  a	
  good	
  PRP	
  (e.g.,	
  AES)	
  how	
  do	
  we	
  build	
  a	
  tweakable	
  PRP?	
  
Assume	
  	
  T = {0, 1}n

Ẽ(K,T,M) = EK(T � EK(M))

EK

M	
  	
  

T	
  

EK

Fast	
  for	
  fixed	
  tweak	
  

Ẽ(K,T,M) = EK(M � EK(T ))

EK

T	
  	
  

M	
  

EK

Fast	
  for	
  fixed	
  message	
  

Can	
  we	
  get	
  best	
  of	
  both	
  worlds?	
  Yes,	
  for	
  special	
  cases.	
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Recall	
  mo7va7ng	
  applica7ons	
  

10101	
  

11100	
  

10101	
  

n	
  bits	
  

00110	
  

10111	
  

10100	
  

n	
  bits	
  

Sector	
  1	
  

Sector	
  2	
  

Sector	
  3	
  

Repeats	
  
not	
  	
  
detectable,	
  
only	
  one	
  
key	
  s7ll!	
  

Ẽ1
K

Ẽ2
K

Ẽ3
K
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Tweakable	
  
Block	
  	
  
cipher	
  

Recall	
  mo7va7ng	
  applica7ons	
  

For	
  many	
  applica7ons	
  tweakable	
  BC	
  with	
  
specialized	
  tweak	
  space	
  suffices	
   59	
  



Towards	
  faster	
  TPRPs	
  
Given	
  a	
  good	
  PRP	
  (e.g.,	
  AES)	
  how	
  do	
  we	
  build	
  a	
  tweakable	
  PRP?	
  
Assume	
  	
  

Ẽ(K,T,M) = EK(T � EK(M))

EK

M	
  	
  

EKT	
  	
  

EK

M	
  	
  

EKT	
  	
  

i	
  	
   Ideal	
  to	
  have	
  something	
  like	
  this,	
  where	
  
i	
  can	
  be	
  an	
  integer	
  	
  

But	
  this	
  is	
  insecure!	
  

T = {0, 1}n ⇥ [0..2n � 2]
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Essen7als	
  on	
  GF(2n)	
  	
  

•  GF(2n)	
  is	
  Finite	
  (Galios)	
  Field	
  over	
  n-­‐bit	
  strings	
  	
  
•  Represent	
  point	
  a	
  equivalently	
  as:	
  

– Polynomial	
  	
  
–  Integer	
  	
  

– Bit	
  string	
  	
  

a(x) = an�1x
n�1 + · · ·+ a1x+ a0

a =
n�1X

i=0

ai2
i

a = an�1 · · · a1a0
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•  GF(2n)	
  is	
  Finite	
  (Galios)	
  Field	
  over	
  n-­‐bit	
  strings	
  	
  
•  Addi7on	
  =	
  bitwise	
  xor	
  of	
  points	
  (as	
  bit	
  strings)	
  
•  Mul7plica7on:	
  

– fix	
  primi7ve	
  poly.	
  For	
  n	
  =	
  128	
  use	
  

– Mul7ple	
  points	
  ac	
  by	
  trea7ng	
  as	
  polynomials,	
  
mul7plying	
  formal	
  polys,	
  and	
  take	
  remainder	
  mod	
  
fixed	
  prim	
  poly	
  

•  Benefit:	
  x	
  =	
  2	
  (a	
  =	
  012610)	
  generates	
  
mul7plica7ve	
  subgroup	
  of	
  GF(2n)	
  

x

128 + x

7 + x

2 + x+ 1

Essen7als	
  on	
  GF(2n)	
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Mul7plica7on	
  by	
  2	
  is	
  fast!	
  

If	
  an-­‐1	
  =	
  1	
  then:	
  	
  
	
  leV-­‐shiV	
  a	
  by	
  1	
  and	
  add	
  prim	
  poly	
  

Essen7als	
  on	
  GF(2n)	
  	
  

If	
  an-­‐1	
  =	
  0	
  then:	
  	
  
	
  leV-­‐shiV	
  a	
  by	
  1	
  

One	
  shiV	
  and	
  one	
  condi7onal	
  xor!	
  

2(x) · a(x) = (x) · (an�1x
n�1 + · · ·+ a1x+ a0)

= an�1x
n + · · ·+ a1x

2 + a0x

Divide	
  by	
  primi7ve	
  polynomial	
  and	
  take	
  remainder	
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Fast	
  TPRPs:	
  XE	
  construc7on	
  
Given	
  a	
  good	
  PRP	
  (e.g.,	
  AES)	
  how	
  do	
  we	
  build	
  a	
  tweakable	
  PRP?	
  
Assume	
  	
  

Mul7plica7on	
  in	
  GF(2n)	
  using	
  primi7ve	
  
polynomial.	
  This	
  means	
  that	
  	
  

	
  2Y,	
  4Y,	
  8Y,	
  …	
  
are	
  all	
  dis7nct!	
  	
  (Think	
  Y	
  =	
  EK(T)	
  )	
  
	
  
Proof	
  by	
  extension	
  of	
  previous	
  arguments	
  

But	
  is	
  this	
  fast?	
  	
  

Ẽ(K, (T, i),M) = EK(M ��) � = EK(T ) · 2i

T = {0, 1}n ⇥ [0..2n � 2]

EK

M	
  	
  

EKT	
  	
  

2i	
  

Compu7ng	
  2Y	
  given	
  Y	
  	
  	
  is	
  	
  	
  	
  1	
  shiV	
  and	
  1	
  condi7onal	
  xor!	
  
Yes	
  in	
  an	
  amor7zed	
  sense:	
  	
  

[Rogaway	
  2004]	
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Tweakable	
  
Block	
  	
  
cipher	
  

Fast	
  TPRPs:	
  XE	
  construc7on	
  
Using	
  XE	
  in	
  a	
  mode	
  in	
  many	
  se�ngs	
  is	
  fast.	
  Compute	
  EK(N)	
  once	
  	
  
and	
  then	
  only	
  have	
  to	
  do	
  doublings	
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So	
  far:	
  only	
  secure	
  against	
  	
  
chosen-­‐plaintext	
  atacks	
  

Adversary	
  gets	
  to	
  choose	
  tweaks	
  and	
  messages	
  

⇡̃(T,M) ⇡̃(T 0,M)
Independent	
  behavior	
  for	
  each	
  tweak:	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

	
   	
   	
   	
   	
  	
  	
  and	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  are	
  independent	
  uniform	
  bit	
  strings	
  

Game TPRP0T ,n

⇡̃ $ Perm(T , n)
b0 $ A⇡̃(·,·)

ret b0

Advtprp

Ẽ
(A) =

��Pr
⇥
TPRP1AẼ ) 1

⇤
� Pr

⇥
TPRP0AT ,n ) 1

⇤��

Can	
  adversary	
  dis7nguish	
  between	
  tweakable	
  BC	
  for	
  secret	
  key	
  and	
  
family	
  of	
  random	
  permuta7ons	
  (one	
  for	
  each	
  tweak)?	
  	
  

Game TPRP1Ẽ
K $ {0, 1}k

b0 $ AẼK(·,·)

ret b0
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Tweakable	
  Strong	
  PRPs	
  (TSPRPs)	
  
Can	
  adversary	
  dis7nguish	
  between	
  tweakable	
  BC	
  for	
  secret	
  key	
  and	
  	
  
its	
  inverse	
  and	
  family	
  of	
  random	
  permuta7ons	
  (one	
  for	
  each	
  tweak)	
  
and	
  inverses?	
  

Adversary	
  gets	
  to	
  choose	
  tweaks	
  and	
  messages	
  

Game TSPRP0T ,n

⇡̃ $ Perm(T , n)

b0 $ A⇡̃(·,·),⇡̃�1(·,·)

ret b0

Advtsprp

Ẽ
(A) =

��Pr
⇥
TSPRP1AẼ ) 1

⇤
� Pr

⇥
TSPRP0AT ,n ) 1

⇤��

A	
  some7mes	
  useful	
  rule	
  of	
  thumb	
  in	
  building	
  Strong	
  PRPs:	
  

Do	
  what	
  you	
  did	
  for	
  PRPs,	
  twice	
  

…	
  and	
  then	
  spend	
  >2x	
  the	
  7me	
  checking/proving	
  it	
  works	
  

Game TSPRP1Ẽ
K $ {0, 1}k

b0 $ AẼK(·,·),D̃K(·,·)

ret b0
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Fast	
  TPRPs:	
  XEX	
  construc7on	
  
Given	
  a	
  good	
  PRP	
  (e.g.,	
  AES)	
  how	
  do	
  we	
  build	
  a	
  tweakable	
  PRP?	
  
Assume	
  	
  

� = EK(T ) · 2i

T = {0, 1}n ⇥ [0..2n � 2]

EK

M	
  	
  

EKT	
  	
  

2i	
   Ok	
  we	
  did	
  it	
  twice.	
  Done?	
  

Not	
  quite:	
  can’t	
  use	
  tweak	
  (T,0)	
  for	
  any	
  T	
  

Ẽ(K, (T, i),M) = EK(M ��)��

adversary AO,O�1

N  O�1((0n, 0), 0n)
C  O((0n, 1), 2N)
C 0  O((0n, 2), 4N)
If C = C 0 then Ret 1
Ret 0

[Rogaway	
  2004]	
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Fast	
  TPRPs:	
  XEX	
  construc7on	
  
Given	
  a	
  good	
  PRP	
  (e.g.,	
  AES)	
  how	
  do	
  we	
  build	
  a	
  tweakable	
  PRP?	
  
Assume	
  	
  

� = EK(T ) · 2i

T = {0, 1}n ⇥ [0..2n � 2]

N	
  =	
  EK(0n)	
  	
  

EK0n	
  	
  

20	
  

Ẽ(K, (T, i),M) = EK(M ��)��

adversary AO,O�1

N  O�1((0n, 0), 0n)
C  O((0n, 1), 2N)
C 0  O((0n, 2), 4N)
If C = C 0 then Ret 1
Ret 0

0n	
  

D̃K

Just	
  don’t	
  allow	
  0	
  

Ok	
  we	
  did	
  it	
  twice.	
  Done?	
  

Not	
  quite:	
  can’t	
  use	
  tweak	
  (T,0)	
  for	
  any	
  T	
  

[Rogaway	
  2004]	
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Fast	
  TPRPs:	
  XEX	
  construc7on	
  
Given	
  a	
  good	
  PRP	
  (e.g.,	
  AES)	
  how	
  do	
  we	
  build	
  a	
  tweakable	
  PRP?	
  
Assume	
  	
  

� = EK(T ) · 2i

N	
  =	
  EK(0n)	
  	
  

EK0n	
  	
  

20	
   Ok	
  we	
  did	
  it	
  twice.	
  Done?	
  

Not	
  quite:	
  can’t	
  use	
  tweak	
  (T,0)	
  for	
  any	
  T	
  

Ẽ(K, (T, i),M) = EK(M ��)��

adversary AO,O�1

N  O�1((0n, 0), 0n)
C  O((0n, 1), 2N)
C 0  O((0n, 2), 4N)
If C = C 0 then Ret 1
Ret 0

0n	
  

D̃K

Just	
  don’t	
  allow	
  0	
  T = {0, 1}n ⇥ [1..2n � 2]

[Rogaway	
  2004]	
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Block	
  ciphers,	
  Tweaks,	
  and	
  Shufflin’	
  
•  Recall	
  PRFs	
  and	
  PRPs	
  
•  Feistel	
  and	
  Shuffling	
  

–  Thorpe	
  
•  Tweakable	
  block	
  ciphers	
  

–  Built	
  from	
  Thorp	
  
•  Mix-­‐and-­‐Cut	
  Shuffle	
  

–  Pseudorandom	
  separators	
  
•  Tweakable	
  block	
  ciphers	
  from	
  PRPs:	
  

–  Simple	
  LRW	
  construc7on	
  
–  XE(X)	
  construc7ons	
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Lecture	
  plan	
  

1.  Tweakable	
  PRPs	
  and	
  shuffling	
  
2.  Nonce-­‐based	
  symmetric	
  encryp7on	
  
3.  Format-­‐preserving	
  encryp7on	
  
4.  Further	
  symmetric	
  primi7ves	
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Lecture	
  2:	
  
Nonce-­‐based	
  Symmetric	
  Encryp7on	
  

Thomas	
  Ristenpart	
  
University	
  of	
  Wisconsin	
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Lecture	
  plan	
  

1.  Tweakable	
  PRPs	
  and	
  shuffling	
  
2.  Nonce-­‐based	
  symmetric	
  encryp7on	
  
3.  Format-­‐preserving	
  encryp7on	
  
4.  Further	
  symmetric	
  primi7ves	
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Outline	
  

•  Nonce-­‐based	
  Symmetric	
  Encryp7on	
  
– Security	
  no7ons	
  

•  OCB	
  (Offset	
  Codebook	
  Mode)	
  
•  2-­‐pass	
  Modes	
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Deficiencies	
  in	
  prior	
  treatments	
  
•  Encryp7on	
  and	
  authen7city	
  as	
  separate	
  
primi7ves	
  leads	
  to	
  problems	
  
– Get	
  the	
  order	
  wrong	
  
– Hard	
  to	
  implement	
  properly	
  

•  Nonces	
  are	
  a	
  problem	
  in	
  prac7ce	
  	
  
–  Bad	
  randomness	
  
–  Counters	
  get	
  replayed	
  
–  Failure	
  modes	
  are	
  bad	
  (e.g.,	
  CTR	
  mode)	
  

•  Speed	
  is	
  very	
  important	
  
– Generic	
  composi7on	
  =	
  2	
  cryptographic	
  passes	
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The	
  expanding	
  role	
  of	
  SE	
  

•  Recogni7on	
  that	
  the	
  crypto	
  should	
  do	
  more	
  to	
  
help	
  implementers	
  

•  Crypto	
  needs	
  to	
  work	
  around	
  system	
  
constraints	
  
– Bad	
  nonces	
  should	
  be	
  protected	
  against	
  to	
  best	
  
extent	
  possible	
  

– API	
  should	
  be	
  simple	
  
– Systems	
  oVen	
  can’t	
  be	
  redesigned	
  (e.g.,	
  format-­‐
preserva7on,	
  passwords)	
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Symmetric	
  encryp7on	
  

enc	
   dec	
  

kg	
  

K	
  

M	
   C	
   C	
   M	
  or	
  	
  
error	
  

SE = (kg, enc, dec)

Probability	
  over	
  coins	
  of	
  kg	
  and	
  enc	
  

8M . Pr [ dec(K, enc(K,M)) = M ] = 1

$	
  

$	
  

Encryp7on	
  randomized	
  

key	
  genera7on	
  (randomized)	
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Nonce-­‐based	
  symmetric	
  encryp7on	
  

enc	
   dec	
  

kg	
  

key	
  genera7on	
  (randomized)	
  

K	
  

N	
  
M	
  

C	
  
C	
  

M	
  or	
  	
  
error	
  

SE = (kg, enc, dec)

Probability	
  over	
  coins	
  of	
  kg	
  

$	
  

8N,M . Pr [ dec(K,N, enc(K,N,M)) = M ]

Encryp7on	
  determinis7c	
  

N	
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Associated	
  data	
  

enc	
   dec	
  

K	
  

N	
  
M	
  

C	
  
C	
  

M	
  or	
  	
  
error	
  

In	
  most	
  applica7ons	
  of	
  encryp7on,	
  need	
  to	
  consider	
  plaintext	
  data	
  	
  
that	
  should	
  be	
  cryptographically	
  bound	
  to	
  ciphertext	
  
•  Called	
  associated	
  data	
  
•  Think	
  of	
  N	
  now	
  as	
  a	
  vector	
  of	
  bit	
  strings	
  
•  Security	
  no7ons	
  are	
  same	
  (construc7ons	
  can	
  treat	
  long	
  N)	
  

N	
  

For	
  simplicity	
  we’ll	
  just	
  think	
  of	
  N	
  as	
  a	
  short	
  nonce	
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Nonce-­‐based	
  security:	
  two	
  flavors	
  

Advind$
SE (A) =

��Pr
⇥
REALA

SE ) 1
⇤
� Pr

⇥
RANDA

SE ) 1
⇤��

Nonce-­‐respec7ng	
  adversaries:	
  all	
  queries	
  unique	
  N	
  
Repe77on-­‐respec7ng	
  adversaries:	
  all	
  queries	
  unique	
  (N,M)	
  

	
  Also	
  called	
  determinis7c	
  AE	
  (DAE)	
  security	
  

Ind$	
  
nonce-­‐	
  

respec7ng	
  

Game RANDSE

K $ {0, 1}k
b0 $ AEnc

ret b0

Enc(N,M)
C  enc(K,N,M)
C $ {0, 1}|C|

Ret C

Game REALSE

K $ {0, 1}k
b0 $ AEnc

ret b0

Enc(N,M)
C  enc(K,N,M)
Ret C

Ind$	
  
repe77on-­‐
respec7ng	
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Example:	
  CTR	
  mode	
  using	
  nonces	
  

EK	
   EK	
   EK	
  

M2	
   M3	
  M1	
  
P2	
   P3	
  P1	
  

Nonce	
  is	
  N	
  

C2	
   C3	
  C1	
  

N	
  +	
  1	
  	
   N	
  +	
  2	
  	
   N	
  +	
  3	
  	
  

Is	
  this	
  secure	
  against	
  nonce-­‐respec7ng	
  adversaries?	
   No!	
  

Query	
  C0,C1,C2	
  <-­‐	
  	
  Enc(0n,	
  02n)	
  
Query	
  C0’,C1’,C2’	
  <-­‐	
  Enc(0n-­‐11,02n)	
  
If	
  C1’	
  =	
  C2	
  then	
  Ret	
  1	
  
Ret	
  0	
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Example:	
  CTR	
  mode	
  using	
  nonces	
  

EK	
   EK	
   EK	
  

M2	
   M3	
  M1	
  
P2	
   P3	
  P1	
  

N	
  

C2	
   C3	
  C1	
  

N’	
  +	
  1	
  	
   N’	
  +	
  2	
  	
   N’	
  +	
  3	
  	
  

Is	
  this	
  secure	
  against	
  nonce-­‐respec7ng	
  adversaries?	
   Yes!	
  

EK	
  

N’	
  

Is	
  this	
  secure	
  against	
  repe77on-­‐respec7ng	
  adversaries?	
   No!	
  
Query	
  C0,C1,C2	
  <-­‐	
  	
  Enc(0n,	
  02n)	
  
Query	
  C0’,C1’,C2’	
  <-­‐	
  Enc(0n,0n1n)	
  
If	
  C1’	
  =	
  C1	
  then	
  Ret	
  1	
  
Ret	
  0	
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Confiden7ality	
  for	
  nonce-­‐based	
  SE	
  
•  Nonce-­‐respec7ng	
  Ind$:	
  

– Hides	
  all	
  par7al	
  info	
  about	
  plaintexts	
  assuming	
  nonces	
  
are	
  never	
  repeated	
  

–  If	
  nonces	
  repeated	
  security	
  may	
  break	
  down	
  
–  Tradi7onal	
  Ind$/IND-­‐CPA:	
  	
  choose	
  nonce	
  randomly	
  

•  Repe77on-­‐respec7ng	
  Ind$:	
  
– Also	
  called	
  determinis7c	
  AE	
  security	
  
–  Scheme	
  is	
  indis7nguishable	
  from	
  a	
  random	
  injec7on	
  
–  Implies	
  nonce-­‐respec7ng	
  Ind$	
  
–  If	
  nonces	
  repeated	
  security	
  s7ll	
  prety	
  strong	
  (just	
  
reveal	
  repeat	
  plaintexts)	
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Nonce-­‐based	
  SE	
  CTXT	
  integrity	
  
Advctxt

SE (A) = Pr
⇥
CTXTA

SE ) true
⇤

Can’t	
  forge	
  ciphertexts	
  for	
  
new	
  nonces	
  
	
  
Provides	
  authen7city	
  

Is	
  nonce-­‐based	
  CTR-­‐mode	
  	
  
secure	
  against	
  CTXT	
  adversaries?	
  

No!	
  

Game CTXTSE

K $ {0, 1}k
b0 $ AEnc,Forge

ret false

Enc(N,M)
C  enc(K,N,M)
C  C [ {(N,C)}
Ret C

Dec(N,C)
M  dec(K,N,M)
If (N,C) /2 C and M 6= ? then
Ret true

Ret M
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Security	
  for	
  SE	
  schemes	
  

•  Nonce-­‐respec7ng	
  Ind$	
  +	
  CTXT	
  
– Not	
  as	
  robust,	
  but	
  allows	
  faster	
  schemes	
  
– Example:	
  OCB	
  

•  Repe77on-­‐respec7ng	
  Ind$	
  +	
  CTXT	
  
– Stronger	
  security	
  target	
  	
  
– Example:	
  SIV	
  
	
  

•  Can	
  also	
  give	
  equivalent	
  all-­‐in-­‐one	
  security	
  
defini7ons.	
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All-­‐in-­‐one	
  no7ons	
  
Game RANDSE

K $ {0, 1}k
b0 $ AEnc

ret b0

Enc(N,M)
C  enc(K,N,M)
C $ {0, 1}|C|

ret C

Dec(N,C)
Ret ?

Game REALSE

K $ {0, 1}k
b0 $ AEnc,Dec

ret b0

Enc(N,M)
C  enc(K,N,M)
ret C

Dec(N,C)
Ret Dec(N,C)

Nonce-­‐respec7ng:	
  	
  
	
  Never	
  repeat	
  N	
  to	
  Enc	
  
	
  Can’t	
  query	
  Dec(N,C)	
  if	
  (N,C)	
  from	
  Enc(N,M)	
  

Repeat-­‐respec7ng:	
  	
  
	
  Never	
  repeat	
  (N,M)	
  to	
  Enc	
  
	
  Can’t	
  query	
  Dec(N,C)	
  if	
  (N,C)	
  from	
  Enc(N,M)	
  

Simple	
  strengthening	
  of	
  CCA	
  	
  
security	
  to	
  also	
  prevent	
  forgeries	
  
	
  

CTXT	
  +	
  Nonce-­‐resp.	
  Ind$	
  <=>	
  	
  
Nonce-­‐resp.	
  All-­‐in-­‐one	
  Ind$	
  

CTXT	
  +	
  Repeat-­‐resp.	
  Ind$	
  <=>	
  	
  
Repeat-­‐resp.	
  All-­‐in-­‐one	
  Ind$	
  

See	
  [Rogaway,	
  Shrimpton	
  2006]	
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Reflec7on	
  on	
  security	
  goals	
  for	
  SE	
  

•  1	
  primi7ve,	
  as	
  many	
  security	
  proper7es	
  as	
  
possible	
  
– OVen	
  we	
  are	
  trea7ng	
  orthogonal	
  proper7es	
  

•  CTXT	
  (unforgeability),	
  Ind$	
  (confiden7ality)	
  
– We	
  can’t	
  build	
  one	
  scheme	
  per	
  property	
  

•  More	
  simply:	
  	
  
–  target	
  “robustness”	
  /	
  “defense-­‐in-­‐depth”	
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Outline	
  

•  Nonce-­‐based	
  Symmetric	
  Encryp7on	
  
– Security	
  no7ons	
  

•  OCB	
  (Offset	
  Codebook	
  Mode)	
  
•  SIV	
  (Synthe7c	
  IV)	
  and	
  Encode-­‐then-­‐encipher	
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Towards	
  Nonce-­‐based	
  AE	
  

M1	
   M2	
   M3	
  

C1	
   C2	
   C3	
  

EK EK EK

Encrypted	
  with	
  ECB	
  

Images	
  courtesy	
  	
  
of	
  Wikipedia	
   90	
  



CPA-­‐core	
  of	
  OCB	
  mode	
  

ẼN,1
K ẼN,2

K ẼN,3
K

M1	
   M2	
   M3	
  

C1	
   C2	
   C3	
  

Tweakable	
  block	
  ciphers	
  can	
  fix	
  all	
  this!	
  
Let	
  N	
  be	
  an	
  n-­‐bit	
  nonce	
  	
  
and	
  use	
  XE	
  mode	
  (or	
  other	
  suitable	
  tweakable	
  BC):	
  

T = {0, 1}n ⇥ [0..2n � 2]

Ẽ(K, (T, i),M) = EK(M ��) � = EK(T ) · 2i

Remember	
  our	
  tweakable	
  block	
  cipher	
  mode	
  XE:	
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CPA-­‐core	
  of	
  OCB	
  mode	
  

ẼN,1
K ẼN,2

K ẼN,3
K

M1	
   M2	
   M3	
  

C1	
   C2	
   C3	
  

Encrypted	
  with	
  OCB	
  

Images	
  courtesy	
  	
  
of	
  Wikipedia	
  

Tweakable	
  block	
  ciphers	
  can	
  fix	
  all	
  this!	
  
Let	
  N	
  be	
  an	
  n-­‐bit	
  nonce	
  	
  
and	
  use	
  XE	
  mode	
  (or	
  other	
  suitable	
  tweakable	
  BC):	
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Nonce-­‐resp.	
  Ind$	
  of	
  OCB	
  CPA-­‐core	
  

Standard	
  reduc7on	
  to	
  switch	
  from	
  real	
  TBC	
  to	
  family	
  of	
  
random	
  permuta7ons	
  
	
  
As	
  long	
  as	
  nonces	
  never	
  repeat,	
  then	
  tweak	
  inputs	
  are	
  
unique	
  to	
  every	
  use,	
  selec7ng	
  dis7nct	
  random	
  
permuta7ons	
  
	
  
Outputs	
  are	
  uniformly	
  random	
  

Theorem. Let OCB be the SE scheme defined above using a tweakable block

cipher Ẽ : {0, 1}k⇥T ⇥{0, 1}n ! {0, 1}n with T = {0, 1}n⇥[0..2n�2]. Then for

any nonce-respecting adversary A making q oracle queries with m-block messages

and running in time t we give an explicit adversary B such that

Adv

ind$
OCB(A)  Adv

tprp

Ẽ
(B)

B runs in time t+O(mq) and makes mq queries.
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Nonce-­‐resp.	
  Ind$	
  of	
  OCB	
  CPA-­‐core	
  
Theorem. Let OCB be the SE scheme defined above using a tweakable block

cipher Ẽ : {0, 1}k⇥T ⇥{0, 1}n ! {0, 1}n with T = {0, 1}n⇥[0..2n�2]. Then for

any nonce-respecting adversary A making q oracle queries with m-block messages

and running in time t we give an explicit adversary B such that

Adv

ind$
OCB(A)  Adv

tprp

Ẽ
(B)

B runs in time t+O(mq) and makes mq queries.

ẼN,1
K ẼN,2

K ẼN,3
K

M1	
   M2	
   M3	
  

C1	
   C2	
   C3	
  

M1	
   M2	
   M3	
  

C1	
   C2	
   C3	
  

⇡̃N,1 ⇡̃N,2 ⇡̃N,3

Reduce	
  to	
  
adversary	
  B	
  

Each	
  random	
  perm	
  used	
  on	
  at	
  most	
  one	
  point	
  
C1,	
  C2,	
  C3	
  all	
  independent	
  uniform	
  points	
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Game CTXTSE

K $ {0, 1}k
b0 $ AEnc,Forge

ret false

Enc(N,M)
C  enc(K,N,M)
C  C [ {(N,C)}
Ret C

Dec(N,C)
M  dec(K,N,M)
If (N,C) /2 C and M 6= ? then
Ret true

Ret M

How	
  to	
  get	
  CTXT	
  integrity?	
  

ẼN,1
K ẼN,2

K ẼN,3
K

M1	
   M2	
   M3	
  

C1	
   C2	
   C3	
  

Trivially	
  CTXT	
  insecure	
  as	
  every	
  3n-­‐bit	
  
string	
  is	
  a	
  valid	
  ciphertext	
  

Ideas	
  for	
  ge�ng	
  CTXT?	
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Game CTXTSE

K $ {0, 1}k
b0 $ AEnc,Forge

ret false

Enc(N,M)
C  enc(K,N,M)
C  C [ {(N,C)}
Ret C

Dec(N,C)
M  dec(K,N,M)
If (N,C) /2 C and M 6= ? then
Ret true

Ret M

How	
  to	
  get	
  CTXT	
  integrity?	
  

ẼN,1
K ẼN,2

K ẼN,3
K

M1	
   M2	
   M3	
  

C1	
   C2	
   C3	
  

Add	
  integrity	
  checksum.	
  	
  
Tweak	
  N,z	
  used	
  for	
  checksum	
  call	
  must	
  be	
  
dis7nct	
  from	
  all	
  other	
  uses	
  of	
  TBC	
  
	
  
Here	
  M1	
  +	
  M2	
  +	
  M3	
  	
  is	
  XOR	
  of	
  	
  
message	
  blocks.	
  
	
  
Why	
  not	
  C1	
  +	
  C2	
  +	
  C3?	
  	
  (Insecure)	
  

M1	
  +	
  M2	
  +	
  M3	
  

T	
  

ẼN,z
K
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Game CTXTSE

K $ {0, 1}k
b0 $ AEnc,Forge

ret false

Enc(N,M)
C  enc(K,N,M)
C  C [ {(N,C)}
Ret C

Dec(N,C)
M  dec(K,N,M)
If (N,C) /2 C and M 6= ? then
Ret true

Ret M

How	
  to	
  get	
  CTXT	
  integrity?	
  

ẼN,1
K ẼN,2

K ẼN,3
K

M1	
   M2	
   M3	
  

C1	
   C2	
   C3	
  

New	
  N	
  means:	
  
	
  inverse	
  of	
  T	
  random	
  

	
  
New	
  C	
  means:	
  

	
  one	
  of	
  M1,	
  M2,	
  M3,	
  inverse	
  of	
  T	
  	
  
	
  random	
  

	
  
Either	
  way,	
  low	
  prob.	
  of	
  hi�ng	
  a	
  correct	
  T	
  

M1	
  +	
  M2	
  +	
  M3	
  

T	
  

ẼN,z
K
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How	
  to	
  get	
  CTXT	
  integrity?	
  

I	
  described	
  simplified	
  OCB:	
  only	
  works	
  with	
  fixed-­‐length	
  messages	
  of	
  mn	
  bits	
  
	
  	
  (don’t	
  implement	
  as	
  I’ve	
  described!)	
  

	
  
Full	
  OCB	
  handles:	
  
•  Messages	
  that	
  aren’t	
  mul7ple	
  of	
  n	
  bits	
  
•  Uses	
  slightly	
  more	
  complex	
  XEX	
  TBC	
  construc7on	
  for	
  super	
  fast	
  tweaking	
  
•  See	
  [Rogaway	
  2004]	
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Theorem. Let OCB be the SE scheme defined above using a tweakable block

cipher Ẽ : {0, 1}k ⇥ T ⇥ {0, 1}n ! {0, 1}n with T = {0, 1}n ⇥ [0..2n � 2]. Then

for any adversary A making q oracle queries with m-block messages and running

in time t we give an explicit adversary B such that

Adv

ctxt
OCB(A)  Adv

tsprp

Ẽ
(B) + 1

2n � 1

B runs in time t+O(mq) and makes mq queries.



OCB	
  repe77on-­‐resp.	
  Ind$	
  Security?	
  
Game REALSE

K $ {0, 1}k
b0 $ AEnc

ret b0

Enc(N,M)
C $ enc(K,N,M)
Ret C

Repe77on-­‐respec7ng	
  adversaries:	
  all	
  queries	
  unique	
  (N,M)	
  

ẼN,1
K ẼN,2

K

M1	
   M2	
  

C1	
   C2	
  

Adversary	
  A:	
  
C1,C2	
  	
  	
  <-­‐	
  Enc(N,	
  0n0n	
  )	
  
C1’,C2’	
  <-­‐	
  Enc(N,	
  0n1n	
  )	
  
If	
  C1	
  =	
  C1’	
  then	
  Ret	
  1	
  
Ret	
  0	
  

Game RANDSE

K $ {0, 1}k
b0 $ AEnc

ret b0

Enc(N,M)
C $ enc(K,N,M)
C $ {0, 1}|C|

Ret C

Advind$
OCB(A) = 1� 1
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Recap	
  of	
  OCB	
  
•  OCB	
  gives	
  fast,	
  single	
  pass	
  nonce-­‐respec7ng	
  
scheme	
  

•  OCB	
  doesn’t	
  give	
  repe77on-­‐resp.	
  security	
  
•  OCB	
  remains	
  fastest	
  AES-­‐based	
  AE	
  scheme	
  

Message	
  length	
  (bytes)	
  

Cy
cl
es
/b
yt
e	
  

From	
  [Krovetz,	
  Rogaway	
  2011]:	
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Outline	
  

•  Nonce-­‐based	
  Symmetric	
  Encryp7on	
  
– Security	
  no7ons	
  

•  OCB	
  (Offset	
  Codebook	
  Mode)	
  
•  SIV	
  (Synthe7c	
  IV)	
  and	
  Encode-­‐then-­‐encipher	
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Single	
  pass	
  can’t	
  give	
  repe77on-­‐
respec7ng	
  security	
  

Single	
  pass	
  means	
  process	
  each	
  message	
  	
  
block	
  once,	
  constant	
  memory	
  state	
  

Encryp7on	
  process	
  	
  
(n	
  bits	
  of	
  memory)	
  

N	
  

K	
  

M1	
   M2	
   M3	
   …	
  

Must	
  output	
  ciphertext	
  bits	
  before	
  processing	
  all	
  message	
  bits	
  
BUT:	
  Can	
  never	
  be	
  repe77on-­‐resp	
  Ind$	
  secure!!!	
  

C1	
   C2	
   C3	
  

Game REALSE

K $ {0, 1}k
b0 $ AEnc

ret b0

Enc(N,M)
C $ enc(K,N,M)
Ret C

Game RANDSE

K $ {0, 1}k
b0 $ AEnc

ret b0

Enc(N,M)
C $ enc(K,N,M)
C $ {0, 1}|C|

Ret C

102	
  



Two-­‐pass	
  modes	
  

•  Single-­‐pass	
  mode	
  can’t	
  achieve	
  repe77on-­‐
resp.	
  Ind$	
  

•  We	
  will	
  see	
  2	
  two-­‐pass	
  modes	
  
– SIV	
  mode	
  
– Encode-­‐then-­‐Encipher	
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CTR	
  mode	
  
IV	
  

K	
  

M	
  

IV,	
  C	
  

Two-­‐pass	
  construc7on	
  (SIV	
  mode)	
  
[Rogaway,	
  Shrimpton	
  2006]	
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Two-­‐pass	
  construc7on	
  (SIV	
  mode)	
  

CTR	
  mode	
  

N	
  

K	
  

M	
  

FK2	
  

IV,	
  C	
  

Apply	
  PRF	
  to	
  nonce	
  and	
  message	
  to	
  derive	
  new	
  nonce	
  for	
  use	
  with	
  encryp7on	
  
Decryp7on:	
  check	
  the	
  IV	
  included	
  in	
  C	
  	
  
Intui7on	
  for	
  Ind$	
  security:	
  	
  

	
  N,M	
  never	
  repeat,	
  guaranteed	
  random	
  IV	
  fed	
  to	
  encryp7on	
  
Intui7on	
  for	
  CTXT	
  security:	
  

	
  change	
  to	
  any	
  ciphertext	
  component	
  changes	
  M	
  or	
  IV	
  

IV	
  

[Rogaway,	
  Shrimpton	
  2006]	
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Encode-­‐then-­‐encipher	
  

ẼN
K

Say	
  we	
  have	
  “wide-­‐block”	
  tweakable	
  BC	
  secure	
  as	
  SPRP	
  that	
  	
  
accepts	
  arbitrary-­‐length	
  inputs	
  

	
  0t	
  ||	
  M	
  

C	
  

T	
  ||	
  M	
  

C	
  

D̃N
K

If	
  T	
  =	
  0t	
  then	
  
	
  ret	
  M	
  

Else	
  	
  
	
  ret	
  error	
  

Original	
  analysis	
  (without	
  tweaks)	
  in	
  [Bellare,	
  Rogaway	
  1997]	
  
Intui7on:	
  TBC	
  randomizes	
  everything,	
  low	
  probability	
  of	
  hi�ng	
  0t	
  
TBC	
  on	
  long	
  inputs	
  are	
  all	
  two-­‐pass	
  (we	
  will	
  see	
  examples	
  soon)	
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Any	
  security	
  difference	
  between	
  	
  
SIV	
  and	
  Encode-­‐Encipher?	
  

•  Both	
  meet	
  Repe77on-­‐resp.	
  Ind$	
  +	
  CTXT	
  
– What	
  do	
  you	
  think?	
  

•  Encode-­‐Encipher	
  also	
  provides	
  Strong	
  PRP	
  
– This	
  seems	
  to	
  add	
  robustness	
  

•  Crisply	
  clarifying	
  this	
  issue	
  is	
  a	
  good	
  ques7on	
  
for	
  future	
  research	
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A	
  high	
  level	
  summary	
  

Scheme	
   #	
  of	
  cryptographic	
  passes	
   Security	
  

OCB	
   1	
   Nonce-­‐resp.	
  

SIV	
   2	
   Repeat-­‐resp.	
  

Encode-­‐then-­‐Encipher	
   3	
   Strong	
  PRP	
  /	
  Repeat-­‐resp.	
  

We’ll	
  see	
  this	
  in	
  next	
  lecture	
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Recap	
  

•  Make	
  SE	
  more	
  robust	
  
– Any	
  nonce	
  works	
  (don’t	
  need	
  random	
  one)	
  
– Nonce	
  failures	
  should	
  be	
  handled	
  gracefully	
  

•  Possible	
  with	
  repe77on-­‐resp.	
  security	
  
– SE	
  based	
  on	
  strong	
  PRP	
  may	
  be	
  even	
  beter	
  

•  Target	
  easy-­‐to-­‐use	
  interfaces	
  
– Encrypt(),	
  Mac()	
  versus	
  	
  Encrypt(N,M)	
  

•  Tweakable	
  PRPs	
  good	
  star7ng	
  point	
  for	
  
building	
  such	
  SE	
  schemes	
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Lecture	
  plan	
  

1.  Tweakable	
  PRPs	
  and	
  shuffling	
  
2.  Nonce-­‐based	
  symmetric	
  encryp7on	
  
3.  Format-­‐preserving	
  encryp7on	
  
4.  Further	
  symmetric	
  primi7ves	
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Lecture	
  3:	
  
Format-­‐preserving	
  encryp7on	
  and	
  

special	
  cases	
  

Thomas	
  Ristenpart	
  
University	
  of	
  Wisconsin	
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Lecture	
  plan	
  

1.  Tweakable	
  PRPs	
  and	
  shuffling	
  
2.  Nonce-­‐based	
  symmetric	
  encryp7on	
  
3.  Format-­‐preserving	
  encryp7on	
  
4.  Further	
  symmetric	
  primi7ves	
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Outline	
  

•  Mo7va7on	
  for	
  FPE	
  
•  Formaliza7on	
  of	
  FPE	
  
•  Rank-­‐Encipher-­‐Unrank	
  

– Ranking	
  for	
  regular	
  expressions	
  
–  Integer	
  FPE	
  

•  Integer	
  FPE	
  schemes	
  for	
  small	
  domains	
  
•  Disk-­‐sector	
  /	
  FPE	
  schemes	
  for	
  large	
  domains	
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Example	
  #1:	
  Disk	
  sector	
  encryp7on	
  
Say	
  we	
  want	
  to	
  do	
  full-­‐disk	
  encryp7on	
  sector-­‐by-­‐sector	
  	
  
Plaintext	
  =	
  4096	
  bytes	
  
Ciphertext	
  =	
  4096	
  bytes	
  

10101	
  

11100	
  

10101	
  

4096	
  bits	
  

00110	
  

10111	
  

10100	
  

Sector	
  1	
  

Sector	
  2	
  

Sector	
  3	
  

Ẽ1
K

Ẽ2
K

Ẽ3
K

How	
  to	
  build	
  TBC	
  on	
  4096	
  bits	
  
given	
  BC	
  with	
  n	
  =	
  128?	
  

4096	
  bits	
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Jane	
  Doe	
   1343-­‐1321-­‐1231-­‐2310	
  

Thomas	
  Ristenpart	
   9541-­‐3156-­‐1320-­‐2139	
  

John	
  Jones	
   5616-­‐2341-­‐2341-­‐1210	
  

Eve	
  Judas	
   2321-­‐4232-­‐1340-­‐1410	
  

Database	
  schemas	
  
and	
  soVware	
  require	
  
<=	
  16	
  decimal	
  digits	
  
and	
  valid	
  Luhn	
  
checksum	
  

Example	
  #2:	
  Data	
  field	
  encryp7on	
  

Ciphertexts	
  are	
  too	
  big	
  for	
  
replacing	
  plaintext	
  within	
  
database!	
   AESK	
  

M	
  =	
  2321-­‐4232-­‐1345-­‐1415	
  

C	
  

128	
  bits	
  

AESK	
  :	
  {0,1}128	
  	
       {0,1}128	
  !
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Jane	
  Doe	
   1343-­‐1321-­‐1231-­‐2310	
  

Thomas	
  Ristenpart	
   9541-­‐3156-­‐1320-­‐2139	
  

John	
  Jones	
   5616-­‐2341-­‐2341-­‐1210	
  

Eve	
  Judas	
   2321-­‐4232-­‐1340-­‐1410	
  

Database	
  schemas	
  
and	
  soVware	
  require	
  
<=	
  16	
  decimal	
  digits	
  
and	
  valid	
  Luhn	
  
checksum	
  

Valid	
  credit-­‐card	
  number	
  

Valid	
  credit-­‐card	
  number	
  

EK	
  

Encryp7on	
  tool	
  whose	
  ciphertexts	
  are	
  also	
  credit-­‐card	
  numbers	
  

EK	
  :	
  [0..9]16	
  	
        [0..9]16	
  !

Example	
  #2:	
  Data	
  field	
  encryp7on	
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Format-­‐preserving	
  encryp'on	
  (FPE)	
  

EK	
  M	
   C	
  

Enjoys	
  format	
  N	
  

Disk	
  sectors	
  /	
  payment	
  card	
  numbers	
  just	
  two	
  examples	
  
Some	
  others:	
  

1)	
  Valid	
  addresses	
  for	
  a	
  certain	
  country	
  

2)	
  4096-­‐byte	
  disk	
  sectors	
  

3)	
  Assigned	
  Social	
  Security	
  Numbers	
  (9	
  digits,	
  without	
  leading	
  8	
  or	
  9)	
  

4)	
  Composi7on	
  of	
  (1)	
  and	
  (3)	
  

Enjoys	
  format	
  N	
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History	
  of	
  FPE:	
  
FIPS	
  74	
  (1981)	
  -­‐-­‐-­‐	
  DES	
  to	
  encipher	
  strings	
  over	
  some	
  fixed	
  
alphabet	
  	
  (e.g.	
  decimal	
  digits)	
  

Brightwell	
  and	
  Smith	
  (1997)	
  -­‐-­‐-­‐	
  datatype-­‐preserving	
  	
  
encryp7on	
  

Black,	
  Rogaway	
  (2002)	
  -­‐-­‐-­‐	
  special	
  case	
  of	
  FPE	
  (arbitrary	
  set	
  encryp7on)	
  

Voltage,	
  Semtek,	
  etc.	
  -­‐-­‐-­‐	
  promote	
  use	
  of	
  commercial	
  FPE	
  technologies	
  

Ad-­‐hoc	
  	
  
approaches	
  

Spies	
  (2008)	
  -­‐-­‐-­‐	
  FFSEM	
  submited	
  to	
  NIST	
  as	
  poten7al	
  standard	
  	
  
for	
  FPE.	
  Based	
  on	
  Black,	
  Rogaway	
  techniques	
  

Hasty	
  pudding	
  cipher	
  (1998)	
  -­‐-­‐-­‐	
  variable	
  block-­‐length	
  blockcipher	
  

Bellare,	
  Ristenpart,	
  Rogaway,	
  Stegers	
  (2009)	
  -­‐-­‐-­‐	
  formal	
  treatment	
  of	
  FPE	
  

Bellare,	
  Rogaway,	
  Spies	
  (2009)	
  -­‐-­‐-­‐	
  FFX	
  proposed	
  standard	
  submited	
  to	
  NIST	
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EK	
  
Message	
  	
  M	
  

Ciphertext	
  	
  C	
  	
  	
  or	
  	
  ⊥	
  Tweak	
  	
  T	
  
Format	
  	
  N	
  

Domain	
  is	
  X =	
  {XN	
  }	
  N	
  ∈	
  N 
N 	
  =	
  {N1,N2,…}	
  is	
  format	
  space	
  (set	
  of	
  formats	
  handled) 

XN1	
   XN1	
  

XN2	
  

XN3	
  

XN2	
  

XN3	
  

E(K,N1,T,	
  �	
  )	
  

E(K,N2,T,	
  �	
  )	
  

E(K,N3,T,	
  �	
  )	
  

Tweaks	
  [LRW05]	
  required	
  

Slices	
  of	
  	
  
domain	
  
(finite	
  sets)	
  

E(K,N,T,	
  �	
  )	
  is	
  	
  
permuta7on	
  
for	
  all	
  K,N,T	
  	
  

[Bellare,	
  Ristenpart,	
  	
  
Rogaway,	
  Stegers	
  `09]	
  

Format-­‐preserving	
  encryp'on	
  (FPE)	
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Domain	
  is	
  X =	
  {X128	
  }	
  where	
  X128	
  =	
  {0,1}128 

AES	
  is	
  an	
  FPE	
  (with	
  singleton	
  tweak	
  space) 

{0,1}128 
E(K,	
  	
  �	
  )	
  

{0,1}128 

EK	
  
Message	
  	
  M	
  

Ciphertext	
  	
  C	
  	
  	
  or	
  	
  ⊥	
  Tweak	
  	
  T	
  
Format	
  	
  N	
  

[Bellare,	
  Ristenpart,	
  	
  
Rogaway,	
  Stegers	
  `09]	
  

Format-­‐preserving	
  encryp'on	
  (FPE)	
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Domain	
  is	
  X =	
  {XN	
  }	
  N	
  ∈	
  N	
  	
  where	
  N =	
  {12,13,14,15,…,20} 

Encryp7ng	
  Credit	
  Card	
  Numbers	
  (CCNs)	
  with	
  valid	
  Luhn	
  digit 

XN	
  =	
  {	
  X	
  ∈{0,1,…,9}N	
  |	
  LuhnOK(X)	
  } 

X16	
   X16	
  
E(K,16,T,	
  �	
  )	
  

All	
  16-­‐digit	
  CCNs	
  	
  
with	
  valid	
  Luhn	
  digit	
  

Example	
  	
  
slice:	
  

EK	
  
Message	
  	
  M	
  

Ciphertext	
  	
  C	
  	
  	
  or	
  	
  ⊥	
  Tweak	
  	
  T	
  
Format	
  	
  N	
  

[Bellare,	
  Ristenpart,	
  	
  
Rogaway,	
  Stegers	
  `09]	
  

Format-­‐preserving	
  encryp'on	
  (FPE)	
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Domain	
  is	
  X =	
  {XN	
  }	
  N	
  ∈	
  N	
  	
  where	
  N =	
  {0,1,2,3,…} 

Encryp7ng	
  members	
  of	
  a	
  regular	
  language	
  L 

XN	
  =	
  {0,1}N	
  ∩	
  L 

X130	
   X130	
  
E(K,130,T,	
  �	
  )	
  

All	
  130-­‐bit	
  strings	
  in	
  L	
  

Example	
  	
  
slice:	
  

EK	
  
Message	
  	
  M	
  

Ciphertext	
  	
  C	
  	
  	
  or	
  	
  ⊥	
  Tweak	
  	
  T	
  
Format	
  	
  N	
  

[Bellare,	
  Ristenpart,	
  	
  
Rogaway,	
  Stegers	
  `09]	
  

Format-­‐preserving	
  encryp'on	
  (FPE)	
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Domain	
  is	
  X =	
  {XN	
  }	
  N	
  ∈	
  N	
  	
  where	
  N =	
  {1,2,3,…} 

Encryp7ng	
  integers 

XN	
  =	
  ZN 

X400	
   X400	
  
E(K,400,T,	
  �	
  )	
  

Any	
  number	
  between	
  0	
  and	
  399	
  

We	
  call	
  this	
  Integer	
  FPE	
  

Example	
  	
  
slice:	
  

EK	
  
Message	
  	
  M	
  

Ciphertext	
  	
  C	
  	
  	
  or	
  	
  ⊥	
  Tweak	
  	
  T	
  
Format	
  	
  N	
  

[Bellare,	
  Ristenpart,	
  	
  
Rogaway,	
  Stegers	
  `09]	
  

Format-­‐preserving	
  encryp'on	
  (FPE)	
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Security	
  for	
  FPE	
  

•  Allows	
  adversarial	
  format,	
  tweaks	
  
•  PRP	
  security	
  variant	
  disallows	
  inverse	
  queries	
  
•  Atacker	
  can	
  detect	
  repeats	
  if	
  same	
  tweak,	
  format,	
  message	
  
•  Special	
  case	
  is	
  strong	
  tweakable	
  PRP	
  security	
  we’ve	
  already	
  seen	
  

Game SPRP0X ,T

for (N,T ) 2 X ⇥ T
⇡̂(N,T, ·) $

Perm(XN )

b0 $ A⇡̂(·,·,·)

ret b0

Advprp

Ê
(A) =

��Pr
⇥
SPRP1A

Ê
) 1

⇤
� Pr

⇥
SPRP0AX ,T ) 1

⇤��

Game SPRP1Ê
K $ {0, 1}k

b0 $ AÊK(·,·,·),D̂K(·,·,·)

ret b0
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General	
  construc7on	
  of	
  FPE	
  schemes:	
  Rank-­‐then-­‐Encipher	
  

Domain	
  is	
  X =	
  {XN	
  }	
  N	
  ∈	
  N 
N =	
  {N1,N2,…}	
  some	
  arbitrary	
  format	
  space 

XN1	
   XN1	
  
Ē(K,N1,T,	
  �	
  )	
   Ē(K,N,T,	
  �	
  )	
  is	
  	
  

permuta7on	
  
for	
  all	
  K,N,T	
  	
  

Zs1	
  

Rank(N1,	
  �	
  )	
  

s1	
  =	
  |XN1|	
  
E(K,s1,(N1,T),	
  �	
  )	
  

Zs1	
  

Unrank(N1,	
  �	
  )	
  

Just	
  need	
  integer	
  FPE	
  for	
  N =	
  {s1,s2,…}	
  where	
  s1	
  =	
  |XN1|,	
  s2	
  =	
  |XN2|,	
  …	
   

Ē	
  inherits	
  security	
  of	
  E.	
  Proof	
  is	
  easy	
   

Task	
  1:	
  
Specifying	
  
fast	
  ranking	
  
func7ons	
  

Task	
  2:	
  
Fast,	
  secure	
  
integer	
  FPEs	
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Rank-­‐then-­‐Encipher	
  Task	
  1:	
  	
  Fast	
  ranking	
  schemes	
  

Specialized	
  construc7ons	
  

XN	
  =	
  {	
  X	
  ∈ {0,1,…,9}16	
  |	
  LuhnOK(X)	
  } 

Rank(N,	
  D1	
  …	
  D15D16	
  )	
  

1015	
  
Z	
  

1)	
  Compute	
  number	
  X	
  that	
  is	
  	
  
	
  	
  	
  	
  	
  base-­‐10	
  represented	
  by	
  D1	
  …	
  D15	
  
2)	
  Return	
  X	
  

1)	
  Compute	
  base-­‐10	
  	
  
	
  	
  	
  	
  	
  representa7on	
  of	
  X	
  as	
  D1	
  …	
  D15	
  
2)	
  Solve	
  for	
  Luhn	
  digit	
  D16	
  
3)	
  Return	
  D1	
  …	
  D15	
  D16	
  	
  

Unrank(N,	
  X)	
  

XN	
   

Last	
  digit	
  of	
  CC	
  number	
  	
  
is	
  checksum	
  fully	
  determined	
  
by	
  preceding	
  15	
  digits	
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Rank-­‐then-­‐Encipher	
  Task	
  1:	
  	
  Fast	
  ranking	
  schemes	
  

General	
  construc7ons	
  for	
  regular	
  languages	
  

[BRRS09]	
  gives	
  poly7me	
  	
  
Rank(N,	
  �	
  ),	
  Unrank(N,	
  �	
  )	
  	
  
following	
  [Goldberg,	
  Sipser	
  ’85]	
  
Based	
  on	
  dynamic	
  programming	
  

q1	
  

q2	
  

q3	
  0	
  

1	
   q2	
  

1	
  

0	
  

0,1	
  

Let	
  XN	
  =	
  {0,1}N	
  ∩	
  L	
  

X	
  	
  =	
  L	
  	
  for	
  any	
  regular	
  language	
  L	
  

N =	
  {0,1,2,3,…} 

Regular	
  languages	
  naturally	
  describe	
  many	
  
forma�ng	
  constraints!	
  	
  

Requires	
  DFA	
  	
  
representa7on	
  of	
  L.	
  
Star7ng	
  from	
  regex	
  is	
  
PSPACE-­‐complete	
  	
  

Precomputation: 
c�Nmax �|Σ|�Q time, c�Nmax �Q space 

 Q  = number of DFA states 
   Σ = the alphabet 
   Nmax = length of longest string 
    N = length of string to be ranked 

rank: O(N) 
unrank: O(N �|Σ|) 127	
  



Limits	
  of	
  Rank-­‐then-­‐Encipher	
  approach 

[Bubley	
  et	
  al.	
  ‘99]	
  prove	
  that	
  coun7ng	
  
number	
  of	
  k-­‐colorings	
  is	
  #P-­‐complete	
  

v1	
  

v2	
  

v3	
  

v2	
  

X	
  N	
  =	
  all	
  proper	
  k-­‐colorings	
  of	
  G	
  for	
  k	
  =	
  2d+1	
  
(d	
  is	
  max	
  degree	
  of	
  any	
  vertex)	
  

N =	
  simple,	
  undirected	
  graphs	
  G 

Theorem	
  [BRRS	
  09]	
  	
  Suppose	
  there	
  exists	
  a	
  one-­‐way	
  func7on.	
  Then	
  there	
  is	
  
a	
  domain	
  X	
  =	
  {XN}	
  that	
  admits	
  a	
  PRP-­‐secure	
  FPE	
  scheme	
  but	
  for	
  which	
  {XN}	
  
cannot	
  be	
  efficiently	
  ranked.	
  

Modify	
  [Jerrum	
  ‘95]	
  results	
  to	
  give	
  direct	
  FPE	
  on	
  proper	
  k-­‐colorings	
  

Can’t	
  exist	
  efficient	
  Unrank(N,	
  .	
  )	
  if	
  P	
  ≠	
  #P	
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General	
  construc7on	
  of	
  FPE	
  schemes:	
  Rank-­‐then-­‐Encipher	
  

Domain	
  is	
  X =	
  {XN	
  }	
  N	
  ∈	
  N 
N =	
  {N1,N2,…}	
  some	
  arbitrary	
  format	
  space 

XN1	
   XN1	
  
Ē(K,N1,T,	
  �	
  )	
   Ē(K,N,T,	
  �	
  )	
  is	
  	
  

permuta7on	
  
for	
  all	
  K,N,T	
  	
  

Zs1	
  

Rank(N1,	
  �	
  )	
  

s1	
  =	
  |XN1|	
  
E(K,s1,(N1,T),	
  �	
  )	
  

Zs1	
  

Unrank(N1,	
  �	
  )	
  

Just	
  need	
  integer	
  FPE	
  for	
  N =	
  {s1,s2,…}	
  where	
  s1	
  =	
  |XN1|,	
  s2	
  =	
  |XN2|,	
  …	
   

Ē	
  inherits	
  security	
  of	
  E.	
  Proof	
  is	
  easy	
   

Task	
  1:	
  
Specifying	
  
fast	
  ranking	
  
func7ons	
  

Task	
  2:	
  
Fast,	
  secure	
  
integer	
  FPEs	
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Rank-­‐then-­‐Encipher	
  Task	
  2:	
  	
  Integer	
  FPE	
  schemes	
  

Required	
  domain	
  is	
  X =	
  {	
  ZN	
  }	
  N	
  ∈	
  N	
  where	
  N =	
  {1,2,3,…}	
  

•  Build	
  using	
  conven7onal	
  n-­‐bit	
  block	
  cipher	
  (AES)	
  

N	
  <	
  2n	
  	
  
“Small-­‐block	
  
encryp7on”	
  	
  
problem	
  

Example:	
  
n	
  =	
  128	
  
N	
  =	
  109	
  ≈	
  230	
  

Shuffling	
  algorithms	
  from	
  last	
  segment	
  

N	
  ≥	
  2n	
  
“Wide-­‐block	
  
encryp7on”	
  
problem	
  

Example:	
  
n	
  =	
  128	
  
N	
  =	
  4096*8	
  
	
  

Fastest	
  solu7ons	
  are	
  of	
  
EME2,	
  CMC,	
  TET,	
  …	
  style	
  
(stay	
  tuned)	
  

Security:	
  
q	
  ≈	
  O(2n/2)	
  
	
  
Efficiency:	
  	
  
O(log	
  N)	
  AES	
  
calls	
  

•  We	
  will	
  focus	
  on	
  one	
  slice:	
  	
  cipher	
  on	
  ZN	
  	
  for	
  some	
  N	
  ∈	
  N 

•  Target	
  conven7onal	
  strong	
  PRP	
  security	
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Rank-­‐then-­‐Encipher	
  Task	
  2:	
  	
  Integer	
  FPE	
  schemes	
  

Required	
  domain	
  is	
  X =	
  {	
  ZN	
  }	
  N	
  ∈	
  N	
  where	
  N =	
  {1,2,3,…}	
  
•  Used	
  to	
  opera7ng	
  on	
  bit	
  strings,	
  but	
  N	
  oVen	
  not	
  power-­‐of-­‐2 
•  Many	
  shuffling	
  construc7ons	
  work	
  for	
  arbitrary	
  N	
  

•  Mix-­‐and-­‐cut,	
  Swap-­‐or-­‐Not,	
  Some7mes-­‐Recurse,	
  etc.	
  
•  So	
  far	
  a	
  bit	
  slow	
  for	
  prac7cal	
  deployment	
  

•  In	
  prac7ce:	
  FFX	
  mode	
  based	
  on	
  some	
  radix	
  (e.g.,	
  r	
  	
  =	
  10)	
  

L 	
  	
   R	
  

d	
  	
  digits	
  

FK1	
  

d	
  digits	
  

R	
   L’ 	
  	
  

T,	
  N	
  

Now	
  use	
  addi7on	
  
modulo	
  rd	
  

Tweak	
  also	
  
by	
  format	
  	
  
specifier	
  

FFX	
  specifica7on	
  heuris7cally	
  suggests	
  	
  
10	
  rounds	
  of	
  Feistel.	
  (Fast)	
  

This	
  works	
  for	
  N	
  
a	
  power	
  of	
  some	
  	
  
radix.	
  What	
  about	
  
when	
  not?	
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Split	
  input	
  M	
  ∈ Zab	
  into	
  L0	
  ∈ Za	
  and	
  R0	
  ∈ Zb	
  

Format	
  space	
  is	
  N =	
  {(a,b)	
  |	
  2	
  ≤	
  a	
  ≤	
  b}	
  and	
  X(a,b)	
  =	
  Zab	
   

Apply	
  R	
  rounds	
  of	
  an	
  unbalanced	
  Feistel	
  network	
  
FE1	
  

Addi7on	
  
mod	
  a	
  

[Hoang,	
  Rogaway	
  2010]	
  show	
  security	
  up	
  to	
  ~N/a	
  	
  queries	
  for	
  enough	
  rounds.	
  
Probably	
  can	
  get	
  by	
  with	
  fewer	
  rounds	
  than	
  they	
  suggest	
  

Unbalanced	
  Feistel-­‐based	
  FPEs	
  

What	
  if	
  N	
  is	
  prime?	
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Use	
  cycle-­‐walking	
  	
  	
  [Black,	
  Rogaway	
  2002] 
to	
  go	
  from	
  N =	
  {(a,b)	
  |	
  2	
  ≤	
  a	
  ≤	
  b}	
  to	
  N =	
  {1,2,3,…}	
  

To	
  encrypt	
  message	
  X	
  ∈	
  ZN	
  
Choose	
  a,b	
  so	
  that	
  ab	
  >	
  N	
  

X	
  

Y	
  

…
	
  

Y	
  	
  =	
  	
  FE1(K,(a,b),T,X)	
  

Is	
  Y	
  ∈	
  ZN?	
  Yes,	
  stop	
  and	
  output	
  Y	
  

Y’	
  =	
  	
  FE1(K,(a,b),T,	
  Y)	
  	
  

Is	
  Y’	
  ∈	
  ZN?	
  Yes,	
  stop	
  and	
  output	
  Y’	
  …
	
  

Y’	
  

Worst-­‐case	
  running	
  7me:	
  
	
  O(N)	
  

Expected	
  running	
  7me:	
  
	
  O(N/ab)	
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Rank-­‐then-­‐Encipher	
  Task	
  2:	
  	
  Integer	
  FPE	
  schemes	
  

Required	
  domain	
  is	
  X =	
  {	
  ZN	
  }	
  N	
  ∈	
  N	
  where	
  N =	
  {1,2,3,…}	
  

•  Build	
  using	
  conven7onal	
  n-­‐bit	
  block	
  cipher	
  (AES)	
  

N	
  <	
  2n	
  	
  
“Small-­‐block	
  
encryp7on”	
  	
  
problem	
  

Example:	
  
n	
  =	
  128	
  
N	
  =	
  109	
  ≈	
  230	
  

Shuffling	
  algorithms	
  from	
  last	
  segment	
  

N	
  ≥	
  2n	
  
“Wide-­‐block	
  
encryp7on”	
  
problem	
  

Example:	
  
n	
  =	
  128	
  
N	
  =	
  4096	
  
	
  

Fastest	
  solu7ons	
  are	
  of	
  
EME2,	
  CMC,	
  TET,	
  …	
  style	
  
(stay	
  tuned)	
  

Security:	
  
q	
  ≈	
  O(2n/2)	
  
	
  
Efficiency:	
  	
  
O(log	
  N)	
  AES	
  
calls	
  

•  We	
  will	
  focus	
  on	
  one	
  slice:	
  	
  cipher	
  on	
  ZN	
  	
  for	
  some	
  N	
  ∈	
  N 

•  Target	
  conven7onal	
  strong	
  PRP	
  security	
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Length-­‐preserving	
  encryp7on	
  for	
  large	
  domains	
  

Required	
  domain	
  is	
  X =	
  {	
  {0,1}N	
  }	
  N	
  ∈	
  N	
  where	
  N =	
  {128,129,…}	
  
	
   	
  (128	
  because	
  of	
  AES)	
  

10101	
  

11100	
  

10101	
  

4096	
  bits	
  

00110	
  

10111	
  

10100	
  

Sector	
  1	
  

Sector	
  2	
  

Sector	
  3	
  

Ẽ1
K

Ẽ2
K

Ẽ3
K

How	
  to	
  build	
  TBC	
  on	
  4096	
  bits	
  
given	
  BC	
  with	
  n	
  =	
  128?	
  

4096	
  bits	
  

Studied	
  extensively	
  due	
  to	
  need	
  for	
  disk-­‐sector	
  encryp7on	
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Length-­‐preserving	
  encryp7on	
  for	
  large	
  domains	
  

Required	
  domain	
  is	
  X =	
  {	
  {0,1}N	
  }	
  N	
  ∈	
  N	
  where	
  N =	
  {128,129,…}	
  
	
   	
  (128	
  because	
  of	
  AES)	
  

ẼN,1
K ẼN,2

K ẼN,3
K

M1	
   M2	
   M3	
  

C1	
   C2	
   C3	
  

What’s	
  wrong	
  with	
  OCB	
  core?	
  
	
  (say	
  N	
  is	
  tweak	
  =	
  sector	
  #)	
  

Each	
  ciphertext	
  block	
  not	
  affected	
  	
  
by	
  all	
  plaintext	
  blocks	
  

What	
  does	
  this	
  leak?	
  

Mul7ple	
  ciphertexts	
  leak	
  n-­‐bit	
  diffs	
  

ẼN,1
K ẼN,2

K ẼN,3
K

M1’	
   M2	
   M3’	
  

C1’	
   C2	
   C3’	
  

Prac77oners	
  seem	
  to	
  think	
  this	
  is	
  ok:	
  
	
  XTS	
  mode	
  standardizes	
  variant	
  of	
  this	
  
	
  XTS	
  used	
  in	
  many	
  products	
  

Split	
  4096	
  bit	
  sector	
  across	
  mul7ple	
  invoca7ons	
  of	
  XEX	
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Length-­‐preserving	
  encryp7on	
  for	
  large	
  domains	
  

Required	
  domain	
  is	
  X =	
  {	
  {0,1}N	
  }	
  N	
  ∈	
  N	
  where	
  N =	
  {128,129,…}	
  
	
   	
  (128	
  because	
  of	
  AES)	
  

10101	
  

11100	
  

10101	
  

4096	
  bits	
  

00110	
  

10111	
  

10100	
  

Sector	
  1	
  

Sector	
  2	
  

Sector	
  3	
  

Ẽ1
K

Ẽ2
K

Ẽ3
K

4096	
  bits	
  

We	
  can	
  do	
  beter	
  by	
  building	
  wide-­‐block	
  length-­‐preserving	
  ciphers	
  

Change	
  any	
  bit	
  here	
   All	
  bits	
  here	
  randomized	
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Length-­‐preserving	
  encryp7on	
  for	
  large	
  domains	
  

Required	
  domain	
  is	
  X =	
  {	
  {0,1}N	
  }	
  N	
  ∈	
  N	
  where	
  N =	
  {128,129,…}	
  
	
   	
  (128	
  because	
  of	
  AES)	
  

Simple	
  solu7on	
  is	
  4	
  rounds	
  of	
  a	
  type	
  of	
  unbalanced	
  Feistel	
  

L 	
  	
   R	
  

FK1	
  

R	
  L’ 	
  	
  

GK2	
  

R’	
  L’ 	
  	
  

Repeat	
  twice	
  more	
  and	
  
tweak	
  appropriately	
  (via	
  F	
  and	
  G)	
  

Build	
  F,	
  G	
  from	
  AES	
  

Efficiency	
  is	
  poor:	
  
~4	
  AES	
  calls	
  	
  per	
  n-­‐bit	
  input	
  

4096	
  bits	
  

Security	
  is	
  birthday-­‐bound	
  in	
  
|L|	
  (e.g.,	
  up	
  to	
  q	
  =	
  ~2n/2)	
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Length-­‐preserving	
  encryp7on	
  for	
  large	
  domains	
  
Required	
  domain	
  is	
  X =	
  {	
  {0,1}N	
  }	
  N	
  ∈	
  N	
  where	
  N =	
  {128,129,…}	
  

	
   	
  (128	
  because	
  of	
  AES)	
  
Faster	
  modes:	
  	
  EME	
  (~2	
  block	
  ciphers	
  per	
  n-­‐bit	
  input)	
  

SP	
  =	
  	
  PPP2	
  +	
  PPP3	
  

Diagram	
  from	
  [Halevi	
  ,	
  Rogaway	
  2003]	
  

SC	
  =	
  	
  CCC2	
  +	
  CCC3	
  
M	
  	
  =	
  MP	
  +	
  MC	
  

Provably	
  secure	
  up	
  to	
  ~2n/2	
  	
  
blocks	
  encrypted	
  in	
  total	
  

Proof	
  is	
  super	
  complex	
  
Recast	
  using	
  TBC	
  and	
  get	
  simpler	
  
proof?	
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|M1|	
  =	
  jn	
  	
  	
  for	
  j	
  >=	
  0	
  
|M2|	
  =	
  n	
  
|M3|	
  <	
  n	
  

Length-­‐preserving	
  encryp7on	
  for	
  large	
  domains	
  
Required	
  domain	
  is	
  X =	
  {	
  {0,1}N	
  }	
  N	
  ∈	
  N	
  where	
  N =	
  {128,129,…}	
  

	
   	
  (128	
  because	
  of	
  AES)	
  
Faster	
  modes:	
  	
  EME	
  (~2	
  block	
  ciphers	
  per	
  n-­‐bit	
  input)	
  
Extending	
  to	
  arbitrary	
  bit-­‐lengths?	
  EME*	
  does.	
  	
  
A	
  generic	
  approach	
  with	
  XLS	
  (eXtension	
  by	
  La7n	
  Squares)	
  

mix	
  is	
  a	
  mul7permuta7on	
  on	
  2s	
  bits:	
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Orthogonal	
  La7n	
  Squares	
  

00	
   01	
   10	
   11	
  

01	
   00	
   11	
   10	
  

10	
   11	
   00	
   01	
  

11	
   10	
   01	
   00	
  

00	
   10	
   11	
   01	
  

01	
   11	
   10	
   00	
  

10	
   00	
   01	
   11	
  

11	
   01	
   00	
   10	
  

La7n	
  square:	
  each	
  column	
  and	
  each	
  row	
  include	
  all	
  symbols	
  
Orthogonal	
  La7n	
  square:	
  	
  	
  two	
  La7n	
  squares	
  for	
  which	
  (A[i,j],B[i,j])	
  	
  

	
   	
   	
   	
   	
  	
  	
  	
  never	
  repeats	
  for	
  dis7nct	
  i,j	
  

mix((i,j))	
  =	
  (A[i,j],B[i,j])	
  

A	
   B	
  

Sufficiently	
  good	
  approxima7on	
  	
  of	
  OLS	
  is:	
  
	
   	
  mix(i,j)	
  =	
  (	
  i	
  +	
  rol(i+j),	
  	
  j	
  +	
  rol(i+j)	
  )	
  

Where	
  +	
  is	
  xor	
  and	
  rol	
  is	
  circular-­‐rotate	
  leV	
  by	
  one	
  bit	
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Protected	
  IV	
  mode	
  (TCT1)	
   [Shrimpton,	
  	
  
Terashima	
  2013]	
  

��������	
	������
�
�������

��������	
	������
�
�������

~1	
  BC	
  call	
  +	
  	
  
~2	
  finite	
  field	
  mul7plica7ons	
  	
  
per	
  n-­‐bit	
  input	
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Outline	
  

•  Mo7va7on	
  for	
  FPE	
  
•  Formaliza7on	
  of	
  FPE	
  
•  Rank-­‐Encipher-­‐Unrank	
  

– Ranking	
  for	
  regular	
  expressions	
  
–  Integer	
  FPE	
  

•  Integer	
  FPE	
  schemes	
  for	
  small	
  domains	
  
•  Disk-­‐sector	
  /	
  FPE	
  schemes	
  for	
  large	
  domains	
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Lecture	
  plan	
  

1.  Tweakable	
  PRPs	
  and	
  shuffling	
  
2.  Nonce-­‐based	
  symmetric	
  encryp7on	
  
3.  Format-­‐preserving	
  encryp7on	
  
4.  Further	
  symmetric	
  primi7ves	
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Lecture	
  4:	
  
Further	
  symmetric	
  primi7ves	
  

Thomas	
  Ristenpart	
  
University	
  of	
  Wisconsin	
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Our	
  game-­‐plan	
  today	
  
We	
  will	
  build	
  two	
  widely	
  needed	
  primi7ves:	
  
•  Nonce-­‐based	
  symmetric	
  encryp'on	
  

–  Contemporary	
  viewpoint	
  on	
  SE	
  
–  Two	
  flavors	
  (speed	
  versus	
  security	
  trade-­‐off)	
  

•  Format-­‐preserving	
  encryp'on	
  
– Used	
  widely	
  in	
  industry	
  for	
  fixed-­‐field	
  encryp7on	
  
(credit	
  card	
  numbers,	
  etc.)	
  

–  Length-­‐preserving	
  encryp7on	
  as	
  special	
  case	
  	
  
•  Time	
  allowing:	
  advanced	
  SE	
  primi7ves	
  such	
  as	
  
message-­‐locked	
  encryp7on,	
  honey	
  encryp7on,	
  
password-­‐based	
  encryp7on,	
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Further	
  SE	
  Primi7ves	
  

•  Dealing	
  with	
  passwords	
  
– PKCS#5	
  construc7ons	
  

•  Mul7-­‐instance	
  security	
  
•  Honey	
  encryp7on	
  
•  Format-­‐transforming	
  encryp7on	
  

These	
  address	
  deficiencies	
  in	
  conven7onal	
  encryp7on	
  
schemes	
  in	
  various	
  contexts	
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Examples	
  of	
  deficiencies:	
  

Dropbox	
  has	
  access	
  to	
  your	
  data	
  

Encryp7on	
  doesn’t	
  allow	
  deduplica7on	
  to	
  save	
  space	
  

Lastpass	
  uses	
  password-­‐based	
  encryp7on	
  that	
  can	
  be	
  cracked	
  

Encryp7on	
  reveals	
  when	
  wrong	
  key	
  is	
  used	
  to	
  decrypt	
  

Deep	
  packet	
  inspec7on	
  systems	
  can	
  block	
  protocols	
  

Encryp7on	
  tools	
  are	
  easy	
  to	
  detect	
  

Format-­‐transforming	
  encryp7on	
  to	
  trick	
  DPI	
  

Message-­‐locked	
  encryp7on	
  to	
  support	
  dedup	
  

PBKDFs	
  and	
  honey-­‐encryp7on	
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Password-­‐based	
  encryp7on	
  

(Conven7onal)	
  
Encryp7on	
  

K	
  	
  
secret	
  password	
  K	
  

M	
   C	
  

People	
  don’t	
  pick	
  good	
  	
  
passwords	
  

149	
  



Password-­‐based	
  encryp7on	
  

(Conven7onal)	
  
Encryp7on	
  

K	
  	
  
secret	
  password	
  K	
  
drawn	
  from	
  set	
  
of	
  size	
  q	
  	
  
(e.g.,	
  q	
  =	
  106)	
  

M	
   C	
  

Brute	
  force	
  atack	
  given	
  C:	
  
M1	
  <-­‐	
  	
  Decrypt(K1,C)	
  
M2	
  <-­‐	
  	
  Decrypt(K2,C)	
  
M3	
  <-­‐	
  	
  Decrypt(K3,C)	
  
…	
  
Mq	
  <-­‐	
  	
  Decrypt(Kq,C)	
  

abufdsjklfeqfdsj	
  
hgjkzalcfewjiofw	
  
beer7meat5man	
  
…	
  
tyeiragjz�fdajsal	
  

People	
  don’t	
  pick	
  good	
  	
  
passwords	
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How	
  to	
  deal	
  with	
  	
  
offline	
  brute-­‐force	
  atacks?	
  

•  Slow	
  them	
  down	
  by	
  making	
  encryp7on/
decryp7on	
  slower	
  
– Standard	
  prac7ce	
  of	
  using	
  hash	
  chains	
  /	
  salts	
  
– PKCS#5	
  standardizes	
  this	
  
– Used	
  widely	
  in	
  prac7ce	
  

•  Make	
  it	
  hard	
  to	
  pick	
  out	
  correct	
  plaintext	
  
– Folklore	
  idea	
  	
  
– Very	
  recently:	
  honey	
  encryp7on	
  

151	
  



PKCS	
  #5	
  :	
  Password	
  based	
  cryptography	
  

H H H …	
  pw	
  ||	
  salt	
   K	
  

H	
  :	
  {0,1}*	
  -­‐>	
  {0,1}n	
  	
  is	
  cryptographic	
  hash	
  
func7on	
  (e.g.,	
  SHA-­‐256)	
  

c	
  7mes	
  

K	
  truncated	
  if	
  needed	
  

PB-­‐Encrypt(pw,	
  M)	
  
salt	
  ß	
  {0,1}s	
  
K	
  ß	
  Hc(pw||salt)	
  
C	
  ß	
  Encrypt(K,M)	
  
Return	
  salt	
  ||	
  C	
  

Used	
  widely:	
  Winzip,	
  OpenOffice,	
  Mac	
  OS	
  X	
  
FileVault,TrueCrypt,	
  WiFi	
  WPA	
  (PBKDF),	
  …	
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Intui7on	
  for	
  no	
  short-­‐cut	
  atacks	
  

H H H …	
  pw1	
  ||	
  salt	
   K1	
  

H H H …	
  pw2	
  ||	
  salt	
   K2	
  

H H H …	
  pwq	
  ||	
  salt	
   Kq	
  

…
	
  

…
	
  

If	
  H	
  is	
  “ideal”	
  (a	
  random	
  oracle)	
  then	
  probability	
  of	
  any	
  two	
  chains	
  
overlapping	
  is	
  small.	
  Surprisingly	
  complex	
  proof,	
  though.	
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A	
  

Proving	
  benefit	
  of	
  itera7ons	
   PB-­‐Encrypt(pw,	
  M)	
  
salt	
  ß	
  {0,1}s	
  
K	
  ß	
  Hc(pw||salt)	
  
C	
  ß	
  Encrypt(K,M)	
  
Return	
  salt	
  ||	
  C	
  

Let	
  D	
  be	
  set	
  of	
  possible	
  passwords	
  (dic7onary)	
  
IND-­‐CPA	
  security	
  is	
  tradi7onal	
  goal	
  here	
  
(shown	
  as	
  single-­‐query	
  version	
  for	
  simplicity):	
  

Enc(	
  M0	
  ,	
  M1	
  ):	
  
pw	
  ß	
  D	
  	
  
b	
  ß{0,1}	
  
C	
  ß	
  E(	
  pw,	
  Mb	
  )	
  
Ret	
  C	
  

b’	
  

Adv(E,A)	
  	
  	
  =	
  	
  	
  Pr[	
  A	
  =>	
  b	
  ]	
  –	
  1/2	
  

M0	
  ,	
  M1	
  

C	
  

Theorem:	
  PB-­‐Encrypt	
  is	
  such	
  that	
  for	
  all	
  IND-­‐CPA	
  adversaries	
  A	
  
	
  	
  	
   	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Adv(PB-­‐Encrypt,A)	
  	
  	
  <	
  	
  q	
  /	
  cN	
  	
  

where	
  N	
  =	
  |D|,	
  ignoring	
  negligible	
  terms	
  and	
  small	
  constants,	
  and	
  modeling	
  	
  
H	
  as	
  a	
  random	
  oracle	
  

An	
  easy	
  brute-­‐force	
  atack	
  works	
  in	
  7me	
  close	
  to	
  cN	
  

Salts	
  play	
  no	
  role	
  in	
  
IND-­‐CPA	
  security!	
  	
  	
  
What	
  are	
  they	
  for?	
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The	
  role	
  of	
  salts	
  

•  Make	
  precomputa7on	
  atacks	
  harder/not	
  
work	
  
– Rainbow	
  tables	
  are	
  nice	
  7me-­‐memory	
  trade-­‐off	
  
– Long	
  salts	
  prevent	
  this,	
  since	
  need	
  to	
  know	
  salt	
  
before	
  atacking	
  system	
  

•  Make	
  breaking	
  encryp7ons	
  under	
  
independent	
  passwords	
  harder	
  
– Atacking	
  encryp7ons	
  of	
  m	
  independent	
  
passwords	
  require	
  m	
  7mes	
  the	
  work	
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With	
  salts:	
  	
  
atack	
  in	
  7me	
  	
  	
  	
  O(	
  mcN	
  )	
  recovers	
  all	
  m	
  passwords	
  

Adversary	
  gets	
  encryp7ons	
  C1,…,Cm	
  	
  
for	
  unknown	
  messages	
  M1,…,Mm	
  under	
  	
  
passwords	
  pw1,…,pwm	
  independently	
  
chosen	
  from	
  D 	
  with	
  	
  N	
  =	
  	
  |D|	
  

PB-­‐Encrypt(pw,	
  M)	
  
salt	
  ß	
  {0,1}s	
  
K	
  ß	
  Hc(pw||salt)	
  
C	
  ß	
  Encrypt(K,M)	
  
Return	
  salt	
  ||	
  C	
  

Sal7ng	
  slows	
  down	
  best	
  known	
  atacks:	
  

Mul7-­‐instance	
  atack	
  se�ng	
  

Without	
  salts:	
  
atack	
  in	
  7me	
  	
  	
  	
  O(	
  cN	
  +	
  mN)	
  	
  recovers	
  all	
  m	
  passwords	
  

Can	
  we	
  prove	
  that	
  “breaking	
  m	
  encryp7ons”	
  
requires	
  mCN	
  7me?	
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Defining	
  two-­‐instance	
  encryp7on	
  security:	
  try	
  1	
  

This	
  is	
  the	
  mul7-­‐user	
  se�ng	
  of	
  [Bellare,	
  Boldyreva,	
  Micali	
  2000]	
  
But	
  it	
  doesn’t	
  work	
  for	
  us:	
  	
  recovering	
  pw1	
  or	
  pw2	
  	
  reveals	
  b	
  

Adv(A)	
  	
  	
  =	
  	
  	
  Pr[	
  A	
  =>	
  b	
  ]	
  –	
  1/2	
  

Enc(	
  M0	
  ,	
  M1	
  ):	
  
pw1	
  ß	
  D	
  	
  
C	
  ß	
  E(	
  pw1,	
  Mb	
  )	
  
Ret	
  C	
  

b’	
  

M0	
  ,	
  M1	
  

C	
  

Enc(	
  M0	
  ,	
  M1	
  ):	
  
pw2	
  ß	
  D	
  	
  
C	
  ß	
  E(	
  pw2,	
  Mb	
  )	
  
Ret	
  C	
  

M0	
  ,	
  M1	
  

C	
  

b	
  ß{0,1}	
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Defining	
  two-­‐instance	
  encryp7on	
  security:	
  try	
  2	
  

Use	
  independent	
  challenge	
  bits	
  in	
  two	
  different	
  instances	
  

Enc(	
  M0	
  ,	
  M1	
  ):	
  
pw1	
  ß	
  D	
  	
  
b1	
  ß	
  {0,1}	
  
C	
  ß	
  E(	
  pw1,	
  Mb	
  )	
  
Ret	
  C	
  

M0	
  ,	
  M1	
  

C	
  

Enc(	
  M0	
  ,	
  M1	
  ):	
  
pw2	
  ß	
  D	
  	
  
b2	
  ß	
  {0,1}	
  
C	
  ß	
  E(	
  pw2,	
  Mb	
  )	
  
Ret	
  C	
  

M0	
  ,	
  M1	
  

C	
  

How	
  do	
  we	
  measure	
  
adversary	
  winning?	
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Defining	
  two-­‐instance	
  encryp7on	
  security:	
  try	
  2	
  

Use	
  independent	
  challenge	
  bits	
  in	
  two	
  different	
  instances	
  

Adv(A)	
  	
  	
  =	
  	
  	
  Pr[	
  A	
  =>	
  (b1,	
  b2)	
  ]	
  –	
  1/4	
  

Enc(	
  M0	
  ,	
  M1	
  ):	
  
pw1	
  ß	
  D	
  	
  
b1	
  ß	
  {0,1}	
  
C	
  ß	
  E(	
  pw1,	
  Mb	
  )	
  
Ret	
  C	
  

M0	
  ,	
  M1	
  

C	
  

Enc(	
  M0	
  ,	
  M1	
  ):	
  
pw2	
  ß	
  D	
  	
  
b2	
  ß	
  {0,1}	
  
C	
  ß	
  E(	
  pw2,	
  Mb	
  )	
  
Ret	
  C	
  

M0	
  ,	
  M1	
  

C	
  

b1’,	
  b2’	
  
	
  

How	
  do	
  we	
  measure	
  
adversary	
  winning?	
  

AND	
  measure:	
  recover	
  pw1	
  and	
  guess	
  b2	
  	
  gives	
  Adv(A)	
  =	
  ½	
  -­‐	
  ¼	
  =	
  ¼	
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Defining	
  two-­‐instance	
  encryp7on	
  security:	
  try	
  3	
  

Use	
  independent	
  challenge	
  bits	
  in	
  two	
  different	
  instances	
  

Adv(A)	
  	
  	
  =	
  	
  	
  Pr[	
  A	
  =>	
  (b1	
  	
  	
  	
  b2)	
  ]	
  –	
  1/2	
  

Enc(	
  M0	
  ,	
  M1	
  ):	
  
pw1	
  ß	
  D	
  	
  
b1	
  ß	
  {0,1}	
  
C	
  ß	
  E(	
  pw1,	
  Mb	
  )	
  
Ret	
  C	
  

M0	
  ,	
  M1	
  

C	
  

Enc(	
  M0	
  ,	
  M1	
  ):	
  
pw2	
  ß	
  D	
  	
  
b2	
  ß	
  {0,1}	
  
C	
  ß	
  E(	
  pw2,	
  Mb	
  )	
  
Ret	
  C	
  

M0	
  ,	
  M1	
  

C	
  

b’	
  
	
  

How	
  do	
  we	
  measure	
  
adversary	
  winning?	
  

AND	
  measure:	
  recover	
  pw1	
  and	
  guess	
  b2	
  	
  gives	
  Adv(A)	
  =	
  ½	
  -­‐	
  ¼	
  =	
  ¼	
  	
  
XOR	
  measure:	
  recover	
  pw1	
  and	
  guess	
  b2	
  	
  gives	
  Adv(A)	
  =	
  0	
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This	
  is	
  simplified	
  view	
  of	
  mul7-­‐instance	
  security	
  no7ons	
  

Mul7-­‐instance	
  se�ng	
  surfaces	
  technical	
  challenges	
  

Adap7ve	
  corrup7ons	
  (atacker	
  can	
  adap7vely	
  
corrupt	
  games,	
  learning,	
  e.g.,	
  password)	
  

Hybrid	
  arguments	
  no	
  longer	
  easy	
  and	
  incur	
  factor	
  2m	
  	
  
loss	
  in	
  advantage	
  	
  

Extends	
  to	
  primi7ves	
  beyond	
  encryp7on	
  

Connec7ons	
  with	
  Yao-­‐style	
  hardness	
  amplifica7on	
  literature	
  

Details	
  in	
  [Bellare,	
  R.,	
  Tessaro	
  2012]	
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Back	
  to	
  passwords	
  and	
  PKCS	
  #5…	
  

H H H …	
  pw	
  ||	
  salt	
   K	
  

Introduce	
  indifferen7ability-­‐style	
  	
  
simula7on-­‐based	
  PBKDF	
  no7on	
  	
  
to	
  overcome	
  difficul7es	
  of	
  mul7-­‐instance	
  se�ng	
  

c	
  7mes	
   PB-­‐Encrypt(pw,	
  M)	
  
salt	
  ß	
  {0,1}s	
  
K	
  ß	
  Hc(pw||salt)	
  
C	
  ß	
  Encrypt(K,M)	
  
Return	
  salt	
  ||	
  C	
  

Theorem:	
  PB-­‐Encrypt	
  is	
  such	
  that	
  for	
  all	
  m-­‐IND-­‐CPA	
  adversaries	
  A	
  there	
  exists	
  
an	
  adversary	
  B	
  such	
  that	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  Adv(PB-­‐Encrypt,A)	
  	
  	
  <	
  	
  q	
  /	
  mcN	
  	
  	
  +	
  m	
  Adv(Encrypt,B)	
  +	
  q2	
  /	
  2n	
  	
  +	
  q2	
  /	
  2s	
  	
  
where	
  N	
  =	
  |D|,	
  ignoring	
  small	
  constants,	
  and	
  modeling	
  H	
  as	
  a	
  random	
  oracle	
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How	
  to	
  deal	
  with	
  	
  
offline	
  brute-­‐force	
  atacks?	
  

•  Slow	
  them	
  down	
  by	
  making	
  encryp7on/
decryp7on	
  slower	
  
– Standard	
  prac7ce	
  of	
  using	
  hash	
  chains	
  /	
  salts	
  
– PKCS#5	
  standardizes	
  this	
  
– Used	
  widely	
  in	
  prac7ce	
  

•  Make	
  it	
  hard	
  to	
  pick	
  out	
  correct	
  plaintext	
  
– Folklore	
  idea	
  (one	
  paper	
  in	
  99	
  looked	
  at	
  this)	
  
– Very	
  recently:	
  honey	
  encryp7on	
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•  PKCS#5	
  standard:	
  
– Slow	
  down	
  decryp7on	
  by	
  lots	
  of	
  hashing	
  and	
  salts	
  
– Provably	
  works	
  …	
  
– …	
  but	
  only	
  slows	
  down	
  previous	
  atack	
  to	
  O(mcN)	
  

Password-­‐based	
  encryp7on	
  

In	
  prac7ce,	
  N	
  is	
  too	
  small	
  
	
  
6-­‐digit	
  lower-­‐case	
  alphanumeric	
  
passwords	
  	
  	
  
N	
  ≈	
  231	
  
c	
  =	
  10000	
  
q	
  ≈	
  244	
  	
  	
  	
  to	
  succeed	
   164	
  



Password-­‐based	
  encryp7on	
  
secret	
  password	
  K	
  
drawn	
  from	
  set	
  
of	
  size	
  q	
  
(e.g.,	
  q	
  =	
  106)	
  

Brute	
  force	
  atack	
  given	
  C:	
  
M1	
  <-­‐	
  	
  Decrypt(K1,C)	
  
M2	
  <-­‐	
  	
  Decrypt(K2,C)	
  
M3	
  <-­‐	
  	
  Decrypt(K3,C)	
  
…	
  
Mq	
  <-­‐	
  	
  Decrypt(Kq,C)	
  

abufdsjklfeqfdsj	
  
hgjkzalcfewjiofw	
  
beer7meat5man	
  
…	
  
tyeiragjz�fdajsal	
  

PB-­‐Encrypt	
  

K	
  	
  

M	
   C	
  

What	
  if	
  we	
  could	
  build	
  encryp7on	
  so	
  that:	
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Password-­‐based	
  encryp7on	
  

PB-­‐Encrypt	
  

K	
  	
  

M	
   C	
  

Brute	
  force	
  atack	
  given	
  C:	
  
M1	
  <-­‐	
  	
  Decrypt(K1,C)	
  
M2	
  <-­‐	
  	
  Decrypt(K2,C)	
  
M3	
  <-­‐	
  	
  Decrypt(K3,C)	
  
…	
  
Mq	
  <-­‐	
  	
  Decrypt(Kq,C)	
  

yehudarocks	
  
yabbadabbado	
  
beer7meat5man	
  
…	
  
isthislectureoveryet	
  

What	
  if	
  we	
  could	
  build	
  encryp7on	
  so	
  that:	
  

secret	
  password	
  K	
  
drawn	
  from	
  set	
  
of	
  size	
  q	
  
(e.g.,	
  q	
  =	
  106)	
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Honey	
  encryp7on	
  

•  Same	
  API	
  as	
  password-­‐based	
  encryp7on	
  
schemes	
   	
  	
  
– Secure	
  in	
  conven7onal	
  sense	
  

•  But	
  use	
  special	
  encodings	
  to	
  ensure	
  that	
  
decryp7ng	
  ciphertext	
  with	
  *wrong*	
  key	
  yields	
  
fresh	
  sample	
  from	
  some	
  target	
  distribu7on	
  

•  Atacker	
  can’t	
  figure	
  out	
  which	
  is	
  right	
  
message	
  

[Juels,	
  R.	
  –	
  2013]	
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Honey	
  encryp7on	
  for	
  prime	
  numbers	
  

PB-­‐Encrypt	
  

K	
  	
  

P	
   C	
  

Brute	
  force	
  atack	
  given	
  C:	
  
M1	
  <-­‐	
  	
  Decrypt(K1,C)	
  
M2	
  <-­‐	
  	
  Decrypt(K2,C)	
  
M3	
  <-­‐	
  	
  Decrypt(K3,C)	
  
…	
  
Mq	
  <-­‐	
  	
  Decrypt(Kq,C)	
  

100	
  
321849	
  
9883	
  
…	
  
16	
  

Useful	
  to	
  store	
  secret	
  keys	
  for	
  
some	
  crypto	
  systems	
  (RSA)	
  [HK99]	
  

Run	
  primality	
  tests	
  to	
  see	
  which	
  is	
  prime.	
  FP	
  
probability	
  about	
  1	
  /	
  1024	
  for	
  each	
  candidate	
  

1024-­‐bit	
  prime	
  number	
  

secret	
  password	
  K	
  
drawn	
  from	
  set	
  
of	
  size	
  q	
  

168	
  



Honey	
  encryp7on	
  for	
  prime	
  numbers	
  

Honey	
  
Encryp7on	
  

K	
  	
  secret	
  password	
  K	
  
drawn	
  from	
  set	
  
of	
  size	
  q	
  

P	
   C	
  

Brute	
  force	
  atack	
  given	
  C:	
  
M1	
  <-­‐	
  	
  Decrypt(K1,C)	
  
M2	
  <-­‐	
  	
  Decrypt(K2,C)	
  
M3	
  <-­‐	
  	
  Decrypt(K3,C)	
  
…	
  
Mq	
  <-­‐	
  	
  Decrypt(Kq,C)	
  

102953	
  
56431	
  
9883	
  
…	
  
26171	
  

Useful	
  to	
  store	
  secret	
  keys	
  for	
  
some	
  crypto	
  systems	
  (RSA)	
  [HK99]	
  

1024-­‐bit	
  prime	
  number	
  
All	
  outputs	
  of	
  decryp7on	
  are	
  uniformly	
  
distributed	
  prime	
  numbers!	
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Honey	
  encryp7on	
  for	
  prime	
  numbers	
  

Honey	
  
Encryp7on	
  

K	
  	
  secret	
  password	
  K	
  
drawn	
  from	
  set	
  
of	
  size	
  q	
  

P	
   C	
  

Useful	
  to	
  store	
  secret	
  keys	
  for	
  
some	
  crypto	
  systems	
  (RSA)	
  [HK99]	
  

1024-­‐bit	
  prime	
  number	
  

(Conven7onal*)	
  
Encryp7on	
  

K	
  	
  

C	
  
Distribu7on-­‐
transforming	
  
encoder	
  

P	
  

Uniform	
  	
  
prime	
  	
  
number	
  

Uniform	
  	
  
bit	
  string	
  

(Conven7onal*)	
  
Decryp7on	
  

K’	
  	
  

C	
  
Distribu7on-­‐
transforming	
  
decoder	
  

P’	
  

Fresh	
  uniform	
  	
  
Prime	
  number	
  

Fresh	
  
uniform	
  	
  
bit	
  string	
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Honey	
  encryp7on	
  for	
  prime	
  numbers	
  

Honey	
  
Encryp7on	
  

K	
  	
  secret	
  password	
  K	
  
drawn	
  from	
  set	
  
of	
  size	
  q	
  

P	
   C	
  

Useful	
  to	
  store	
  secret	
  keys	
  for	
  
some	
  crypto	
  systems	
  (RSA)	
  [HK99]	
  

1024-­‐bit	
  prime	
  number	
  

Thm	
  (roughly).	
  No	
  atacker	
  A	
  can	
  recover	
  message	
  with	
  
probability	
  beter	
  than	
  1	
  /	
  q	
  

Security	
  bound	
  essen7ally	
  op7mal!	
  	
  

Proof	
  requires	
  interes7ng	
  non-­‐standard	
  balls-­‐and-­‐bins	
  analyses	
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Honey	
  encryp7on	
  

•  Only	
  have	
  DTEs	
  for	
  some	
  messages	
  types	
  
– Uniform	
  prime	
  numbers	
  
– Credit-­‐card	
  numbers	
  

•  Want	
  to	
  build	
  ones	
  for	
  messages	
  being	
  
– Passwords	
  (to	
  help	
  out	
  poor	
  Lastpass)	
  
– Others?	
  

[Juels,	
  R.	
  –	
  2013]	
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Examples	
  of	
  deficiencies:	
  

Dropbox	
  has	
  access	
  to	
  your	
  data	
  

Encryp7on	
  doesn’t	
  allow	
  deduplica7on	
  to	
  save	
  space	
  

Lastpass	
  uses	
  password-­‐based	
  encryp7on	
  that	
  can	
  be	
  cracked	
  

Encryp7on	
  reveals	
  when	
  wrong	
  key	
  is	
  used	
  to	
  decrypt	
  

Deep	
  packet	
  inspec7on	
  systems	
  can	
  block	
  protocols	
  

Encryp7on	
  tools	
  are	
  easy	
  to	
  detect	
  

Format-­‐transforming	
  encryp7on	
  to	
  trick	
  DPI	
  

Message-­‐locked	
  encryp7on	
  to	
  support	
  dedup	
  

PBKDFs	
  and	
  honey-­‐encryp7on	
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Protocol	
  iden7fica7on	
  via	
  
deep-­‐packet	
  inspec7on	
  (DPI)	
  

Server	
  of	
  
protocol	
  X	
  DPI	
  system	
  Client	
  of	
  	
  

protocol	
  X	
  

DPI	
  users	
  want	
  to	
  iden7fy	
  protocol	
  X	
  
X	
  =	
  TLS	
  or	
  Tor	
  then	
  throtle	
  connec7on	
  

X	
  =	
  HTTP	
  then	
  leave	
  it	
  alone	
  

Check	
  packet	
  contents	
  against	
  regular	
  expressions	
  	
  
	
  	
  	
  	
  	
  	
  	
  	
  /^(\x16\x03[\x00\x01\x02]..\x02...\x03[\x00\x01\x02]|...?	
  .*/	
  
Free	
  transla7on:	
  Does	
  packet	
  include	
  “I’m	
  TLS	
  1.1”	
  	
  ?	
  

X	
  =	
  ???	
  then	
  throtle	
  traffic	
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Encryp7on	
  doesn’t	
  atempt	
  
to	
  hide	
  its	
  presence	
  

DPI	
  systems	
  can	
  classify	
  
encrypted	
  protocols	
  

TLS	
  1.1	
  …	
  
	
  A43FB89CD213F31456	
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Scenario:	
  
DPI	
  system	
  only	
  allows	
  HTTP	
  traffic	
  unfetered	
  

Tor	
  proxy	
  DPI	
  system	
  Tor	
  client	
  

Obsfproxy	
  (built	
  into	
  Tor):	
  	
  	
  encrypt	
  all	
  bits	
  sent	
  over	
  network	
  (no	
  plaintext	
  bits)	
  

Stegonagraphy	
  (e.g.,	
  Stegotorus):	
  embed	
  bits	
  into	
  HTTP	
  messages	
  

-­‐	
  Too	
  slow	
  for	
  prac7cal	
  use	
  (56k	
  modem	
  anyone?)	
  	
  	
  	
  

-­‐	
  Really	
  fast	
  

-­‐	
  But	
  DPI	
  will	
  flag	
  traffic	
  as	
  ???	
  	
  

Want	
  way	
  to	
  force	
  DPI	
  to	
  classify	
  traffic	
  incorrectly	
  as	
  HTTP	
  
So-­‐called	
  “misclassifica7on	
  atacks”	
  against	
  DPI	
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Surveying	
  modern	
  DPI	
  systems	
  

System	
   Look	
  at	
  
ports?	
  

TCP	
  stream	
  
reassembly	
  

Uses	
  regex’s	
   Use’s	
  C/C++	
  

AppID	
   Yes	
   No	
   Yes	
   No	
  

L7-­‐filter	
   Yes	
   No	
   Yes	
   No	
  

Yaf	
   Yes	
   Yes	
   Yes	
   No	
  

Bro	
   Yes	
   Yes	
   Yes	
   Yes	
  

nProbe	
   No	
   Yes	
   Not	
  explicitly	
   Yes	
  

Proprietary*	
   Yes	
   Yes	
   ?	
   ?	
  

*	
  Hint:	
  it’s	
  a	
  serious	
  product	
  (~$10k)	
  and	
  similar	
  ones	
  seem	
  to	
  be	
  used	
  in	
  Iran.	
  

Can	
  we	
  build	
  encryp7on	
  schemes	
  that	
  
fool	
  regex-­‐based	
  systems?	
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Atacking	
  DPI	
  

(Conven7onal)	
  
Encryp7on	
  

K	
  	
  Cryptographic	
  
secret	
  key	
  K	
  

C	
  looks	
  like	
  	
  
random	
  
junk.	
  Won’t	
  
look	
  like	
  HTTP	
  

[Dyer,	
  Coull,	
  R.,	
  Shrimpton	
  –	
  CCS	
  2013]	
  

M	
   C	
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Y	
  	
  	
  	
  	
  	
  	
  $	
  E(K,M)	
  
C	
  	
  	
  	
  	
  	
  	
  Unrank(R,Y)	
  

K	
  ,	
  R	
  

M	
  

Cryptographic	
  
secret	
  key	
  K	
  

Regular	
  expression	
  R	
  	
  
specifying	
  desired	
  	
  
ciphertext	
  format	
  

C	
   C	
  is	
  guaranteed	
  to	
  
match	
  against	
  R	
  

Ranking	
  for	
  DFAs	
  (1985).	
  	
  
But	
  want	
  it	
  now	
  for	
  regexes:	
  

Regex	
  R	
   NFA	
  M	
   DFA	
  M’	
  

Approximate	
  ranking	
  for	
  NFAs	
  

Exponen7al	
  blow-­‐up	
  in	
  worst	
  case.	
  We	
  show	
  that	
  here	
  it	
  is	
  ok.	
  

[Luchaup,	
  Jha,	
  R.,	
  Shrimpton	
  –	
  	
  
In	
  prepara7on	
  2013]	
  

 
 

Atacking	
  DPI	
  

[Goldberg-­‐Sipser	
  `85]	
  
[BRRS	
  `09]	
  	
  	
  

{0,…,|L(R)|	
  -­‐	
  1	
  }	
  	
  	
  	
  

L(R)	
  

Unrank	
   	
  Rank	
  

[Dyer,	
  Coull,	
  R.,	
  Shrimpton	
  –	
  CCS	
  2013]	
  

Format-­‐
Transforming	
  
Encryp7on	
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Server	
  of	
  
protocol	
  X	
  

Client	
  of	
  	
  
protocol	
  X	
  

We	
  build	
  a	
  complete	
  FTE	
  record	
  layer	
  and	
  proxy	
  system	
  

FTE(K,R1,	
  M1)	
  
FTE(K,R2,	
  M2)	
  FTE	
  

client	
  
FTE	
  

server	
  

CTRK1( |M| || M )

HMACK2(.)

T

split unrank

FTE
Ciphertext

Encrypted
Record

C

||X
X

C'1

C'2 C'2

format
(R,k,m)

FTE
Ciphertexts

M  or ctxt bits

C'1

X

AE 
decryption
logic

rank

recvr
buffer
logic |M|

format
(R,k,m)

Figure 2: Sender-side (left) and receiver-side (right) record-layer flow. We discuss the various modules in the text.

Tor for use in circumventing censorship. We discuss this
more in Section 6.

3.1 FTE via Encrypt-then-Unrank
An FTE scheme is a triple of algorithms: key genera-

tion, encryption and decryption. Key generation works as
in conventional encryption, outputting a randomly chosen
symmetric key K. Encryption Enc takes inputs a key K, a
format F , and a message M . It can be randomized, state-
ful, or deterministic, and always outputs a ciphertext C or
a distinguished error symbol ?. Decryption Dec takes in-
put a key K, a format F , and a ciphertext C. It outputs
a message or ?. The format F specifies a set L(F) called
the language of F . The requirement is that any C output
by Enc must be a member of L(F).

FTE is a related to format-preserving encryption (FPE),
first formalized by Bellare, Ristenpart, Rogaway, and Ste-
gers (BRRS) [5]. FPE is used in the context of in-place
encryption of credit-card numbers (or other records) within
databases. It likewise uses formats, but requires that both
messages and ciphertexts be members of the format-specified
language.

We desire FTE schemes that support formats described
by regexes. This will allow easy “programming” of formats
and endow FTE with the same expressive power as regex-
using DPI. To do so, we start by following an approach sim-
ilar to one used by BRRS. Loosely speaking, to implement
Enc(K,F ,M) for F a regular expression we: (1) encrypt
M using a standard authenticated encryption scheme to ob-
tain an intermediate ciphertext Y ; (2) treat Y as an inte-
ger in Z|L(F)| (the set of integers from 0 to the size of the
language minus one); and (3) apply an encoding function
unrank : Z|L(F)| ! L(F). To be able to decrypt, we require
that unrank is in fact a bijection with e�ciently computable
inverse rank : L(F) ! Z|L(F)|.

The key algorithmic challenge is implementing rank and
unrank e�ciently. These associate to each string in the lan-
guage its rank, i.e., its position in a total ordering of the
language. The notion of ranking was first explored by Gold-
berg and Sipser [17] in the context of language compression.
They also there gave an e�cient way to rank a regular lan-
guage, when the language is represented by a determinis-
tic finite automaton (DFA). BRRS used this for an (unim-
plemented) FPE scheme for arbitrary regular languages en-
coded as DFAs, but they also emphasize that, asymptoti-

cally speaking, there is provably no way to give e�cient rank
and unrank functions starting just from a regex. Standard
tools exist for converting from a regex to an nondetermin-
istic finite automaton (NFA) and from there to a DFA (see
Section 5), but the second step potentially incurs an expo-
nential blow-up in state size. We observe that this worst-case
behavior is not an issue for FTE, in part because the kinds
of regexes used by DPIs are themselves designed explicitly
to avoid the worst-case blowup.
Our implementation uses the time-space tradeo↵ of Gold-

berg and Sipser to support more e�cient runtime perfor-
mance, precomputing tables that allow (un)ranking of all
strings x 2 L with |x|  n. (These algorithms appear in
the full version of this paper.) The complexity of this pre-
computation is O(n · |⌃| · |Q|), where ⌃ is the underlying al-
phabet and Q is the state set for the DFA implementing the
FTE regular expression. Given these tables, the complexity
of rankL and unrankL are ⌦(n) and O(n·|⌃|) where n is the
length of the output of rankL, or input of unrankL. We found
several implementation optimizations that greatly speedup
ranking/unranking in practice, for example short-cutting
the inner loop of (un)ranking in cases where DFA states
only have one outgoing transition. One can also formalize
all of the above and prove that the Encrypt-then-Unrank
approach preserves the message confidentiality and authen-
ticity security of the underlying authenticated encryption
scheme. Due to space constraints, we omit details of the
optimizations and formal treatment, and instead move on
to discuss how we build a full FTE record layer.

3.2 FTE Record Layer
In order to transform arbitrary TCP streams, we need ad-

ditional “record layer” machinery to bu↵er, encode, unam-
biguously parse, and decode streams of FTE messages. In
Figure 2 we give a diagrammatic overview of the processes
by which plaintexts are transformed into FTE ciphertexts,
and vice versa. We assume that sender and receiver share
a pre-established set of keys, possible derived from a sin-
gle shared master key. Our record layer also assumes an
underlying, reliable network transport protocol, e.g. TCP.

Implementing FTE formats. We will find it useful to
specify in our formats more than just a regular expression.
Thus a format F for the record layer is as a tuple (R, k,m):
a regular expression R, a number k > 0 that will specifies a
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Figure 6: Distribution of webpage (Alexa top fifty) download times (top row) and data transferred (bottom
row) for our intersection, manually-generated and automatically-generated FTE formats, compared to using
our socks-over-ssh configuration.

All other FTE formats with m > 0 exhibited similar perfor-
mance. For our worst performing format, automated-http,
we achieved 1.9Mbps and other formats with m = 0 had
similar goodput. The slower performance for the latter for-
mats stems from their not allowing raw AE ciphertext bytes
to follow unrank output.

In our goodput tests, the FTE implementation was never
CPU bound. Hence, the performance of our (un)ranking
algorithms was not the bottleneck. Profiling of our FTE
prototype indicates that future performance gains could be
had by optimizing the bu↵er management and networking
logic.

Memory utilization. To determine the memory utiliza-
tion of our FTE prototype, we first measured the mem-
ory requirements of the BuildTable algorithm, which is the
largest consumer of memory in our prototype. For all for-
mats, except auto-http, the BuildTable algorithm required at
most 2MB of memory. The auto-http upstream format re-
quires 15MB and the auto-http downstream format requires
184MB. As expected, memory utilization increases linearly
with respect to DFA state space.

As an additional test we profiled the maximum heap us-
age, inclusive of the Python interpreter and all dependent
libraries, when browsing the web with our FTE prototype.
For all formats, except auto-http, peak heap usage never
exceed 13MB, while auto-http used roughly 383MB at its
peak. We can attribute this nearly two-fold increase in mem-
ory usage, compared to its BuildTable requirement, to an in-
e�cient copy of BuildTable’s output — this will be resolved
in the next release of our prototype.

6. CENSORSHIP CIRCUMVENTION
In the previous sections, we focused on using FTE to eval-

uate the e�cacy of modern enterprise-grade DPI. We showed
that not only can our FTE record layer easily force DPI mis-
classification, but it can do so while incurring negligible per-
formance impact. This suggests that FTE can be a useful

tool for settings where one wants to circumvent DPI-enabled
censorship. Here, we experimentally investigate integrating
our FTE record layer into the Tor anonymity network as a
as a pluggable transport [2].

Integration. A pluggable transport is a record-layer mech-
anism that processes Tor messages before being transmitted
on the wire. The only currently deployed transport is obf-
sproxy [43], which applies a stream cipher to every bit out-
put by Tor using a shared key. Originally, this shared key
was a hard-coded, but a newer version (not yet deployed) re-
places this with an in-band, anonymous Di�e-Hellman key
exchange [44]. The result of this latter approach is a cryp-
tographic guarantee that all the bitstrings seen by a (pas-
sive) DPI are indistinguishable from random strings, so that
the obfuscated Tor messages will not have fixed fingerprints.
This does not, however, force protocol misclassification, and
therefore would fail to bypass DPI that use a whitelist of
allowed protocols.
We can do better using our FTE record layer as the plug-

gable transport. Integrating it into Tor with a hard-coded
key is immediate, and it is straightforward to add key ex-
change to our record layer. Specifically, one could just initi-
ate sessions using the existing obfs3 [44] Di�e-Hellman key
exchange, but running the key-exchange messages through
our unranking mechanisms before being sent on the wire,
since the messages in this exchange are indistinguishable
from uniformly random bit strings, they behave like the AE
ciphertext bits in our record layer. Together with our ex-
isting library of regex formats, we arrive at a version of Tor
that can easily force misclassification for the DPI systems
currently used in practice. Indeed we verified that misclassi-
fication rates for all the six systems in our corpus are as seen
in Section 4, but now using Tor with FTE as the pluggable
transport. We believe that FTE is an attractive pluggable
transport option for several reasons:

• Flexibility : The FTE record layer already supports a
variety of target protocols, and adding new ones re-
quires only specifying new regexes. Extending prior
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Figure 6: Distribution of webpage (Alexa top fifty) download times (top row) and data transferred (bottom
row) for our intersection, manually-generated and automatically-generated FTE formats, compared to using
our socks-over-ssh configuration.

All other FTE formats with m > 0 exhibited similar perfor-
mance. For our worst performing format, automated-http,
we achieved 1.9Mbps and other formats with m = 0 had
similar goodput. The slower performance for the latter for-
mats stems from their not allowing raw AE ciphertext bytes
to follow unrank output.

In our goodput tests, the FTE implementation was never
CPU bound. Hence, the performance of our (un)ranking
algorithms was not the bottleneck. Profiling of our FTE
prototype indicates that future performance gains could be
had by optimizing the bu↵er management and networking
logic.

Memory utilization. To determine the memory utiliza-
tion of our FTE prototype, we first measured the mem-
ory requirements of the BuildTable algorithm, which is the
largest consumer of memory in our prototype. For all for-
mats, except auto-http, the BuildTable algorithm required at
most 2MB of memory. The auto-http upstream format re-
quires 15MB and the auto-http downstream format requires
184MB. As expected, memory utilization increases linearly
with respect to DFA state space.

As an additional test we profiled the maximum heap us-
age, inclusive of the Python interpreter and all dependent
libraries, when browsing the web with our FTE prototype.
For all formats, except auto-http, peak heap usage never
exceed 13MB, while auto-http used roughly 383MB at its
peak. We can attribute this nearly two-fold increase in mem-
ory usage, compared to its BuildTable requirement, to an in-
e�cient copy of BuildTable’s output — this will be resolved
in the next release of our prototype.

6. CENSORSHIP CIRCUMVENTION
In the previous sections, we focused on using FTE to eval-

uate the e�cacy of modern enterprise-grade DPI. We showed
that not only can our FTE record layer easily force DPI mis-
classification, but it can do so while incurring negligible per-
formance impact. This suggests that FTE can be a useful

tool for settings where one wants to circumvent DPI-enabled
censorship. Here, we experimentally investigate integrating
our FTE record layer into the Tor anonymity network as a
as a pluggable transport [2].

Integration. A pluggable transport is a record-layer mech-
anism that processes Tor messages before being transmitted
on the wire. The only currently deployed transport is obf-
sproxy [43], which applies a stream cipher to every bit out-
put by Tor using a shared key. Originally, this shared key
was a hard-coded, but a newer version (not yet deployed) re-
places this with an in-band, anonymous Di�e-Hellman key
exchange [44]. The result of this latter approach is a cryp-
tographic guarantee that all the bitstrings seen by a (pas-
sive) DPI are indistinguishable from random strings, so that
the obfuscated Tor messages will not have fixed fingerprints.
This does not, however, force protocol misclassification, and
therefore would fail to bypass DPI that use a whitelist of
allowed protocols.
We can do better using our FTE record layer as the plug-

gable transport. Integrating it into Tor with a hard-coded
key is immediate, and it is straightforward to add key ex-
change to our record layer. Specifically, one could just initi-
ate sessions using the existing obfs3 [44] Di�e-Hellman key
exchange, but running the key-exchange messages through
our unranking mechanisms before being sent on the wire,
since the messages in this exchange are indistinguishable
from uniformly random bit strings, they behave like the AE
ciphertext bits in our record layer. Together with our ex-
isting library of regex formats, we arrive at a version of Tor
that can easily force misclassification for the DPI systems
currently used in practice. Indeed we verified that misclassi-
fication rates for all the six systems in our corpus are as seen
in Section 4, but now using Tor with FTE as the pluggable
transport. We believe that FTE is an attractive pluggable
transport option for several reasons:

• Flexibility : The FTE record layer already supports a
variety of target protocols, and adding new ones re-
quires only specifying new regexes. Extending prior
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  H(M)	
  

Convergent	
  encryp7on	
   [Douceur	
  et	
  al.	
  2002]	
  
[Pe�t	
  `96]	
  [Clarke	
  et	
  al.	
  `00]	
  
[Wilcox-­‐O'Hearn	
  `00]	
  

TagGen(C):	
  
Ret	
  H(C)	
  

M	
  

M	
  

T	
   

  K	
  

Determinis7cally	
  encrypt	
  M	
  under	
  cryptographic	
  hash	
  H(M)	
  	
  	
  

Non-­‐triviality:	
  	
  |K|	
  =	
  128	
  bits	
  while	
  M	
  can	
  be	
  arbitrary	
  length	
  

CE	
  as	
  an	
  MLE	
  scheme:	
  

E	
  is	
  determinis7c	
  symmetric	
  scheme	
  E	
  (decryp7on	
  via	
  D)	
  
	
  (e.g.,	
  CTR-­‐mode	
  AES	
  with	
  constant	
  IV)	
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Enc(K,M):	
  
C	
  	
  	
  	
  	
  E(K,M)	
  
T	
  	
  	
  	
  	
  H(	
  K	
  )	
  
ret	
  C	
  	
  	
  	
  T	
  

Dec(K,C	
  	
  	
  	
  T):	
  
M	
  	
  	
  	
  	
  	
  D(K,C)	
  
ret	
  M	
  

KeyGen(M):	
  
ret	
  K	
  	
  	
  	
  	
  	
  H(M)	
  

TagGen(C	
  	
  	
  T):	
  
Ret	
  T	
  

M	
  

M	
  

T	
  
 

  K	
  

 
k

k

k

Hash-­‐and-­‐CE	
  (HCE)	
  scheme	
  

In	
  paper	
  two	
  new	
  schemes:	
  	
  
•  Hash-­‐and-­‐CE	
  2	
  with	
  tag	
  check	
  (HCE2)	
  	
  
•  Randomized	
  CE	
  (RCE)	
  that	
  achieves	
  single-­‐pass	
  MLE	
  

Why?	
  	
  	
  All	
  three	
  schemes	
  are	
  faster	
  than	
  CE	
  

Used	
  in	
  TahoeFS,	
  
elsewhere	
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Scheme	
   KeyGen	
  +	
  Enc	
  +	
  
TagGen	
  'me	
  

PRV-­‐CDA	
   PRV$-­‐CDA	
   TC	
   STC	
  

CE	
   11.8	
  cpb	
   Yes	
   Yes	
   Yes	
   Yes	
  
HCE	
   6.6	
  cpb	
   Yes	
   Yes	
   No	
   No	
  
HCE2	
   6.6	
  cpb	
   Yes	
   Yes	
   Yes	
   No	
  
RCE	
   6.5	
  cpb	
   Yes	
   Yes	
   Yes	
   No	
  

2	
  new	
  schemes	
  HCE2	
  and	
  RCE	
  
Security	
  analysis	
  of	
  fast	
  MLE	
  schemes	
  
In-­‐use	
  CE	
  and	
  variant	
  HCE	
  	
  	
  +	
  	
  

2	
  new	
  privacy	
  defini7ons	
   2	
  new	
  integrity	
  defini7ons	
  

Proofs	
  of	
  message	
  privacy	
  for	
  unpredictable	
  message	
  spaces	
  

Proofs	
  of,	
  or	
  atacks	
  against,	
  integrity	
  

Atack	
  against	
  HCE	
  used	
  by	
  TahoeFS	
  that	
  erases	
  user’s	
  messages	
  197	
  



Duplicate	
  faking	
  atacks	
  and	
  MLE	
  integrity	
  

User	
  A	
  

User	
  B	
  

CA	
  	
  	
  	
  	
  	
  	
  	
  FakeCtxt(M,M’)	
  

KB	
  	
  	
  	
  	
  	
  	
  	
  Keygen(M)	
  
CB	
  	
  	
  	
  	
  	
  	
  	
  Enc(KB,M)	
  

T	
  	
  	
  	
  	
  	
  	
  TagGen(CA)	
  
T’	
  	
  	
  	
  	
  	
  TagGen(CB)	
  
If	
  	
  T	
  =	
  T’	
  	
  then	
  	
  
	
  	
  	
  	
  	
  store	
  	
  	
  CA	
  
else	
  
	
  	
  	
  	
  	
  store	
  CA	
  ,	
  CB	
  

Storage	
  server:	
  
$ 

$ 
$ 

 
 

Service	
  stores	
  
just	
  CA	
  User	
  B	
  

Get	
  “theFile”	
  

C1A	
  
M’	
  	
  	
  	
  	
  	
  	
  Dec(KB,CA)	
  

$ 

3)	
  User	
  B	
  later	
  gets	
  back	
  corrupted	
  file!	
  

1)	
  Adversary	
  knows	
  M,	
  makes	
  fake	
  CA,	
  uploads	
  it	
  

“myFile”,	
  CA	
  

“theFile”,	
  CB	
  	
  

2)	
  User	
  B	
  uploads	
  honestly-­‐generated	
  CB,	
  server	
  dedups	
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Duplicate	
  faking	
  atacks	
  and	
  MLE	
  integrity	
  

FakeCtxt(M,M’):	
  
K	
  	
  	
  	
  	
  	
  	
  H(M)	
  
CA	
  	
  	
  	
  	
  E(K,M’)	
  
T	
  	
  	
  	
  	
  	
  	
  H(K)	
  
ret	
  C	
  	
  	
  	
  T	
  

Encrypt(K,M):	
  
C	
  	
  	
  	
  	
  	
  E(K,M)	
  
T	
  	
  	
  	
  	
  	
  H(	
  K	
  )	
  
ret	
  C	
  	
  	
  	
  T	
  

 
 

k

Atack	
  against	
  HCE:	
  

 
 
 

k

Similar	
  atack	
  in	
  [Storer	
  et	
  al.	
  `08],	
  but	
  vulnerabili7es	
  not	
  realized	
  

Weaker	
  atack	
  would	
  just	
  make	
  decryp7on	
  fail	
  

User	
  A	
  

CA	
  	
  	
  	
  	
  	
  	
  	
  FakeCtxt(M,M’)	
  $ “myFile”,	
  CA	
   T	
  	
  	
  	
  	
  	
  	
  TagGen(CA)	
  
T’	
  	
  	
  	
  	
  	
  TagGen(CB)	
  
If	
  	
  T	
  =	
  T’	
  	
  then	
  	
  
	
  	
  	
  	
  	
  store	
  	
  	
  CA	
  
else	
  
	
  	
  	
  	
  	
  store	
  CA	
  ,	
  CB	
  

Storage	
  server:	
  

 
 

Service	
  stores	
  
just	
  CA	
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Scheme	
   KeyGen	
  +	
  Enc	
  +	
  
TagGen	
  'me	
  

PRV-­‐CDA	
   PRV$-­‐CDA	
   TC	
   STC	
  

CE	
   11.8	
  cpb	
   Yes	
   Yes	
   Yes	
   Yes	
  
HCE	
   6.6	
  cpb	
   Yes	
   Yes	
   No	
   No	
  
HCE2	
   6.6	
  cpb	
   Yes	
   Yes	
   Yes	
   No	
  
RCE	
   6.5	
  cpb	
   Yes	
   Yes	
   Yes	
   No	
  

2	
  new	
  schemes	
  HCE2	
  and	
  RCE	
  
Security	
  analysis	
  of	
  fast	
  MLE	
  schemes	
  
In-­‐use	
  CE	
  and	
  variant	
  HCE	
  	
  	
  +	
  	
  

2	
  new	
  privacy	
  defini7ons	
   2	
  new	
  integrity	
  defini7ons	
  

Proofs	
  of	
  message	
  privacy	
  for	
  unpredictable	
  message	
  spaces	
  

Proofs	
  of,	
  or	
  atacks	
  against,	
  integrity	
  

Atack	
  against	
  HCE	
  used	
  by	
  TahoeFS	
  that	
  erases	
  user’s	
  messages	
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MLE	
  leaks	
  nothing	
  about	
  messages…	
  

if	
  messages	
  are	
  unpredictable	
  

Atacker	
  recovers	
  M	
  given	
  Enc(KeyGen(M),M)	
  	
  
in	
  7me	
  O(m)	
  when	
  m	
  is	
  #	
  of	
  possible	
  messages	
  

1)	
  Some7mes	
  m	
  =	
  2	
  
2)	
  Hard	
  for	
  defenders	
  to	
  determine	
  m	
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DupLESS	
  (DuplicateLess	
  Encryp7on	
  for	
  Simple	
  Storage)	
  

Key	
  	
  
Server	
  	
  
(KS)	
  

DupLESS	
  

User	
  secret	
  key	
  K	
  

CA	
  can	
  be	
  	
  
Deduped	
  
C1	
  ,	
  C2	
  short	
  Key	
  server	
  helps	
  	
  

``mix’’	
  in	
  secret	
  key	
  into	
  
MLE	
  encryp7on	
  for	
  clients	
  

“C1”	
  ,	
  C2	
  ,	
  CA	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

User	
  A	
  

“myFile”,	
  M	
  

Provides	
  protec7on	
  against	
  
brute-­‐force	
  atacks	
  

Oblivious	
  PRF	
  protocol:	
  
KS	
  learns	
  nothing	
  about	
  M	
  

Storage	
  service	
  	
  
cannot	
  mount	
  	
  
brute-­‐force	
  atacks	
  

[Bellare,	
  Keelveedhi,	
  R.	
  –	
  Usenix	
  Security	
  `13]	
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DupLESS	
  performance	
  for	
  storage	
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Figure 7: (Left) Median time to store (top two graphs) and retrieve (bottom two graphs) as a function of file size. (Top right)
Network bandwidth overhead of DupLESS as a function of file size for store operations. (Bottom right) The ratio of space required
when DupLESS is used for the AMI dataset and when plain dedup is used, as a function of the dedupable threshold length. All axes
are log-scale and error bars indicate one standard deviation.

and reduces to about 11% for 64MB files.
We observe that the CE (labeled Convergent Encryp-

tion) store times are close to DupLESS store times, since
the KSReq step, which is the main overhead of Dup-
LESS w.r.t CE, has been optimized for low latency. For
example, median CE latency overhead for 1KB files over
Dropbox was 15%. Put differently, the overhead of mov-
ing to DupLESS from using CE is quite small, compared
to that of using CE over the base system.
Relative retrieval latencies (bottom left chart,

Figure 7) for DupLESS over Dropbox were lower than
the store latencies, starting at about 7% for 1KB files
and reducing to about 6% for 64MB files.
Performance with Google Drive (Figure 7, top middle

chart) follows a similar gradation, with overhead for Du-
pLESS ranging from 33% to 8% for storage, and 40% to
10% for retrieval, when file sizes go from 1KB to 64MB.
These experiments report data only for files larger

than 1KB, as smaller files are not selected for dedu-
plication by canDedup. Such files are encrypted with
streamlined, non-dedupable, randomized encryption and
latency overheads for storage and retrieval in these cases
are negligible. An exception here is that when down-
loading a file using Google Drive, if the client does not
have a locally cached copy of the file list, then it can-
not know whether the file was selected for deduplication.
The client would first download the file list, and the over-
head for doing that should be accounted for in download

time.

Microbenchmarks. We ran microbenchmarks on DLput
storing 1MB files, to get a breakdown of the overhead.
We report median values over 100 trials here. Upload-
ing a 1MB file with Dropbox takes 2700 milliseconds
(ms), while time for the whole DLput operation is 3160
ms, with a 17% overhead. The KSReq latency, from
Section 4, is 82ms or 3%. We measured the total time
for all DLput steps except the two SSput operations
(Figure 6) to be 135ms, and uploading the content file
on top of this took 2837ms. Then, net overhead of KS
and cryptographic operations is about 5%, while storing
the key file accounts for 12%. Our implementation of
DLput stores the content and key files simultaneously,
by spawning a new thread for storing the key, and waiting
for both the stores to complete before finishing. If DLput
exits before the key store thread completes, i.e., if the key
is uploaded asynchronously, then the overhead drops to
14%. On the other hand, performing the two stores se-
quentially incurs a 54% overhead (for 1MB files).

Bandwidth overhead. We measured the increase in
transmission bandwidth due to DupLESS during storage.
To do so, we used tcpdump and filter out all traffic un-
related to Dropbox and DupLESS. We took from this the
total number of bytes (in either direction). For even very
small files, the Dropbox API incurs a cost of about 7KB
per upload. Figure 7 (top right) shows the ratio of band-

12

X-­‐axis:	
  	
  File	
  size	
  (KB)	
  
Y-­‐axis:	
  	
  Put	
  7me	
  (ms)	
  

Code	
  for	
  DupLESS	
  available	
  at:	
  	
  	
  htp://cseweb.ucsd.edu/~skeelvee/dupless/	
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Examples	
  of	
  deficiencies:	
  

Dropbox	
  has	
  access	
  to	
  your	
  data	
  

Encryp7on	
  doesn’t	
  allow	
  deduplica7on	
  to	
  save	
  space	
  

Lastpass	
  uses	
  password-­‐based	
  encryp7on	
  that	
  can	
  be	
  cracked	
  

Encryp7on	
  reveals	
  when	
  wrong	
  key	
  is	
  used	
  to	
  decrypt	
  

Deep	
  packet	
  inspec7on	
  systems	
  can	
  block	
  protocols	
  

Encryp7on	
  tools	
  are	
  easy	
  to	
  detect	
  

Format-­‐transforming	
  encryp7on	
  to	
  trick	
  DPI	
  

Message-­‐locked	
  encryp7on	
  to	
  support	
  dedup	
  

PBKDFs	
  and	
  honey-­‐encryp7on	
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Some	
  concluding	
  thoughts	
  
•  Typical	
  case:	
  no	
  right	
  security	
  defini7on	
  

–  Righter	
  ones	
  and	
  wronger	
  ones	
  	
  
– One	
  primi7ve,	
  mul7ple	
  security	
  goals	
  
– We	
  don’t	
  yet	
  know	
  all	
  the	
  security	
  goals	
  

•  Crypto	
  should	
  be	
  designed	
  to	
  support	
  
applica7ons,	
  not	
  other	
  way	
  around	
  
– Nonce-­‐based	
  SE,	
  FPE,	
  MLE,	
  PW-­‐based	
  encryp7on	
  
–  Industry	
  has	
  lots	
  of	
  really	
  cool	
  crypto	
  problems	
  

•  Understanding	
  systems	
  key	
  
–  First	
  order	
  approxima7on:	
  no	
  one	
  in	
  prac7ce	
  will	
  care	
  
unless	
  you	
  implement	
  it	
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Our	
  game-­‐plan	
  today	
  
We	
  will	
  build	
  two	
  widely	
  needed	
  primi7ves:	
  
•  Nonce-­‐based	
  symmetric	
  encryp'on	
  

–  Contemporary	
  viewpoint	
  on	
  SE	
  
–  Two	
  flavors	
  (speed	
  versus	
  security	
  trade-­‐off)	
  

•  Format-­‐preserving	
  encryp'on	
  
– Used	
  widely	
  in	
  industry	
  for	
  fixed-­‐field	
  encryp7on	
  
(credit	
  card	
  numbers,	
  etc.)	
  

–  Length-­‐preserving	
  encryp7on	
  as	
  special	
  case	
  	
  
•  Time	
  allowing:	
  advanced	
  SE	
  primi7ves	
  such	
  as	
  
message-­‐locked	
  encryp7on,	
  honey	
  encryp7on,	
  
password-­‐based	
  encryp7on	
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