Machine Learning and
Privacy

Vitaly Shmatikov
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) bes 7 New Posts ™' Most Popular Lists Video Subscribe to Forbes

Sign up

12/18/2014 @ 9:00AM | 48,377 views

Baidu Announces Breakthrough In
Speech Recognition, Claiming To
Top Google And Apple

-
Robert Hof
Contributor

Baidu Deep Spe,\Al_
X~

Bi-directional Recurrent

Neural Netw
etwork (BDRNN) 2/18/2015 @ 1:06PM | 4,396 views

Microsoft's Deep Learning Project
Outperforms Humans In Image
Michas! Thomsen Recognition

Contributor

Images used to test Microsoft’s deep learning Al. Image via Microsoft.
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Deep Neural Networks




Deep Neural Networks

bias

neurons
In the
previous
layer

Learn parameters using
Stochastic Gradient Descent (SGD(
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Parameter Training using SGD
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Parameter Training using SGD
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Parameter Training using SGD
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Parameter Training using SGD
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Parameter Training using SGD

Parameter Update




2014

Users’ data Services

E!.-ll-
$3+18888x

Threats
—Collection of sensitive personal data
—Anonymization and re-identification
—Inference attacks

—Side channels
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2018

Users’ data Machine learning Services

L@ -0 ol
TEEEERA0
1031688808~

Do trained models leak sensitive data?

Is it possible to train a ‘““‘good’ model
while respecting privacy of training data?

Is it possible to keep the model itself private ?
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Model Inversion

Fredrikson et al.

“unexpected attributes”
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Model Inversion in Action

given patient’s genome... ...determine correct warfarin dosage

-+

Privacy breach :

—
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065
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€ (privacy budget) slide 15



Does Inference Breach Privacy!?

O
O
" O training set
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Recommended Reading

Frank McSherry .

I”

“Statistical inference considered harmfu

https://github.com/frankmcsherry/blog/blob/master/posts/2016-06-14.md
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Machine Learning as a Service

Google

Cloud Platform
amsgéon e
webServicesz "
Prediction API j [ Training API

]

#linput from Classification
users, apps...

Sensitive!

Transactions, preferences,
online and offline behavior

slide 18



Exploiting Trained Models

Google

Cloud Platform

amazon
webservices™

4

Prediction API ] [ Training API ]

(
| ||

the training set Classification

Input not from Cla3jfication
the training set -

recognize the difference
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ML Against ML

Google ...without knowing the
Cloud Platform .
specifics of the actual model!

amazon
webservices™

[ Prediction API j [ Training API j

Train a model to... recognize the difference
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Training Attack Model

Target
. Model
using Shadow Models
Shadow Shadow Shadow _
Model | | | Model 2 v Model k | |
o o 0
o o o
5 5 é é 2
o o o
o o o
> > >
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L

Train the attack model

to predict if an input was a member of the training set (in (
or a non-member (out(

IN  OUT

i
N

C
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Training Data for Shadow Models

* Real: must be similar to training data of the
target model (drawn from same distribution)

* Synthetic: sample feature values from
(known) marginal distributions

* Synthetic: exploit target model Confidence of

target model’s
predictions

Sample from inputs classified by the

target model with high confidence
target’s
training inp#

input space
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Synthesizing Shadow Training Data

Algorithm 1 Data synthesis using the target model

. . 1: procedure SYNTHESIZE(class : c)
Hl"'CIlmb the Space Of 2: X +— RANDRECORD() b initilize a record randomly
. . . 3: y: 0
possible inputs to find those & 50
H 5: k +— kmax
cI?ssm.ed by th.e target model o e e iter o
with high confidence ¥ 4+ frorget(X) > query the target model
8 if y. > y! then > accept the record
9: if y. > conf,,;, and ¢ = arg max(y) then
10: if rand() < y. then > sample
. return x > synthetic data
Sample from these inputs to end if
. . . d if
synthesize the training dataset i
for shadow models Yo € Yo
: j+«0
17: else
18: je—3+1
. . 19: if § > rejae th [
If many candidate inputs e Ryl e
rejected by the target model, - dé'_;— 0
: enda 1
re-randomize some features 23: end if
. 24: x +— RANDRECORD(Xx", k) b randomize k features
and try again 2. end for
26: return | > failed to synthesize

27: end procedure
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Membership Inference Attack

Input (data( Output (classes and confidence values(

airplane

utornobile N

truck _

Was this image part of the training set!?
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Google

Cloud Platform

amazon
web services™

[ Prediction API j [ Training API j

Membership Inference | VVas this record in
Attack the training set! Training Set
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Cumulative Fraction of Classes

0.9
0.8
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Google ' | 1 ' et
-Amazon =======- |
- Minimum Attack Accuracy on i |
i 75% of classes i
i | L
0 0.2 0.4 0.6 0.8

Membership Inference Accuracy

[ Purchase Dataset — Classify Customers ]
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Next Step: Reconstruction

Google

Cloud Platform

amazon
webservices™

INFER hidden parts
of the customer record

Example: store purchases or
mobile phone locations

slide 27

Auxiliary information,
public databases ,
accidentally revealed data




Why Do These Attacks Work?

Google £ “

Cloud Platfor! §
zon | e ¥
%Psgrvige"s.m 0 Overfitted!
4 '

[ Prediction API Training APl ]
"

Membership Inference

S

Reconstruction
i g
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Attack Success vs. Test-Train Gap

Atiack Precision

Allack Pracsion

Purchase Datesed, 10-100 Clazses, Soogle, Membershig Inference Attack
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Privacy : Learning :

Does the model leak Does the model
information about data generalize to data
in the training set? outside the training set?
O
= O O 0090
O O
~ 7005
O . D O
o O O oy :
O« o Overfitting is
O
00 O training setf the common enemy
O @) @)
O

data universe



Does Inference Breach “Privacy?”
SCIENCE!

O
O
O Xe y
e OO - 09 PRIVACY
o . BREACH!
OO O™ o training set
O O Q Q

Privacy breach = risk of membership:
Gap between what can be inferred from the model

about a member of the training set and an
arbitrary input from the population
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Cumulative Fraction of Classes

1 . .

| |

09 F -
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| _. Risk of
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Accuracy (of inferring 60 features)

[ Purchase Dataset — Classify Customers — Google API }
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Future

* Modern machine learning is both a threat and an
opportunity for data privacy

* For once, privacy and utility are not in conflict:
overfitting is the common enemy

* Overfitted models leak training data

* Overfitted models lack predictive power

* Need generalizability and accuracy
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Utility

R

Privacy-preserving
machine learning

Privacy
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