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No Data Released =
No Privacy Problems!?
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Welcome To The Machine

=.~ | Information leaks
out gradually,

through unexpected

system interfaces

\

(Dynamically
changing) inputs

slide 3



Reading Material

Calandrino, Kilzer, Narayanan, Felten, Shmatikov
“You Might Also Like:” Privacy Risks of Collaborative Filtering

Oakland 201 1
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Recommender Systems
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Collaborative Filtering

Recommender

Recommendations:
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Recommender
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ltem-to-ltem Recommendations

noivu TV Movies Hulu Plus™

Parks.-: &
Recreation

You Might Also Like

modernfamily ARRESTED . \L)JUJ—V o) OF¥BERT
DeVelOPMeNT "/ REPORT
ey - e 1
ModernFamily @ Arrested Development own Late Night withJimmy  The Colbert Report
2. 2.2.8.0 kr 0 Yoo Fallon 2. 2.0 8.3

...Versus user-to-item recommendations

This allows for passive adversaries
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Our Tools

Auxiliary information
and
dynamics of public outputs



AuXi

liary Information

7 of 8 people found the following review helpful:
Yoot Love it!, May 24, 2011
By John Doe v (Springfield, IL United States) - See 3ll my

VL™ VoKt MEAL HANE

This is one of my favorite albums of all ime and includes ty
songs of 2007. They clearly spent a great deal of time hony
their well-reviewed but largely forgetable debut album in 2(
only are tunes far more refined, but the lyrics are both mor
mature, Besides the third track ("Quiet® - which isn't bad, Y
than the other tracks), the album is sold from start to fins|
Elephant” and "Faint Bounce® in particular show that they'v|
of the most talented bands on the scene.

Thes review o

I recommend histening through the whole thing twice beford
The complexity of some of the songs like "Yellow Wall" take]
appreciate, Also, be aware that this is a true album, not ju
of songs. While many can stand on their own - I expect to
and "Electnic Fan" on the radio all summer - the album is be|
start to finish like a finely told story. In an era increasingly
albums like this prove that bands can think in sixty-minute
simple, catch three-minute ones.

One of the biggest challenges of this album will be its genrd
2005's Margins was clearly targeting more of a dance crow
indie-rock undertone, Don't get me wrong, if you want to d
plenty to love - from *Shark Hound" to "Red T-Shirt.” "Swim
that they are capable of producing thoughtful songs that,
also be appreciated during moments of quiet reflection.

John Doe
Music:
Books:
Movies:
Television:
Games:

Edit Profile

What music do you like?

What books do you like?

What movies do you like? ' ‘\

\

»\K
g

What TV shows do you like

What games do you like?

Save Changes

L\ .

B

An attacker can sometimes learn partial history
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Alice’s TV Taste

P omén
DeVel OPMeNT

L i Y |

' »USE,

Transaction history tends to be
(relatively) unique
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Modern Collaborative Filtering

ltem-Based and Dynamic

Recommender

o rr‘r 8

Selecting an item makes it and past choices more similar

Thus, output changes in response to transactions e 15



Inferring Alice’s Transactions

Today, Alice watches a new show (we don’t know this)
We can see the recommendation lists for auxiliary items
..and we can see changes in these lists

Based on these changes, we infer transactions
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Prediction vs. Inference

Predictions (recommendations) seek to impose order
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Prediction vs. Inference

Inferences are based on

temporal changes

in order

slide 15



More Recent Work

McPherson, Shokri, Shmatikov

“Defeating Image Obfuscation with Deep Learning”

arXiv 2016
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deep learning revolution

Web News Videos Images Sht

What does this
Aboft 1,890, SR EREEE revolution mean for
a privacy researcher?




Outperform Humans, Eh!?

e na b= OB

% Truck Truck? ?77? P0°000°077

@ Truck Truck Truck Truck
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Image Obfuscation Techniques

Pixelation Blurring

As deployed
by YouTube
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P3: Privacy-Preserving Photo Sharing

Ra et al. (NSDI 2013)

AC Coefficients Public

Add privacy to online

.
.

image s'forag? b?'. o> .III-I i
encrypting “significant” 1.
. o 4
JPEG coefficients ! A
I Threshold-based
: Splitting
I \4
DCT ]
_| Transformation 1 I
& Lo = - Secret
Quantization : I P S
Original i
Image
DC
Coefficients
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Privacy/Size Tradeoff in P3

More privacy N 1 Smaller images

77%of original size

Threshold of 10 for encrypting JPEG coefficients
)P3 recommends threshold of (10-20
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oy (%)

Accura

Training a Neural Network to
Classify P3-Protected Images

_ CIFAR-10 Accuracy _ MNIST A

cy (%)

10 20 Baseline 1 10 20
Threshold Threshold

60,000 colored images 70,000handwritten digits

in 10 categories
(e.g. ship, car, frog, cat)
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Which Digit Is This!?

The neural network knows...

32)x32 pixels(
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More Targets

Mosaic P3
Dataset 4x4 8 X8 16 X 16 10 1
" : .
&
FaceScrub .

Handwritten digits, objects, faces...
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Accuracy
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Accuracy
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